Progress’
DataDirect”

Progress DataDirect
Connect XE for JDBC for

Impala
User's Guide

Release 5.1.4






Copyright

Visit the following page online to see Progress Software Corporation’s current Product Documentation Copyright
Notice/Trademark Legend: https://www.progress.com/legal/documentation-copyright.

Updated: 2025/05/14

Progress DataDirect Connect XE for JDBC for Impala: User's Guide: Version 5.1.4


https://www.progress.com/legal/documentation-copyright

Copyright

4 Progress DataDirect Connect XE for JDBC for Impala: User's Guide: Version 5.1.4



Contents

Table of Contents

Welcome to the Progress DataDirect Connect XE for JDBC for Impala

D Y= 9
What's New in thisS ReICASE7......ccoeiiiiiiie e 10
Lo [T =T 0 1= 1 7SS 11
Data Source and DIVEr CIASSES. ........uiiiiuiiiiiiie ittt ettt st s b e s sab e sbee e s anneeees 11
(070] 0] a =T i o] T U | ] PP PPR 11
[07e] a1 o= Tox (o] N o o] o T=Ty 1 T=Y- T PRSPPI 12
Version String INFOrMatioN...........oooi e 12
02 = B Y/ 01T S, 13

GEETYPEINTO ..t e et e e e s b e e e e e abeeeeeeanee 14
(D=1 P21 D1 (=Tod A (oo - OO PTT R RPPI 18
R CeI0 o] 1=T] gToTo] 1] a T T PP PRSP 19
Additional INFOrMALION ........eiiiiii et e b e s e snre e es 19
(07T a1 ¢=Tox i1 o T F=Ted o a1 o= IS U o] o o 1SR 19

Getting started ... e 21
Data Source and DIVET ClaSSES. .....cuuiiiiiiiieiiiiiiie ettt e ettt e e e sttt e e e st e e e s aaee e e e e aanseeeaesanneeeeeean 21
Setting the Classpath ... e e e e e e e e e e eeeeeaaaeeens 22
Connecting Using the Driver Manager...........coouuiiii ittt e e s e e e ennneeeas 22

Passing the ConNection URL....... ... et e e e e e e e e e e e e 22

Testing the CONNECHION. ... it e e e e e e e e e e e e anneeas 23
Connecting UsSiNG Data SOUICES. ......coiiiiieieii ettt e e e e e e e e e e e eeeeeeaaeeeeaan 26

How Data Sources Are Implemented.......... oo 26

Creating Data@ SOUICES.......oooiiiii ettt e et e e e e e e e s e e aeeeeaaaaaeeaan 27

Calling a Data Source in an ApplCatioN...........cooi i 28

Testing a DataSource CONNECHION. ...........u i e e e e e e e e e e e e e s 28

Using the driver......cirr e 33
Required permissions for Java SE with the standard Security Manager enabled.................c..c....... 34

Permissions for establishing CONNECHIONS..........c..oviiiiiiiiii e 34

Granting access t0 Java ProPerti€s.........oooi it ee e 34

Granting access t0 tempPorary filES..........oiii i 35
Connecting from an ApPPHCAtION..........oii i 35

Connecting Using the JDBC Driver Manager...........cceeuiueiiieeiiiiieeeeeiieeeeesiieeeeesssreeeeesaseeeeessnes 35

Connecting USiNg Data SOUICES........ouuiiiiiiiiiee ettt ee e 39
USIiNG CONNECHION PrOPEIIES. ... ittt e e e e et e e e snne e e e s nnneaeeeeannnneeesd 44

UserID/Password Authentication Properties. ..o 44

Progress DataDirect Connect XE for JDBC for Impala: User's Guide: Version 5.1.4 5



Contents

Kerberos Authentication Properties. ..........c.eooi i 45

Data Encryption Properties. ... ... . e et e e e e 46

Data Type Handling Properties. ..........ueiii it 48

Client Information Properti€s.............uuiiiiiiiiiii e a e 49
Statement Pooling Properties. ..........oo e 49
AdditioNal Properti€©s.........ccieiiii i e e e e e e e e et ——————— 50
Performance ConSIAErationsS............oii it e e e e s nne e e 53
AUTNENTICALION. ... ettt e e e e e e e e e e e et e e e e e e e e e e e e e annneneeees 53
Configuring user ID/password authentication..............ccociiiiiiii e 54
Configuring the driver for Kerberos authentication...............coccocvi i 54

(= = I =l g Ted Y] o1 o o FOR PRSPPI 59
Configuring SSL ENCIYPLION. .......uuiiii ittt ettt e et e e s st e e e s entreeeessneeeaeean 59
Configuring SSL Server AuthentiCation............coooiiiiiiiiiii e 60
Configuring SSL Client AUthentiCatioN.............ooiiiiiiiiie e 60

L0 1= o | ) o4 4= 11T} o TSRS 61
How Databases Store Client INformation..............ooooiiiiiii i 61
Returning Client INformation............ocuuiiii i 63
Returning MetaData About Client Information Locations..........c.cccccuvveiiiiiiii i, 63

N (o YT TSRS 63
Parameter Metadata SUPPOM..........oooo it e e e e e e e e e e e e e eeananed 64
Insert, Update, and Delete Statements........ ... 64

ST =T Q] £= 1 (= 001 PSR 64

ST O I ST o] o o] o S RSP RRP 65
ResultSet Metadata SUPPOIt..........oooiiieee e e e e e e e e e e e e e naned 65
[1STo] F= o) o T = Y SO 66
[0 L a 1 eTe o [I=TU] o] o o] o SOOI 66
T (o] o F= T o |1 o PSPPSR 66
(= o [N @ o] =Y U] o] oo SN SRRSO 67
N T U o] oo o S PRSP 67
I 41T 01U PRSP PPURPRPR 67
0] aTo ISt o] | =1 o] (I O T =] < TP 68
Limitations on Cloudera Impala FUuNCtionality.............coooiiiiiii i 68
Connection Property DescCriptions..........cccccccciiiimmmmescsnnsinsssssssssessssssssssenens 69
ACCOUNTINGINTO. ... e e bt e e e s et e e e e e abbe e e e nannee 72
Y o] o1 [ oz=1 i o] ] 1 F= 1 ¢ L= PSPPI 73
AuthenticatioNMEtNOM. ... ..o et e e e e e er e e e e e e e e e e e e nnneneees 74
ClIENTHOSINGME. ...ttt ab e e e s et e st e e as b et e st e e nnbe e e sneeenn 75
L0 1= o (U Y RS 75
[07e] a1 a1 ot io] 0] S =1 (Y @718 ] o | SR PPRPRP 76
CoNNECHONREINYDEIAY.....ccoiiiiiiee et e ettt e et e e e s e e e e e eanee s 77
(070 0101 N [ | TP TP PUPPTOPPPPPPRPPPN 77
CryPLOPTOIOCOIVEISION. ...ttt ettt e e s st e e e aabbe e e e e s anneeeas 78
DatabasSeNaMIE..........eiiiii e 79

6 Progress DataDirect Connect XE for JDBC for Impala: User's Guide: Version 5.1.4



Contents

DefaultOrderByLImit....... ..o et e et e e e e e e s e e e e s annnneeed 80
ENCryptioNMEethod ... ...ttt e e e e e e e e e e e e e e e e e e e e 81
HOSINGMEINCEITICAE. ....ceiii it e e e e e et e e e e e e e e e e e snnnneeeeeeeas 82
IMPOrtSIAEMENTPOOL........ooo et e e e e e e e e e e e e e e e e e e e e eaarrnreees 83
LT ez Tr2=TiTo] o 1] (o TP POPPPRRT 83
INSENSitiVERESUISEIBUEISIZE. .. ..o 84
JaVaDOUDIETOSTIING. ... ettt e e et e e e et e e e e nbe e e e e e anbreeeeeanneeas 85
KEYPASSWOIT. ...ttt ettt ettt e e e e e e e s e aabbe et e eeeaeeeeeeaannnnbeeeeeeeaaaeeesaaannnnened 86
RGNS (o] =T PP PUPPPRP 86
KEYSTOrEPASSWOIG. ....cciiiiiiiiie ettt et e e ettt e e e sttt e e e e ea bt eeeessteeeeeeanteeeeessnseneeaeaansseeeessnseeeeessnnd 87
(oo 1@ o] a1 iTe | N F= o o[- TSP URPOPPPRP 88
(o To 1o 1 I 4 =T o U S PSPPSR 89
Y o d adoTo ][0 RS =1 (T 1= £SO 89
= LT 1Yo o P UURTTPP PP 90
Lo 1N 183 0] o= OSSR 91
0T o T ir= 0 0] 1 I O PPPRPURP 91
RegisterStatementPoolMontorMBEaN.............eiiiiiie e 92
RemMOovECOIUMNQUATTIEIS. .....eiiiiiieee et e e et e e e s st ee e s st e e e e snnteeeeeeaseeeaeeans 93
ST V7= 1= 2 USSR 94
ServiCePIINCIPAINGIME. ...t e e e e e e e e e e et rreeaaaeeaas 94
SPYALIDULES. ..ot e et e e ettt e e e et e e e e e nb e e e e e nanees 95
YT a T |t T o] o= Y/ o PR SER 98
I = 1 £ST=Tex 1o T 11 (o Yo [ TS SSPRRR 98
B0 ] 65 (o - PR SRR 99
085 (o = = T3 Yo T o S 100
(0T Y U =T o] 6 od =Y oy - TSRO 101
L0 ES Y PP 101
ValidateServerCertifiCate..........cuuiiii ittt e et e e e e st e e e e st e e e e e enraeeeeeane 102
Supported SQL Functionality........cccccccoiimmmmmiiiiiiiirccsr e 103
Data Definition LanQUAGE. .......cooouiiiiii ettt e e e e e 104
Column Name QUATITICALION. .........oiiiiii e e e e e et e e e s nbee e e e e nreeas 104
0] T F= 1 SRR 104
GIOUP BY CIAUSE....eeeiiiiiec ittt e e e e e e e et e e e e e e e e e e e e s st asraeeeeeaeeeeessannantaaaneeeaaaeeas 105
HAVING ClAUSE.....coiiiiiei ettt e e st e e e s bbbt e e e ab bt e e e e e bbbe e e e s aanneeeas 105
(O (o L= gl = T O T 10 1= YRR 105
o0 oo F= 1 (I O = U1 PSR 106
T Q@] o1=T = (o= T PR PPRP 106
RS TU ] oo [ U= 3 1= TSR 106
T O I o q o] =T o] 1 SRS 107
10707 o =] ¢= T o] £ PSR 107
N[0 g 1= Lo @ o 1= =) (o] = PRSP 107

L0 g T T = Tox 1T g @ =T = 1 (o ) SR 108
Relational OPEIratOrS..........oiiiiiiiieeeeeee e e e e e e e e e e e e s e a e e e e aaaeeaaaan 108

Progress DataDirect Connect XE for JDBC for Impala: User's Guide: Version 5.1.4 7



Contents

(I To [or= 1R @] o1 =1 (o] £ T PRSP 108
L0 (10 1= 109
[ REY] (e (o] 1= T TR 111

8 Progress DataDirect Connect XE for JDBC for Impala: User's Guide: Version 5.1.4



1

Welcome to the Progress DataDirect Connect
XE for JDBC for Impala Driver

The Progress® DataDirect Connect XE® for JDBC™ for Impala™ driver supports Cloudera Impala, versions 1.3 and
higher.

The Cloudera Impala server is compatible with data stored in various file formats. In addition, Cloudera Impala
can work with data stored in other systems through the use of storage handlers. The driver is designed to work
seamlessly with the file formats and storage handlers used by the server.

The documentation for the driver also includes the Progress DataDirect for JDBC Drivers Reference. The
reference provides general reference information for all DataDirect drivers for JDBC, including content on
troubleshooting, supported SQL escapes, and DataDirect tools.

For the complete documentation set, visit the Progress DataDirect Connectors Documentation Hub:
https://docs.progress.com/category/datadirect-cloudera-impala.

For details, see the following topics:

* What's New in this Release?

* Requirements

* Data Source and Driver Classes
¢ Connection URL

* Connection Properties

*  Version String Information

e Data Types

Progress DataDirect Connect XE for JDBC for Impala: User's Guide: Version 5.1.4
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¢ DataDirect tools
* Troubleshooting
* Additional information

* Contacting Technical Support

What's New in this Release?

Support and certification
Visit the following web pages for the latest support and certification information.
* Release Notes: https://www.progress.com/datadirect-connectors/whats-new#jdbc

* DataDirect Product Compatibility Guide:
https://docs.progress.com/bundle/datadirect-product-compatibility/resource/datadirect-product-compatibility.pdf

Changes Since the 5.1.4 Release

Driver Enhancements

* The driver has been enhanced to support Kerberos authentication. See Configuring the driver for Kerberos
authentication on page 54 for details.

* The driver has been enhanced to support SSL data encryption. See Data Encryption on page 59 and Data
Encryption Properties on page 46 for details.

* The driver no longer registers the Statement Pool Monitor as a JMX MBean by default. To register the
Statement Pool Monitor and manage statement pooling with standard JMX API calls, the new
RegisterStatementPoolMonitorMBean connection property must be settot r ue. See
RegisterStatementPoolMonitorMBean on page 92 for details.

Refer to "Statement Pool Monitor" in the Progress DataDirect for JOBC Drivers Reference for an overview
of statement pooling.

Highlights of the 5.1.4 Release

Driver Enhancements

* The driver has been enhanced to support the Char and Vachar data type with Cloudera Impala 2.1 and
higher. See Data Types on page 13 for details.

* Support for result set holdability has been added to the driver.
Release Features

* The driver supports standard SQL query language for read-write access to Cloudera Impala data stores.
See Supported SQL Functionality on page 103 for details.

* The driver supports JDBC core functions. For details, refer to "JDBC support” in the Progress DataDirect
for JDBC Drivers Reference.

* Supports Cloudera Impala data types. See Data Types on page 13 for details.

10
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Requirements

Requirements

The driver is compatible with JDBC 2.0, 3.0, and 4.0.

The driver requires a Java Virtual Machine (JVM) that is Java SE 8 or higher, including Oracle JDK, OpenJDK,
and IBM SDK (Java) distributions.

Note: To use the driver on a Java Platform with standard Security Manager enabled, certain permissions must
be set in the security policy file of the Java Platform. See "Required permissions for Java SE with the standard
Security Manager enabled" for details.

See also
Required permissions for Java SE with the standard Security Manager enabled on page 34

Data Source and Driver Classes

The driver class for the Impala driver is:
com.ddtek.jdbc.impala.ImpalaDriver

The driver provides the following data source class that supports the functionality for all JDBC specifications
and Java SE 8 or higher:

com.ddtek.jdbcx.impala.ImpalaDataSource

Note: For compatibility purposes, the driver also provides a second data sources class,
com.ddtek.jdbcx.impala.ImpalaDataSource40. This data source class functions identically to
com.ddtek.jdbcx.impala.ImpalaDataSource; however, it is named after a data source class provided in earlier
releases, allowing applications that rely on the older version to use the driver without changes.

See "Connecting Using Data Sources" for information about connecting using data sources.

See also
Connecting Using Data Sources on page 26

Connection URL

After registering the driver, the required connection information needs to be passed in the form of a connection
URL. The connection URL takes the form:

jdbc: datadirect:inpala://servernane:[port][;property=value[;...]]

Progress DataDirect Connect XE for JDBC for Impala: User's Guide: Version 5.1.4 11
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where:
server nane

specifies the name or the IP address of the server to which you want to connect.
port

specifies the port number of the server listener. The default is 21050.
property=val ue

specifies connection property settings. Multiple properties are separated by a semi-colon. For more
information on connection properties, see "Using Connection Properties."

The i nstal | _di r/ sanpl es directory, where i nst al | _di r is your product installation directory, contains
a sample application that illustrates the steps of connecting to a Cloudera Impala server.

This example shows how to establish a connection to a Cloudera Impala server with user ID/password
authentication:

Connection conn = DriverManager. get Connecti on
("jdbc: datadirect:inpala://Server3: 21050;
Dat abaseNane=Test ; User =adni n; Passwor d=adni npass") ;

See also
Using Connection Properties on page 44

Connection Properties

The driver includes over 20 connection properties. You can use these connection properties to customize the
driver for your environment. Connection properties can be used to accomplish different tasks, such as
implementing driver functionality and optimizing performance. You can specify connection properties in a
connection URL or within a JDBC data source object.

See "Using Connection Properties" and "Connection Property Descriptions" for more information.

See also
Using Connection Properties on page 44
Connection Property Descriptions on page 69

Version String Information

The DatabaseMetaData.getDriverVersion() method returns a Driver Version string in the format:
M m s. bbbbbb(FYYYYYY. UZZZ2Z277)
where:

Mis the major version number.

mis the minor version number.

12 Progress DataDirect Connect XE for JDBC for Impala: User's Guide: Version 5.1.4
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s is the service pack number.

bbbbbb is the driver build number.
YYYYYY is the framework build number.
777777 is the utl build number.

For example:

5. 1. 4.000002( FO00001. U000002)
| || |1 I

Driver Frane Ut |

Data Types

The following table shows how the Impala data types are mapped to the standard JDBC data types.

Table 1: Impala Data Types

Impala JDBC
Bigint BIGINT
Boolean BOOLEAN
Char’ CHAR
Decimal® DECIMAL
Double DOUBLE
Float REAL
Int INTEGER
Smallint SMALLINT
String® VARCHAR or LONGVARCHAR*
Timestamp TIMESTAMP
Tinyint TINYINT
Varchar® VARCHAR

N =

Supported for Cloudera Impala 2.1 and higher.
Supported for Cloudera Impala 1.4 and higher.

* If the StringDescribeType connection property is set to var char (the default), the String data type maps to VARCHAR. If
StringDescribeType is set to | ongvar char , String maps to LONGVARCHAR.

% Maximum of 2 GB
S Supported for Cloudera Impala 2.1 and higher.

Progress DataDirect Connect XE for JDBC for Impala: User's Guide: Version 5.1.4
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getTypelnfo

The following table provides getTypelnfo results for all sources supported by the driver.

Table 2: getTypelnfo

TYPE_NAME = bigint
AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = -5 (BIGINT)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = NULL
LITERAL_SUFFIX = NULL
LOCAL_TYPE_NAME = bigint
MAXIMUM_SCALE =0

MINIMUM_SCALE =0
NULLABLE =1
NUM_PREC_RADIX =10
PRECISION = 19
SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = false

TYPE_NAME = boolean

AUTO_INCREMENT = NULL
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = 16 (BOOLEAN)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = NULL
LITERAL_SUFFIX = NULL
LOCAL_TYPE_NAME = boolean
MAXIMUM_SCALE = NULL

MINIMUM_SCALE = NULL
NULLABLE = 1
NUM_PREC_RADIX = 10
PRECISION = 1

SEARCHABLE = 2
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = NULL

14
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TYPE_NAME = char®

AUTO_INCREMENT = NULL
CASE_SENSITIVE = true
CREATE_PARAMS = NULL
DATA_TYPE = 1 (CHAR)
FIXED_PREC_SCALE = true
LITERAL_PREFIX ="
LITERAL_SUFFIX ="
LOCAL_TYPE_NAME = char
MAXIMUM_SCALE = NULL

MINIMUM_SCALE = NULL
NULLABLE =1
NUM_PREC_RADIX = NULL
PRECISION = 255
SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = NULL

TYPE_NAME = decimal’

AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = 3 (DECIMAL)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = NULL
LITERAL_SUFFIX = NULL
LOCAL_TYPE_NAME = decimal
MAXIMUM_SCALE = 38

MINIMUM_SCALE =0
NULLABLE =1
NUM_PREC_RADIX =10
PRECISION = 38
SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = false

TYPE_NAME = double

AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = 8 (DOUBLE)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = NULL
LITERAL_SUFFIX = NULL
LOCAL_TYPE_NAME = double
MAXIMUM_SCALE = NULL

MINIMUM_SCALE = NULL
NULLABLE = 1
NUM_PREC_RADIX = 10
PRECISION = 15
SEARCHABLE = 3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = false

6 Supported for Cloudera Impala 2.1 and higher.
7 Supported for Cloudera Impala 1.4 and higher.

Progress DataDirect Connect XE for JDBC for Impala: User's Guide: Version 5.1.4
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TYPE_NAME = float

AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = 7 (REAL)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = NULL
LITERAL_SUFFIX = NULL
LOCAL_TYPE_NAME = float
MAXIMUM_SCALE = NULL

MINIMUM_SCALE = NULL
NULLABLE =1
NUM_PREC_RADIX =10
PRECISION =7

SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = false

TYPE_NAME = int

AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = 4 (INTEGER)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = NULL
LITERAL_SUFFIX = NULL
LOCAL_TYPE_NAME = int
MAXIMUM_SCALE = 0

MINIMUM_SCALE =0
NULLABLE =1
NUM_PREC_RADIX =10
PRECISION =10
SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = false

TYPE_NAME = smallint

AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE =5 (SMALLINT)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = NULL
LITERAL_SUFFIX =S
LOCAL_TYPE_NAME = smallint
MAXIMUM_SCALE =0

MINIMUM_SCALE =0
NULLABLE =1
NUM_PREC_RADIX =10
PRECISION =5

SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = false
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TYPE_NAME = string®

AUTO_INCREMENT = NULL
CASE_SENSITIVE = true
CREATE_PARAMS = NULL

DATA_TYPE = 12 (VARCHAR) or -1
(LONGVARCHAR)

FIXED_PREC_SCALE = false
LITERAL_PREFIX ="
LITERAL_SUFFIX ="
LOCAL_TYPE_NAME = string
MAXIMUM_SCALE = NULL

MINIMUM_SCALE = NULL
NULLABLE =1
NUM_PREC_RADIX = NULL
PRECISION = 2147483647
SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = NULL

TYPE_NAME = timestamp

AUTO_INCREMENT = NULL
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = 93 (TIMESTAMP)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = {ts'
LITERAL_SUFFIX ="}
LOCAL_TYPE_NAME = timestamp
MAXIMUM_SCALE =9

MINIMUM_SCALE =0
NULLABLE = 1
NUM_PREC_RADIX = NULL
PRECISION = 29

SEARCHABLE = 3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = NULL

8 Maximum of 2 GB
9

StringDescribeType is set to | ongvar char , String maps to LONGVARCHAR.

If the StringDescribeType connection property is set to var char (the default), the String data type maps to VARCHAR. If

Progress DataDirect Connect XE for JDBC for Impala: User's Guide: Version 5.1.4
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TYPE_NAME = tinyint
AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = -6 (TINYINT)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = NULL
LITERAL_SUFFIX = Y
LOCAL_TYPE_NAME = tinyint
MAXIMUM_SCALE = 0

MINIMUM_SCALE =0
NULLABLE =1
NUM_PREC_RADIX =10
PRECISION =3

SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = false

TYPE_NAME = varchar'°

AUTO_INCREMENT = NULL
CASE_SENSITIVE = true
CREATE_PARAMS = NULL
DATA_TYPE = 12 (VARCHAR)
FIXED_PREC_SCALE = false
LITERAL_PREFIX ="'
LITERAL_SUFFIX ="
LOCAL_TYPE_NAME = varchar
MAXIMUM_SCALE =0

MINIMUM_SCALE =0
NULLABLE =1
NUM_PREC_RADIX = NULL
PRECISION = 2147483647
SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = NULL

DataDirect tools

Progress DataDirect for JDBC drivers install the set of tools described in this section. For detailed instructions
on using these tools, refer to the corresponding topics in the Progress DataDirect for JDBC Drivers Reference.

* DataDirect Test allows you to test your JDBC driver and learn the JDBC API.

¢ DataDirect Connection Pool Manager allows you to pool connections when accessing databases. When
your applications use connection pooling, connections are reused rather than created each time a connection
is requested. Because establishing a connection is among the most costly operations an application may
perform, using Connection Pool Manager to implement connection pooling can significantly improve

performance.

¢ Statement Pool Monitor loads statements into and remove statements from the statement pool as well as
generate information to help you troubleshoot statement pooling performance.

* DataDirect Spy logs detailed information about calls your driver makes that can be used for troubleshooting.

10 Supported for Cloudera Impala 2.1 and higher.

18
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Troubleshooting

The Progress DataDirect for JDBC Drivers Reference provides information on troubleshooting problems should
they occur. Refer to the "Troubleshooting" section in the Reference for details.

Additional information

In addition to the content provided in this guide, the documentation set also contains detailed conceptual and
reference information that applies to all the drivers. For more information in these topics, refer the Progress
DataDirect for JDBC Drivers Reference or use the links below to view some common topics:

* "JDBC support" describes support for JDBC interfaces and methods for the Progress DataDirect for JDBC
drivers.

* "JDBC extensions" describes the JDBC extensions provided by the com.ddtek.jdbc.extensions package.

* "SQL escape sequences for JDBC" provides an overview of SQL escape sequences for JDBC. In addition,
it documents the scalar functions that you use in SQL statements.

* "Security best practices for JDBC applications" describes the security best practices you should employ
when developing and deploying your application with the driver.

Contacting Technical Support

Progress DataDirect offers a variety of options to meet your support needs. Please visit our Web site for more
details and for contact information:

https://www.progress.com/support

The Progress DataDirect Web site provides the latest support information through our global service network.
The SupportLink program provides access to support contact details, tools, patches, and valuable information,
including a list of FAQs for each product. In addition, you can search our Knowledgebase for technical bulletins
and other information.

When you contact us for assistance, please provide the following information:

* Your number or the serial number that corresponds to the product for which you are seeking support, or a
case number if you have been provided one for your issue. If you do not have a SupportLink contract, the
SupportLink representative assisting you will connect you with our Sales team.

* Your name, phone number, email address, and organization. For a first-time call, you may be asked for full
information, including location.

* The Progress DataDirect product and the version that you are using.
* The type and version of the operating system where you have installed your product.

* Any database, database version, third-party software, or other environment information required to understand
the problem.

* A brief description of the problem, including, but not limited to, any error messages you have received, what
steps you followed prior to the initial occurrence of the problem, any trace logs capturing the issue, and so
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on. Depending on the complexity of the problem, you may be asked to submit an example or reproducible
application so that the issue can be re-created.

* A description of what you have attempted to resolve the issue. If you have researched your issue on Web
search engines, our Knowledgebase, or have tested additional configurations, applications, or other vendor
products, you will want to carefully note everything you have already attempted.

* A simple assessment of how the severity of the issue is impacting your organization.
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After the driver has been installed and defined on your class path, you can connect from your application to
your database in either of the following ways.

* Using the JDBC Dri ver Manager , by specifying the connection URL in the
Dri ver Manager . get Connecti on() method.

* Creating a JDBC Dat aSour ce that can be accessed through the Java Naming Directory Interface (JNDI).

For details, see the following topics:

* Data Source and Driver Classes
* Setting the Classpath
¢ Connecting Using the Driver Manager

¢ Connecting Using Data Sources

Data Source and Driver Classes

The driver class for the Impala driver is:
com.ddtek.jdbc.impala.ImpalaDriver

The driver provides the following data source class that supports the functionality for all JDBC specifications
and Java SE 8 or higher:
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com.ddtek.jdbcx.impala.ImpalaDataSource

Note: For compatibility purposes, the driver also provides a second data sources class,
com.ddtek.jdbcx.impala.ImpalaDataSource40. This data source class functions identically to
com.ddtek.jdbcx.impala.ImpalaDataSource; however, it is named after a data source class provided in earlier
releases, allowing applications that rely on the older version to use the driver without changes.

See "Connecting Using Data Sources" for information about connecting using data sources.

See also
Connecting Using Data Sources on page 26

Setting the Classpath

The driver must be defined in your CLASSPATH variable. The CLASSPATH is the search string your Java
Virtual Machine (JVM) uses to locate JDBC drivers on your computer. If the driver is not defined on your
CLASSPATH, you will receive acl ass not found exception when trying to load the driver. Set your system
CLASSPATH to include the impala.jar file as shown, where i nst al | _di r is the path to your product installation
directory:

install _dir/lib/51/inpala.jar

Windows Example
CLASSPATH=. ; C:\ Program Fi | es\ Progress\ DatabDi rect\lib\51\i npal a.j ar

UNIX Example
CLASSPATH=. : / opt/ Progress/ Dat aDi rect/1i b/51/inpal a.j ar

Connecting Using the Driver Manager

One way to connect to an Impala database is through the JDBC DriverManager using the
Dri ver Manager . get Connect i on() method. As the following example shows, this method specifies a string
containing a connection URL.

Connection conn = DriverManager. get Connecti on
("jdbc: datadirect:inpala://Server3: 21050;
Dat abaseNane=Test ; User =admi n; Passwor d=adni npass") ;

Passing the Connection URL

After registering the driver, the required connection information needs to be passed in the form of a connection
URL. The connection URL takes the form:

jdbc: datadirect:inpala://servernane:[port][;property=value[;...]]
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where:
server nane

specifies the name or the IP address of the server to which you want to connect.
port

specifies the port number of the server listener. The default is 21050.
property=val ue

specifies connection property settings. Multiple properties are separated by a semi-colon. For more
information on connection properties, see "Using Connection Properties."

The i nstal | _di r/ sanpl es directory, where i nst al | _di r is your product installation directory, contains
a sample application that illustrates the steps of connecting to a Cloudera Impala server.

This example shows how to establish a connection to a Cloudera Impala server with user ID/password
authentication:

Connection conn = DriverManager. get Connecti on

("jdbc: datadirect:inpala://Server3: 21050;
Dat abaseNanme=Test ; User =admi n; Passwor d=admni npass") ;

See also
Using Connection Properties on page 44

Testing the Connection

You can use DataDirect Test to verify your connection. The screen shots in this section were taken on a
Windows system.

To test the connection from the driver to your data source, follow these steps:
1. Navigate to the installation directory. The default location is:

*  Windows systems: Progr am Fi | es\ Progr ess\ Dat abi rect\ JDBC 51\t estforjdbc
* UNIX and Linux systems: / opt / Progr ess/ Dat abi rect / JDBC 51/t estforj dbc

Note: For UNIX/Linux, if you do not have access to / opt , your home directory will be used in its place.

2. Fromthet est f orj dbc folder, run the platform-specific tool:

* testforjdbc. bat (on Windows systems)
* testforjdbc. sh(on UNIX and Linux systems)

The Test for JDBC Tool window appears:
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_
Test for JDBC Tool =S

File Driver Connection Window Help

Progress. | DataDirect.

SOFTWARE

DATADIRECT TEST

Copyright & 1353 - 2010 Progress Software Corporation. All ights resarved. Java
and JOBC ara trademarks of of Sun Microsystams, inc.

i Press Here To Continue:

3. Click Press Here to Continue.

The main dialog appears:

First | Prev | Next | Last | Reset
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4. From the menu bar, select Connection > Connect to DB.

The Select A Database dialog appears:

F 5

| £ Select A Database =B

Defined Databases

jdbc:datadirect:impala://servername: 21050; databaseName=

m

4 UL 2

Database: | jdbc:datadirect:impala://aervername: 21050; databaselame=

User Name: |

Password: |

Cuunect| Cancel ‘

e

5. Select the appropriate database template from the Defined Databases field.

6. In the Database field, specify the correct ServerName and PortNumber for your Cloudera Impala data
source.

For example:
jdbc: datadirect:inpal a://Server3: 21050; dat abaseNanme=Test

7. If required, enter your user name and password in the fields provided.
8. Click Connect.

If the connection information is entered correctly, the JDBC/Database Output window reports that a connection
has been established. (If a connection is not established, the window reports an error.)
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-

|#| Connection 1: jdbc:datadirectimpalaly...

ESEE™)

JDBC/Database Output

File Connection Statement Results MetaData Window

b::nnec:ticn Eatablished

| ‘ | ‘ Reset | v Concatenate

Java Code

| v Concatenate

Refer to "DataDirect Test" in the Progress DataDirect for JDBC Drivers Reference for more information about

using DataDirect Test.

Connecting Using Data Sources

A JUDBC data source is a Java object, specifically a DataSource object, that defines connection information

required for a JDBC driver to connect to the database. Each JDBC driver vendor provides their own data source
implementation for this purpose. A Progress DataDirect data source is Progress DataDirect’s implementation
of a DataSource object that provides the connection information needed for the driver to connect to a database.

Because data sources work with the Java Naming Directory Interface (JNDI) naming service, data sources
can be created and managed separately from the applications that use them. Because the connection information
is defined outside of the application, the effort to reconfigure your infrastructure when a change is made is
minimized. For example, if the database is moved to another database server, the administrator need only
change the relevant properties of the data source (DataSource object). The applications using the database
do not need to change because they only refer to the name of the data source.

How Data Sources Are Implemented

Data sources are implemented through a data source class. A data source class implements the following

interfaces:

* javax.sqgl.DataSource

* javax.sql.ConnectionPoolDataSource (allows applications to use connection pooling)
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See "Data Source and Driver Classes" for data source class information.

See also
Data Source and Driver Classes on page 11

Creating Data Sources

The following examples show how to create and use Progress DataDirect data sources:

* JNDI _LDAP_Exanpl e. j ava can be used to create a JDBC data source and save it in your LDAP directory
using the JNDI Provider for LDAP.

* JNDI _FI LESYSTEM Exanpl e. j ava can be used to create a JDBC data source and save it in your local
file system using the File System JNDI Provider.

Note:

To connect using a data source, the driver needs to access a JNDI data store to persist the data source
information. To download the JNDI File System Service Provider, go to the Oracle Technology Network Java
SE Support downloads page and make sure that the fscontext.jar and providerutil.jar files from the download
are on your classpath.

You can use these examples as templates to create your own data sources. These examples are in the
i nstall _dir/exanpl es/ JNDI directory, where i nstal | _di r is your product installation directory.

Note:

You must include the javax.sql.* and javax.naming.” classes to create and use Progress DataDirect data
sources. The driver provides the necessary JAR files, which contain the required classes and interfaces. If you
plan to connect using a JDBC data source, the fscontext.jar and providerutil.jar files, which are shipped with
the JNDI File System Service Provider, must be on your classpath. To download the JNDI File System Service
Provider, go to the Oracle Technology Network Java SE Support downloads page and select a JNDI version.

Example Data Source

To configure a data source using the example files, you will need to create a data source definition. The content
required to create a data source definition is divided into three sections.

First, you will need to import the data source class. For example:

i nport com ddt ek. j dbcx. i npal a. | npal aDat aSour ce;

Next, you will need to set the values and define the data source. For example, the following definition contains
the minimum properties required for a connection:

| npal abDat aSour ce nmds = new | npal aDat aSour ce() ;
nds. set Description("My Inpala Server");

nds. set Ser ver Name(" MyServer");

nds. set Por t Number (21050) ;

nds. set Dat abaseNane(" nyDB") ;
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Finally, you will need to configure the example application to print out the data source attributes. Note that this
code is specific to the driver and should only be used in the example application. For example, you would add
the following section for a binary connection using only the minimum properties:

i f (ds instanceof |npal aDataSource)

{

| npal abDat aSour ce jnds = (I npal aDat aSour ce) ds;

Systemout. println("description=" + jmds.getDescription());
System out. println("serverName=" + jnds. get Server Name());
System out. printl n("portNunber=" + jnds. get Port Nunber());
System out. printl| n("dat abaseNane=" + j nds. get Dat abaseNane());
Systemout. println();

}

Calling a Data Source in an Application

Applications can call a Progress DataDirect data source using a logical name to retrieve the javax.sql.DataSource
object. This object loads the specified driver and can be used to establish a connection to the database.

Once the data source has been registered with JNDI, it can be used by your JDBC application as shown in the
following code example:

Context ctx = new Initial Context();
Dat aSource ds = (DataSource)ctx. | ookup("Enpl oyeeDB");
Connecti on con = ds. get Connection("dom no", "spark");

In this example, the JNDI environment is first initialized. Next, the initial naming context is used to find the
logical name of the data source (EmployeeDB). The Context.lookup() method returns a reference to a Java
object, which is narrowed to a javax.sgl.DataSource object. Finally, the DataSource.getConnection() method
is called to establish a connection.

Testing a DataSource Connection

You can use DataDirect Test to verify your connection. The screen shots in this section were taken on a
Windows system.

To test the connection from the driver to your data source, follow these steps:
1. Navigate to the installation directory. The default location is:

* Windows systems: Program Fi | es\ Progr ess\ Dat abi rect\ JDBC 51\t estforj dbc
* UNIX and Linux systems: / opt / Progr ess/ Dat abi rect/ JDBC 51/t estforj dbc

Note: For UNIX/Linux, if you do not have access to / opt , your home directory will be used in its place.

2. From the t est f or j dbc folder, run the platform-specific tool:

* testforjdbc. bat (on Windows systems)
* testforjdbc.sh(on UNIX and Linux systems)

The Test for JDBC Tool window appears:
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_
Test for JDBC Tool =S

File Driver Connection Window Help

Progress. | DataDirect.

SOFTWARE

DATADIRECT TEST

Copyright & 1353 - 2010 Progress Software Corporation. All ights resarved. Java
and JDBC ara tradamarks of of Sun Microsystams, inc.

i Press Here To Continue:

3. Click Press Here to Continue.

The main dialog appears:

First | Prev | Next | Last | Reset
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4. From the menu bar, select Connection > Connect to DB via Data Source.

The Select A Database dialog appears:

| | Select A Datasource E\@

Defined Datasources

ataSourceNamel
DataSourcelName2

Initial Context Factory: |c:c:m. sun.jndi.fscontext.RefF5ContextFactory

Context Provider URL: |file:c:/temp

Datasource: |3ata5curc‘.eNamel

User Name: |

Password: |

Connect | Cancel

5. Select a datasource template from the Defined Datasources field.

6. Provide the following information:
a) In the Initial Context Factory, specify the location of the initial context provider for your application.
b) In the Context Provider URL, specify the location of the context provider for your application.
c) In the Datasource field, specify the name of your datasource.

7. If you are using user ID/password authentication, enter your user ID and password in the corresponding
fields.

8. Click Connect.

If the connection information is entered correctly, the JDBC/Database Output window reports that a connection
has been established. (If a connection is not established, the window reports an error.)
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-
Connection 1: jdbe:datadirect-impala:i/... E‘éu

File Connection Statement Results MetaData Window

bnnnecr.i:rn Established -

v

B e o
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This section provides information on how to connect to your data store using either the JDBC Driver Manager
or DataDirect JDBC data sources, as well as information on how to implement and use functionality supported
by the driver.

For details, see the following topics:

* Required permissions for Java SE with the standard Security Manager enabled
* Connecting from an Application
* Using Connection Properties

* Performance Considerations

* Authentication

¢ Data Encryption

¢ Client Information

* IP Addresses

* Parameter Metadata Support

* ResultSet Metadata Support

* Isolation Levels

* Unicode support

* Error Handling

* Large Object Support
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* Rowset Support
* Timeouts
* Using Scrollable Cursors

e Limitations on Cloudera Impala Functionality

Required permissions for Java SE with the standard
Security Manager enabled

Using the driver on a Java platform with the standard Security Manager enabled requires certain permissions
to be set in the Java SE security policy file j ava. pol i cy. The default location of this file is
java_install _dir/jre/lib/security.

Note: Security manager may be enabled by default in certain scenarios, such as running on an application
server or in a Web browser applet.

To run an application on a Java platform with the standard Security Manager, use the following command:

"java -Djava.security.manager application_cl ass_nane"

where appl i cati on_cl ass_nane is the class name of the application.

Refer to your Java documentation for more information about setting permissions in the security policy file.

Permissions for establishing connections

To establish a connection to the database server, the driver must be granted the permissions as shown in the
following example:

grant codeBase "file:/install _dir/lib/51/-" {

perm ssion java. net. Socket Perm ssion "*", "connect";
where:
install _dir

is the product installation directory.

Granting access to Java properties

To allow the driver to read the value of various Java properties to perform certain operations, permissions must
be granted as shown in the following example:

grant codeBase "file:/install _dir/lib/51/-" {
perm ssion java.util.PropertyPerm ssion "*", "read, wite";

where:
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install _dir

is the product installation directory.

Granting access to temporary files

Access to the temporary directory specified by the JVM configuration must be granted in the Java SE security
policy file to use insensitive scrollable cursors or to perform client-side sorting of DatabaseMetaData result
sets. The following example shows permissions that have been granted for the C. \ TEMP directory:

grant codeBase "file:/install _dir/lib/51/-" {
/!l Permssion to create and del ete tenporary files.
/1 Adjust the tenporary directory for your environnent.

perni ssion java.io.FilePermssion "C\\TEMP\\-", "read,wite,delete";
}s
where:
install _dir

is the product installation directory.

Connecting from an Application

Once the driver is installed and configured, you can connect from your application to your database in either
of the following ways:

* Using the JDBC Driver Manager, by specifying the connection URL in the
Dri ver Manager . get Connecti on() method.

* Creating a JDBC data source that can be accessed through the Java Naming Directory Interface (JNDI).

Connecting Using the JDBC Driver Manager

One way to connect to a database is through the JDBC Driver Manager using the DriverManager.getConnection()
method. This method specifies a string containing a connection URL. This example shows how to establish a
connection to a data source:

Connecti on conn = Driver Manager . get Connecti on

("jdbc: datadirect:inpala://Server3: 21050;
User =adni n; Passwor d=adni npass") ;

Passing the Connection URL

After registering the driver, the required connection information needs to be passed in the form of a connection
URL. The connection URL takes the form:

jdbc: datadirect:inpala://servernanme:[port][;property=value[;...]]
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where:
server nane

specifies the name or the IP address of the server to which you want to connect.
port

specifies the port number of the server listener. The default is 21050.
property=val ue

specifies connection property settings. Multiple properties are separated by a semi-colon. For more
information on connection properties, see "Using Connection Properties."

The i nstal | _di r/ sanpl es directory, where i nst al | _di r is your product installation directory, contains
a sample application that illustrates the steps of connecting to a Cloudera Impala server.

This example shows how to establish a connection to a Cloudera Impala server with user ID/password
authentication:

Connection conn = DriverManager. get Connecti on

("jdbc: datadirect:inpala://Server3: 21050;
Dat abaseNanme=Test ; User =admi n; Passwor d=admni npass") ;

See also
Using Connection Properties on page 44

Testing the Connection

You can use DataDirect Test to verify your connection. The screen shots in this section were taken on a
Windows system.

To test the connection from the driver to your data source, follow these steps:
1. Navigate to the installation directory. The default location is:

*  Windows systems: Program Fi | es\ Progr ess\ Dat abi rect\ JDBC 51\t estforjdbc
* UNIX and Linux systems: / opt / Progr ess/ Dat abDi rect/ JDBC 51/t estforj dbc

Note: For UNIX/Linux, if you do not have access to / opt , your home directory will be used in its place.

2. Fromthet est f orj dbc folder, run the platform-specific tool:

* testforjdbc. bat (on Windows systems)
* testforjdbc. sh (on UNIX and Linux systems)

The Test for JDBC Tool window appears:
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_
Test for JDBC Tool =S

File Driver Connection Window Help

Progress. | DataDirect.

SOFTWARE

DATADIRECT TEST

Copyright & 1353 - 2010 Progress Software Corporation. All ights resarved. Java
and JDBC ara tradamarks of of Sun Microsystams, inc.

i Press Here To Continue:

3. Click Press Here to Continue.

The main dialog appears:

First | Prev | Next | Last | Reset
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4. From the menu bar, select Connection > Connect to DB.

The Select A Database dialog appears:

| £ Select A Database =NRCIN X

Defined Databases

jdbc:datadirect:impala://servername: 21050; databaseName=

m

4 UL 2

Database: | jdbc:datadirect:impala://aervername: 21050; databaselame=

User Name: |

Password: |

Cuunect| Cancel ‘

e

5. Select the appropriate database template from the Defined Databases field.

6. In the Database field, specify the correct ServerName and PortNumber for your Cloudera Impala data
source.

For example:
jdbc: datadirect:inpal a://Server3: 21050; dat abaseNanme=Test

7. If required, enter your user name and password in the fields provided.
8. Click Connect.

If the connection information is entered correctly, the JDBC/Database Output window reports that a connection
has been established. (If a connection is not established, the window reports an error.)
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P '\
|£| Connection 1: jdbc:datadirect.impala:ll... |£‘E|-z_hj

File Connection Statement Results MetaData Window
JDBC/Database Output

b::nnec:ticn Eatablished

| ‘ | ‘ Reset | v Concatenate

Java Code

| ‘ | ‘ | v Concatenate

Refer to "DataDirect Test" in the Progress DataDirect for JDBC Drivers Reference for more information about
using DataDirect Test.

Connecting Using Data Sources

A JDBC data source is a Java object, specifically a DataSource object, that defines connection information

required for a JDBC driver to connect to the database. Each JDBC driver vendor provides their own data source
implementation for this purpose. A Progress DataDirect data source is Progress DataDirect’'s implementation
of a DataSource object that provides the connection information needed for the driver to connect to a database.

Because data sources work with the Java Naming Directory Interface (JNDI) naming service, data sources
can be created and managed separately from the applications that use them. Because the connection information
is defined outside of the application, the effort to reconfigure your infrastructure when a change is made is
minimized. For example, if the database is moved to another database server, the administrator need only
change the relevant properties of the data source (DataSource object). The applications using the database
do not need to change because they only refer to the name of the data source.

How Data Sources Are Implemented

Data sources are implemented through a data source class. A data source class implements the following
interfaces:

* javax.sqgl.DataSource
* javax.sql.ConnectionPoolDataSource (allows applications to use connection pooling)

See "Data Source and Driver Classes" for data source class information.
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See also
Data Source and Driver Classes on page 11

Creating Data Sources
The following examples show how to create and use Progress DataDirect data sources:

* JNDI _LDAP_Exanpl e. j ava can be used to create a JDBC data source and save it in your LDAP directory
using the JNDI Provider for LDAP.

* JNDI _FI LESYSTEM Exanpl e. j ava can be used to create a JDBC data source and save it in your local
file system using the File System JNDI Provider.

Note:

To connect using a data source, the driver needs to access a JNDI data store to persist the data source
information. To download the JNDI File System Service Provider, go to the Oracle Technology Network Java
SE Support downloads page and make sure that the fscontext.jar and providerutil.jar files from the download
are on your classpath.

You can use these examples as templates to create your own data sources. These examples are in the
i nstall _dir/exanpl es/ JNDI directory, where i nstal | _di r is your product installation directory.

Note:

You must include the javax.sql.* and javax.naming.* classes to create and use Progress DataDirect data
sources. The driver provides the necessary JAR files, which contain the required classes and interfaces. If you
plan to connect using a JDBC data source, the fscontext.jar and providerutil.jar files, which are shipped with
the JNDI File System Service Provider, must be on your classpath. To download the JNDI File System Service
Provider, go to the Oracle Technology Network Java SE Support downloads page and select a JNDI version.

Example Data Source

To configure a data source using the example files, you will need to create a data source definition. The content
required to create a data source definition is divided into three sections.

First, you will need to import the data source class. For example:

i mport com ddt ek. j dbcx. i npal a. | npal aDat aSour ce;

Next, you will need to set the values and define the data source. For example, the following definition contains
the minimum properties required for a connection:

| npal aDat aSour ce nds = new | npal aDat aSour ce() ;
nds. set Description("My Inpala Server");

nds. set Server Name(" MyServer");

nds. set Port Number (21050) ;

nds. set Dat abaseNanme( " nyDB") ;

40
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Finally, you will need to configure the example application to print out the data source attributes. Note that this
code is specific to the driver and should only be used in the example application. For example, you would add
the following section for a binary connection using only the minimum properties:

i f (ds instanceof |npal aDataSource)

{

| npal abDat aSour ce jnds = (I npal aDat aSour ce) ds;

Systemout. println("description=" + jmds.getDescription());
System out. println("serverName=" + jnds. get Server Name());
System out. printl n("portNunber=" + jnds. get Port Nunber());
System out. printl| n("dat abaseNane=" + j nds. get Dat abaseNane());
Systemout. println();

}

Calling a Data Source in an Application

Applications can call a Progress DataDirect data source using a logical name to retrieve the javax.sqgl.DataSource
object. This object loads the specified driver and can be used to establish a connection to the database.

Once the data source has been registered with JNDI, it can be used by your JDBC application as shown in the
following code example:

Context ctx = new Initial Context();
Dat aSource ds = (DataSource)ctx. | ookup("Enpl oyeeDB");
Connecti on con = ds. get Connecti on("dom no", "spark");

In this example, the JNDI environment is first initialized. Next, the initial naming context is used to find the
logical name of the data source (EmployeeDB). The Context.lookup() method returns a reference to a Java
object, which is narrowed to a javax.sql.DataSource object. Finally, the DataSource.getConnection() method
is called to establish a connection.

Testing a DataSource Connection

You can use DataDirect Test to verify your connection. The screen shots in this section were taken on a
Windows system.

To test the connection from the driver to your data source, follow these steps:
1. Navigate to the installation directory. The default location is:

* Windows systems: Progr am Fi | es\ Progr ess\ Dat abi rect\ JDBC 51\t estforj dbc
* UNIX and Linux systems: / opt / Progr ess/ Dat abi rect/JDBC_51/t estforj dbc

Note: For UNIX/Linux, if you do not have access to / opt , your home directory will be used in its place.

2. From the t est f or j dbc folder, run the platform-specific tool:

* testforjdbc. bat (on Windows systems)
* testforjdbc.sh(on UNIX and Linux systems)

The Test for JDBC Tool window appears:
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_
Test for JDBC Tool =S

File Driver Connection Window Help

Progress. | DataDirect.

SOFTWARE

DATADIRECT TEST

Copyright & 1353 - 2010 Progress Software Corporation. All ights resarved. Java
and JOBC ara trademarks of of Sun Microsystams, inc.

i Press Here To Continue:

3. Click Press Here to Continue.

The main dialog appears:

First | Prev | Next | Last | Reset
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4. From the menu bar, select Connection > Connect to DB via Data Source.

The Select A Database dialog appears:

| | Select A Datasource E\@

Defined Datasources

ataSourceNamel
DataSourcelName2

Initial Context Factory: |c:c:m. sun.jndi.fscontext.RefF5ContextFactory

Context Provider URL: |file:c:/temp

Datasource: |3ata5curc‘.eNamel

User Name: |

Password: |

Connect | Cancel

5. Select a datasource template from the Defined Datasources field.

6. Provide the following information:
a) In the Initial Context Factory, specify the location of the initial context provider for your application.
b) In the Context Provider URL, specify the location of the context provider for your application.
c) In the Datasource field, specify the name of your datasource.

7. If you are using user ID/password authentication, enter your user ID and password in the corresponding
fields.

8. Click Connect.

If the connection information is entered correctly, the JDBC/Database Output window reports that a connection
has been established. (If a connection is not established, the window reports an error.)
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Using Connection Properties

You can use connection properties to customize the driver for your environment. Connection properties can
be used to accomplish different tasks, such as implementing driver functionality or optimizing performance.

You can specify connection properties using either of the following methods:
* JDBC Driver Manager (see "Connecting Using the JDBC Driver Manager")
* JDBC data sources (see "Connecting Using Data Sources")

Connection properties take the form pr opert y=val ue. All connection property names are case-insensitive.
For example, Passwor d is the same as passwor d.

See "Connection Property Descriptions" for an alphabetical list of connection properties and their descriptions.

See also

Connecting Using the JDBC Driver Manager on page 35
Connecting Using Data Sources on page 26
Connection Property Descriptions on page 69

UseriD/Password Authentication Properties

This section describes the connection properties used to configure userlD/password authentication.
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Table 3: UserlD/Password Properties

Property Characteristic

AuthenticationMethod on | Determines which authentication method the driver uses when establishing a
page 74 connection.

Set this to user | dPasswor d to enable the driver to use userlD/password
authentication.

DatabaseName on page |Specifies the name of the Impala database. The database must exist, or the
79 connection attempt will fail.

Password on page 90 Specifies a password that is used to connect to your database.

PortNumber on page 91 | The TCP port of the primary database server that is listening for connections to
the database.

The default is 21050.

ServerName on page 94 | Specifies either the IP address or the server name (if your network supports named
servers) of the primary database server.

Specifies the user name that is used to connect to the database.
User on page 101

See also
Configuring user ID/password authentication on page 54

Connection Property Descriptions on page 69

Kerberos Authentication Properties

This section describes the connection properties used to configure Kerberos authentication.

Table 4: Kerberos Authentication Properties

Property Characteristic

Determines which authentication method the driver uses when establishing a

AuthenticationMethod on .
connection.

page 74
Set this to ker ber os to enable the driver to use Kerberos authentication.

DatabaseName on page |Specifies the name of the Impala database. The database must exist, or the

79 connection attempt will fail.
LoginConfigName on Specifies the name of the entry in the JAAS login configuration file that contains
page 88 the authentication technology used by the driver to establish a Kerberos connection.
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Property Characteristic

PortNumber on page 91 | The TCP port of the primary database server that is listening for connections to
the database.

The default is 21050.

ServerName on page 94 | Specifies either the IP address or the server name (if your network supports named
servers) of the primary database server.

ServicePrincipalName on | Specifies the service principal name to be used for Kerberos authentication.
page 94

See also
Configuring the driver for Kerberos authentication on page 54

Connection Property Descriptions on page 69

Data Encryption Properties

The following table summarizes connection properties which can be used in the implementation of SSL data
encryption, including server and client authentication.

Table 5: Data Encryption Properties

Property Characteristic
CryptoProtocolVersion on Specifies a cryptographic protocol or comma-separated list of cryptographic
page 78 protocols that can be used when TLS/SSL is enabled using the

EncryptionMethod connection property.

The default is determined by the settings of the JRE.

EncryptionMethod on page |Determines whether data is encrypted and decrypted when transmitted over
81 the network between the driver and database server.

If set to noEncr ypti on, data is not encrypted or decrypted.

If set to SSL, data is encrypted using SSL. If the database server does not
support SSL, the connection fails and the driver throws an exception.

Note: Enabling SSL Encr ypt i onMet hod=SSL and Transport mode
(Transpor t Mode=ht t p) configures the driver to use HTTPS end points
instead of HTTP end points.

The defaultis noEncr ypti on.
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Property

Characteristic

HostNamelnCertificate on
page 82

Specifies a host name for certificate validation when SSL encryption is enabled
(Encrypt i onMet hod=SSL) and validation is enabled

(Val i dat eServerCertificate=true). This property is optional and
provides additional security against man-in-the-middle (MITM) attacks by
ensuring that the server the driver is connecting to is the server that was
requested.

KeyPassword on page 86

Specifies the password that is used to access the individual keys in the keystore
file when SSL is enabled (Encr ypt i onMet hod=SSL) and SSL client
authentication is enabled on the database server. This property is useful when
individual keys in the keystore file have a different password than the keystore
file.

KeyStore on page 86

Specifies the directory of the keystore file to be used when SSL is enabled
(Encrypt i onMet hod=SSL) and SSL client authentication is enabled on the
database server. The keystore file contains the certificates that the client sends
to the server in response to the server’s certificate request.

KeyStorePassword on page
87

Specifies the password that is used to access the keystore file when SSL is
enabled (Encr ypt i onMet hod=SSL) and SSL client authentication is enabled
on the database server. The keystore file contains the certificates that the client
sends to the server in response to the server’s certificate request.

TrustStore on page 99

Specifies the directory of the truststore file to be used when SSL is enabled
(Encrypt i onMet hod=SSL) and server authentication is used. The truststore
file contains a list of the Certificate Authorities (CAs) that the client trusts.

TrustStorePassword on page
100

Specifies the password that is used to access the truststore file when SSL is
enabled (Encr ypt i onMet hod=SSL) and server authentication is used. The
truststore file contains a list of the Certificate Authorities (CAs) that the client
trusts.

ValidateServerCertificate on
page 102

Determines whether the driver validates the certificate that is sent by the
database server when SSL encryption is enabled (Encr ypt i onMet hod=SSL).
When using SSL server authentication, any certificate that is sent by the server
must be issued by a trusted Certificate Authority (CA).

If set to t r ue, the driver validates the certificate that is sent by the database
server.

If set to f al se, the driver does not validate the certificate that is sent by the
database server.

The defaultis t r ue.

See also

Connection Property Descriptions on page 69
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Data Encryption on page 59

Data Type Handling Properties

The following table summarizes connection properties which can be used to handle data types.

Table 6: Data Type Handling Properties

Property Characteristic

ConvertNull on page 77 Controls how data conversions are handled for null values.

If set to 0, the driver does not perform the data type check if the value of
the column is null. This allows null values to be returned even though a
conversion between the requested type and the column type is undefined.

If set to 1, the driver checks the data type being requested against the
data type of the table column that stores the data. If a conversion between
the requested type and column type is not defined, the driver generates
an "unsupported data conversion" exception regardless of whether the
column value is NULL.

The defaultis 1.

JavaDoubleToString on page 85 |Determines which algorithm the driver uses when converting a double or
float value to a string value. By default, the driver uses its own internal
conversion algorithm, which improves performance.

If settot r ue, the driver uses the JVM algorithm when converting a double
or float value to a string value. If your application cannot accept rounding
differences and you are willing to sacrifice performance, set this value to
t r ue to use the JVM conversion algorithm.

If settof al se, the driver uses its own internal algorithm when converting
a double or float value to a string value. This value improves performance,
but slight rounding differences within the allowable error of the double and
float data types can occur when compared to the same conversion using
the JVM algorithm.

The defaultis f al se.

StringDescribeType on page 98 | Specifies whether String columns are described as VARCHAR columns.
This property affects ResultSetMetaData calls; it does not affect
getTypelnfo() calls.

If set to var char, String columns are described as VARCHAR.
If settol ongvar char, String columns are described as LONGVARCHAR.

The default is var char .

See also

Connection Property Descriptions on page 69
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Client Information Properties

The following table summarizes connection properties which can be used to return client information.

Table 7: Client Information Properties

Property Characteristic

Accountinginfo on page |Defines accounting information to be stored in the database. This value is stored
72 locally and is used for database administration/monitoring purposes.

ApplicationName on page | Specifies the name of the application to be stored in the database. This value is
73 stored locally and is used for database administration/monitoring purposes.

ClientHostName on page | Specifies the host name of the client machine to be stored in the database. This
75 value is stored locally and is used for database administration/monitoring purposes.

ClientUser on page 75 | Specifies the user ID to be stored in the database. This value is stored locally and
is used for database administration/monitoring purposes.

ProgramiD on page 91 Specifies the driver and version information on the client to be stored in the

database. This value is stored locally and is used for database
administration/monitoring purposes.

See also
* Connection Property Descriptions on page 69

* Client Information Properties on page 49

Statement Pooling Properties

The following table summarizes statement pooling connection properties.

Table 8: Statement Pooling Properties

Property Characteristic

ImportStatementPool on page 83 Specifies the path and file name of the file to be used to load the
contents of the statement pool. When this property is specified,
statements are imported into the statement pool from the specified file.
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Property

Characteristic

MaxPooledStatements on page 89 | The maximum number of pooled prepared statements for this

connection. If set to 0 (the default), the driver's internal prepared
statement pooling is not enabled. If set to a value greater than zero,
the driver's internal prepared statement pooling is enabled. Enabling
is useful when the driver is not running from within an application server
or another application that provides its own prepared statement pooling.
By default, the driver's statement pooling is not enabled.

on page 92

RegisterStatementPoolMonitorMBean | Registers the Statement Pool Monitor as a JMX MBean when statement

pooling has been enabled with MaxPooledStatements. This allows you
to manage statement pooling with standard JMX API calls and to use
JMX-compliant tools, such as JConsole.

If set to t r ue, the driver registers an MBean for the statement pool
monitor for each statement pool. This gives applications access to the
Statement Pool Monitor through JMX when statement pooling is
enabled.

If settof al se, the driver does not register an MBean for the statement
pool monitor for any statement pool.

See also

* Connection Property Descriptions on page 69

* Performance Considerations on page 53

* Referto "Statement Pool Monitor" in the Progress DataDirect for JDBC Drivers Reference for further details.

Additional Properties

The following table summarizes additional connection properties.

Table 9: Additional Properties

Property

Characteristic

ConnectionRetryCount on page 76 | Specifies the number of times the driver retries connection attempts to

the server until a successful connection is established.

If set to 0, the driver does not try to reconnect after the initial unsuccessful
attempt.

If set to x, the driver retries connection attempts the specified number of
times. If a connection is not established during the retry attempts, the
driver returns an exception that is generated by the last Cloudera Impala
server to which it tried to connect.

The default is 5.
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Property Characteristic

ConnectionRetryDelay on page 77 | Specifies the number of seconds the driver waits between connection
retry attempts when ConnectionRetryCount is set to a positive integer.

If set to 0, the driver does not delay between retries.

If set to x, the driver waits between connection retry attempts the specified
number of seconds.

The default is 1 (second).

DefaultOrderByLimit on page 80 | Specifies the maximum number of rows returned when a SQL statement
containing an ORDER BY clause is executed. Cloudera Impala 1.3
requires statements containing the ORDER BY clause to limit the number
of rows returned. This option allows these statements to return a result
set without specifying a limit in the application.

If set to - 1 (disabled), there is no default limit to the number of rows
returned by a statement containing an ORDER BY clause.

If set to x, the number of rows returned by a SQL statement containing
an ORDER BY clause are limited to the specified number of rows for the
session.

The default is - 1 (disabled).

InitializationString on page 83 Specifies one or multiple SQL commands to be executed by the driver
after it has established the connection to the database and has performed
all initialization for the connection. If the execution of a SQL command
fails, the connection attempt also fails and the driver throws an exception
indicating which SQL command or commands failed.

InsensitiveResultSetBufferSize on | Determines the amount of memory used by the driver to cache insensitive
page 84 result set data.

If set to - 1, the driver caches insensitive result set data in memory.

If set to 0, the driver caches insensitive result set data in memory, up to
a maximum of 2 MB.

If set to x, the driver caches insensitive result set data in memory and
uses this value to set the size (in KB) of the memory buffer for caching
insensitive result set data.

The default is 2048.

LoginTimeout on page 89 Specifies the amount of time, in seconds, that the driver waits for a
connection to be established before timing out the connection request.

If set to 0, the driver does not time out a connection request.

If set to x, the driver waits for the specified number of seconds before
returning control to the application and throwing a timeout exception.

The default is 0.

Password on page 90 Specifies a password that is used to connect to the database.
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Property Characteristic

RemoveColumnQualifiers on page | Specifies whether the driver removes 3-part column qualifiers and replaces
93 them with alias.column qualifiers.

If setto t r ue (enabled), the driver removes 3-part column qualifiers and
replaces them with alias.column qualifiers.

If set to f al se, the driver does not modify the request.
The default is f al se (Disabled).

SpyAttributes on page 95 Enables DataDirect Spy to log detailed information about calls issued by
the driver on behalf of the application. DataDirect Spy is not enabled by
default.

TransactionMode on page 98 Specifies how the driver handles manual transactions.

If setto i gnor e, the data source does not support transactions and the
driver always operates in auto-commit mode. Calls to set the driver to
manual commit mode and to commit transactions are ignored. Calls to
rollback a transaction cause the driver to throw an exception indicating
that no transaction is started. Metadata indicates that the driver supports
transactions and the READ UNCOMMITTED transaction isolation level.

If settonoTr ansact i ons, the data source and the driver do not support
transactions. Metadata indicates that the driver does not support
transactions.

The defaultis noTr ansact i ons.

UseCurrentSchema on page 101 | Specifies whether results are restricted to the tables and views in the
current schema if a call is made without specifying a schema or if the
schema is specified as the wildcard character %. Restricting results to
the tables and views in the current schema improves performance of
calls that do not specify a schema.

If set to t r ue, the results that are returned from getTables() and
getColumns() methods are restricted to the tables and views in the current
schema.

If set to f al se, the results that are returned from getTables() and
getColumns() methods are not restricted.

The defaultis f al se.

User on page 101 Specifies the user name that is used to connect to the database.

See also
* Connection Property Descriptions on page 69

* Performance Considerations on page 53
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Performance Considerations

You can optimize application performance by setting connection properties as described in this topic.

InsensitiveResultSetBufferSize: To improve performance when using scroll-insensitive result sets, the driver
can cache the result set data in memory instead of writing it to disk. By default, the driver caches 2 MB of
insensitive result set data in memory and writes any remaining result set data to disk. Performance can be
improved by increasing the amount of memory used by the driver before writing data to disk or by forcing the
driver to never write insensitive result set data to disk. The maximum cache size setting is 2 GB.

MaxPooledStatements: To improve performance, the driver's own internal prepared statement pooling should
be enabled when the driver does not run from within an application server or from within another application
that does not provide its own prepared statement pooling. When the driver's internal prepared statement pooling
is enabled, the driver caches a certain number of prepared statements created by an application. For example,
if the MaxPooledStatements property is set to 20, the driver caches the last 20 prepared statements created
by the application. If the value set for this property is greater than the number of prepared statements used by
the application, all prepared statements are cached.

Refer to "Designing JDBC Applications for Performance Optimization" in the Progress DataDirect for JDBC
Drivers Reference for more information about using prepared statement pooling to optimize performance.

StringDescribeType: To obtain data from String columns with the getClob() method, the StringDescribeType
connection property must be set to | ongvar char . (Otherwise, calling getClob() results in an "unsupported
data conversion" exception.) When StringDescribeType is setto | ongvar char , the driver not only maps String
to Longvarchar but also allocates more space to cache the long data. Because more space is allocated for the
long data, your application will incur a performance penalty.

UseCurrentSchema: If your application needs to access tables and views owned only by the current user,
performance of your application can be improved by setting this property to t r ue. When this property is set to
t r ue, the driver returns only tables and views owned by the current user when executing getTables() and
getColumns() methods. Setting this property to t r ue is equivalent to passing the user ID used on the connection
as the schemaPattern argument to the getTables() or getColumns() call.

Authentication

The driver supports the following authentication methods:

* User ID/password authentication authenticates using a database user name and password provided by the
application.

* Kerberos authentication uses Kerberos, a trusted third-party authentication service, to verify user identities.
Kerberos authentication can take advantage of the user name and password maintained by the operating
system to authenticate users to the database or use another set of user credentials specified by the
application.

This method requires knowledge of how to configure your Kerberos environment and supports Windows
Active Directory Kerberos only.

See also

Configuring user ID/password authentication on page 54
Configuring the driver for Kerberos authentication on page 54
Using Connection Properties on page 44
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Configuring user ID/password authentication

Take the following steps to configure user ID/password authentication:

* Set the User property to specify the user ID.

* Set the Password property to specify the password.

* Set the DatabaseName property to specify the database name.

* Specify values for minimum required properties for establishing a connection.

¢ Setthe ServerName property to specify either the IP address in IPv4 or IPv6 format, or the server name
for your server.

* Set the PortNumber property to specify the TCP port of the primary database server that is listening for
connections to the database.

For example, the following is a connection string with only the required properties for making a connection
using user ID/password authentication.

Connection conn = DriverManager. get Connecti on
("jdbc: datadirect:inpal a://Server3: 21050;
Dat abaseNane=dbnane; User =t est ; Passwor d=secret);

See also

User on page 101
Password on page 90
DatabaseName on page 79
ServerName on page 94
PortNumber on page 91

Configuring the driver for Kerberos authentication

Your Kerberos environment should be fully configured before you configure the driver for Kerberos authentication.
You should refer to your Impala and Java documentation for instructions on configuring Kerberos. For a Windows
Active Directory implementation, you should also consult your Windows documentation. For a non-Active
Directory implementation (on a Windows or non-Windows operating system), you should consult MIT Kerberos
documentation.

Important: A properly configured Kerberos environment must include a means of obtaining a Kerberos Ticket
Granting Ticket (TGT). For a Windows Active Directory implementation, Active Directory automatically obtains
the TGT. However, for a non-Active Directory implementation, the means of obtaining the TGT must be
automated or handled manually.

Once your Kerberos environment has been configured, take the following steps to configure the driver.

1. Use one of the following methods to integrate the JAAS configuration file into your Kerberos environment.
(See "The JAAS Login Configuration File" for details.)

Note: Theinstall _dir/lib/JDBCDriverLogi n. conf fileis the JAAS login configuration file installed
with the driver. You can use this file or another file as your JAAS login configuration file.
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Note: Regardless of operating system, forward slashes must be used when designating the path of the
JAAS login configuration file.

* Specify a login configuration file directly in your application with the
j ava. security. auth. | ogi n. confi g system property. For example:

System set Property("java. security.auth.login.config","install _dir/lib/JDBCDxiverLogin.conf");

¢ Set up a default configuration. Modify the Java security properties file to indicate the URL of the login
configuration file with the | ogi n. confi g. url . n property where n is an integer connoting separate,
consecutive login configuration files. When more than one login configuration file is specified, then the
files are read and concatenated into a single configuration.

a) Open the Java security properties file. The security properties file is the j ava. securi ty file in the
ljrellibl/security directory of your Java installation.

b) Findthe line# Default |ogin configuration fil e inthe security properties file.

c) Belowthe# Default |ogin configuration fil eline,addthe URL of the login configuration file
as the value for a | ogi n. confi g. url . n property. For example:

# Default login configuration file
login.config.url.1=file:${user.honme}/.java.login.config
login.config.url.2=file:install _dir/lib/JDBCDriverLogin.conf

2. Ensure your JAAS login configuration file includes an entry with authentication technology that the driver
can use to establish a Kerberos connection. (See "The JAAS login configuration file" for details.)

Note: The JAAS login configuration file installed with the driver
(install _dir/lib/JDBCDriverLogin. conf)includes a default entry with the name JDBC_DRI VER 01.
This entry specifies the Kerberos authentication technology used with an Oracle JVM.

The following examples show that the authentication technology used in a Kerberos environment depends
on your JVM.

Oracle JVM

JDBC_DRI VER 01 {
com sun. security. aut h. rodul e. Kr b5Logi nMbdul e requi red useTi cket Cache=tr ue;

b
IBM JVM
JDBC DRI VER 01 {

comibm security. aut h. rodul e. Kr b5Logi nMbdul e requi red useDef aul t Ccache=tr ue;

b

Note: The driver uses its default configuration for Kerberos authentication, if:

* Alogin configuration file is not specified using the j ava. securi ty. aut h. | ogi n. confi g system
property.

* Thelogin configuration file specified using the j ava. security. aut h. | ogi n. confi g system property
does not include a JDBC DRI VER_01 entry.

* The entry specified using the LoginConfigName connection property does not exist in the login
configuration file specified using the j ava. securi ty. aut h. | ogi n. confi g system property.
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3. Set the driver's AuthenticationMethod connection property to ker ber os. (See "AuthenticationMethod" for
details.)

4. Set the ServicePrincipalName property to specify the case-sensitive service principal name to be used for
Kerberos authentication.

Note: The service principal name is the value of the
i mpal a. server 2. aut henti cati on. ker ber os. pri nci pal property inthei npal a-site. xnl file.

The ServicePrincipalName takes the following form.

Service_Nane/Fully_Qualified_Donai n_Name@EALM NAVE

The value of the ServicePrincipalName property can include the Kerberos realm name, but it is optional. If
you do not specify the realm name, the default realm is used. For example, if the service principal name,
including Kerberos realm name, is server/Impala125ase1@XYZ.COM and the default realm is XYZ.COM,
valid values for this property are:

server/ | npal al25asel@XYZ. COM

and

server/ | npal al25asel

See "ServicePrincipalName" for details on the composition of the service principal name.

5. Set the LoginConfigName connection property if the name of the JAAS login configuration file entry is
different from the driver default JDBC DRI VER 01. (See "The JAAS Login Configuration File" and
"LoginConfigName" for details.)

JDBC_DRI VER 01 is the default entry name for the JAAS login configuration file (JDBCDr i ver Logi n. conf)
installed with the driver. When configuring your Kerberos environment, your network or system administrator
may have used a different entry name. Check with your administrator to verify the correct entry name.

6. Set the User connection property as appropriate. (See "User" for details.)

In most circumstances, there is no need to set the User connection property. By default, the driver uses the
user principal name in the Kerberos Ticket Granting Ticket (TGT) as the value for the User property.

7. Set the DatabaseName connection property as appropriate. (See "DatabaseName" for details.)

See also

Kerberos authentication requirements on page 56
The JAAS login configuration file on page 57
AuthenticationMethod on page 74
ServicePrincipalName on page 94
LoginConfigName on page 88

User on page 101

DatabaseName on page 79

Kerberos authentication requirements

Verify that your environment meets the requirements listed in the following table before you configure the driver
for Kerberos authentication.
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Note: For Windows Active Directory, the domain controller must administer both the database server and the
client.

Table 10: Kerberos Configuration Requirements

Component Requirements
Database server No restrictions.
Kerberos server The Kerberos server is the machine where the user IDs for authentication

are administered. The Kerberos server is also the location of the Kerberos
key distribution center (KDC). Network authentication must be provided
by one of the following methods.

*  Windows Active Directory on Windows Server 2008 or higher.
* MIT Kerberos 1.5 or higher

Client Java SE 8 or higher must be installed.

The JAAS login configuration file

The Java Authentication and Authorization Service (JAAS) login configuration file contains one or more entries
that specify authentication technologies to be used by applications. To establish Kerberos connections with
the driver, the JAAS login configuration file must include an entry specifically for the driver. In addition, the login
configuration file must be referenced either by setting the j ava. security. aut h. | ogi n. confi g system
property or by setting up a default configuration using the Java security properties file.

Setting up a default configuration

To set up a default configuration, you must modify the Java security properties file to indicate the URL of the
login configuration file with the | ogi n. confi g. url . n property where n is an integer connoting separate,
consecutive login configuration files. When more than one login configuration file is specified, then the files are
read and concatenated into a single configuration. The following steps summarize how to modify the security
properties file.

1. Open the Java security properties file. The security properties file is the j ava. securi ty file in the
/jrellib/security directory of your Java installation.

2. Findtheline# Default |ogin configuration fil e inthe security properties file.

3. Belowthe# Default |ogin configuration fil e line, addthe URL of the login configuration file as
the value for a | ogi n. confi g. url . n property. For example:

# Default login configuration file
login.config.url.1=file:${user.honme}/.java.login.config
login.config.url.2=file:install _dir/lib/JDBCDriverLogin. conf

JAAS login configuration file entry for the driver

You can create your own JAAS login configuration file, or you can use the JDBCDr i ver Logi n. conf file
installed in the / | i b directory of the product installation directory. In either case, the login configuration file
must include an entry that specifies the Kerberos authentication technology to be used by the driver.

Progress DataDirect Connect XE for JDBC for Impala: User's Guide: Version 5.1.4 57



Chapter 3: Using the driver

JAAS login configuration file entries begin with an entry name followed by one or more LoginModule items.
Each LoginModule item contains information that is passed to the LoginModule. A login configuration file entry
takes the following form.

entry_name {

| ogi n_nodul e fl ag_val ue nodul e_options
3
where:

entry_nane

is the name of the login configuration file entry. The driver's LoginConfigName connection property
can be used to specify the name of this entry. JDBC_DRI VER 01 is the default entry name for the
JDBCDx i ver Logi n. conf file installed with the driver.

| ogi n_nodul e

is the fully qualified class name of the authentication technology used with the driver.
flag_val ue

specifies whether the success of the module isr equi r ed, r equi si te,suf fi ci ent,oropti onal .
nodul e_opti ons

specifies available options for the LoginModule. These options vary depending on the LoginModule
being used.

The following examples show that the LoginModule used for a Kerberos implementation depends on your JVM.
Oracle JVM
JDBC_DRI VER 01 {
. com sun. security. aut h. nodul e. Kr b5Logi nMbdul e requi red useTi cket Cache=tr ue;
IBM JVM
JDBC_DRI VER 01 {

com i bm security. aut h. rodul e. Kr b5Logi nModul e requi red useDef aul t Ccache=tr ue;

b
Refer to Java Authentication and Authorization Service documentation for information about the JAAS login

configuration file and implementing authentication technologies.

See also
LoginConfigName on page 88

Kerberos SASL-QOP

The driver supports Kerberos SASL-QOP data integrity and confidentiality. SASL-QOP is configured on the
server side as part of a Kerberos configuration. When Kerberos authentication is enabled through the driver
(Aut hent i cat i onMet hod=ker ber 0s), the driver automatically detects and abides by the server's SASL-QOP
configuration at connection time. The driver supports the following SASL-QOP values.

* aut h: authentication only (default)

* aut h-i nt : authentication with integrity protection
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* aut h- conf : authentication with confidentiality protection

See also
AuthenticationMethod on page 74

Data Encryption

The driver supports Secure Sockets Layer (SSL) data encryption. SSL is an industry-standard protocol for
sending encrypted data over database connections. SSL works by allowing the client and server to send each
other encrypted data that only they can decrypt. SSL negotiates the terms of the encryption in a sequence of
events known as the SSL handshake. The handshake involves the following types of authentication:

* SSL server authentication requires the server to authenticate itself to the client.

* SSL client authentication is optional and requires the client to authenticate itself to the server after the server
has authenticated itself to the client.

Configuring SSL Encryption

The following steps outline how to configure SSL encryption.

Note: Connection hangs can occur when the driver is configured for SSL and the database server does not
support SSL. You may want to set a login timeout using the LoginTimeout property to avoid problems when
connecting to a server that does not support SSL.

To configure SSL encryption:

Important: The driver complies with FIPS when FIPS mode is enabled with the client JVM. See "FIPS (Federal
Information Processing Standard)" for more information.

1. Set the EncryptionMethod property to SSL.

2. Use the CryptoProtocolVersion property to specify acceptable cryptographic protocol versions (for example,
TLSv1.2) supported by your server.

3. Specify the location and password of the truststore file used for SSL server authentication. Either set the
TrustStore and TrustStorePassword properties or their corresponding Java system properties
(javax.net.ssl.trustStore and javax.net.ssl.trustStorePassword, respectively).

4. To validate certificates sent by the database server, set the ValidateServerCertificate property to t r ue.

5. Optionally, set the HostNamelnCertificate property to a host name to be used to validate the certificate. The
HostNamelnCertificate property provides additional security against man-in-the-middle (MITM) attacks by
ensuring that the server the driver is connecting to is the server that was requested.

6. If your database server is configured for SSL client authentication, configure your keystore information:

a) Specify the location and password of the keystore file. Either set the KeyStore and KeyStorePassword
properties or their corresponding Java system properties (javax.net.ssl.keyStore and
javax.net.ssl.keyStorePassword, respectively).

b) If any key entry in the keystore file is password-protected, set the KeyPassword property to the key
password.

Progress DataDirect Connect XE for JDBC for Impala: User's Guide: Version 5.1.4 59



Chapter 3: Using the driver

Configuring SSL Server Authentication

When the client makes a connection request, the server presents its public certificate for the client to accept
or deny. The client checks the issuer of the certificate against a list of trusted Certificate Authorities (CAs) that
resides in an encrypted file on the client known as a truststore. Optionally, the client may check the subject
(owner) of the certificate. If the certificate matches a trusted CA in the truststore (and the certificate’s subject
matches the value that the application expects), an encrypted connection is established between the client and
server. If the certificate does not match, the connection fails and the driver throws an exception.

To check the issuer of the certificate against the contents of the truststore, the driver must be able to locate
the truststore and unlock the truststore with the appropriate password. You can specify truststore information
in either of the following ways:

Specify values for the Java system properties javax.net.ssl.trustStore and javax.net.ssl.trustStorePassword.
For example:

java -Djavax.net.ssl.trustStore=C:\Certificates\MTruststore
- Dj avax. net. ssl . trust St or ePasswor d=MyTr ust st or ePasswor d

This method sets values for all TLS/SSL sockets created in the JVM.

Specify values for the connection properties TrustStore and TrustStorePassword in the connection URL.
For example:

Trust Store=C:\Certficates\MTruststore
and
Tr ust St or ePasswor d=MyTr ust st or ePasswor d

Any values specified by the TrustStore and TrustStorePassword properties override values specified by the
Java system properties. This allows you to choose which truststore file you want to use for a particular
connection.

Alternatively, you can configure the drivers to trust any certificate sent by the server, even if the issuer is not
a trusted CA. Allowing a driver to trust any certificate sent from the server is useful in test environments because
it eliminates the need to specify truststore information on each client in the test environment. If the driver is
configured to trust any certificate sent from the server, the issuer information in the certificate is ignored.

Configuring SSL Client Authentication

If the server is configured for TLS/SSL client authentication, the server asks the client to verify its identity after
the server has proved its identity. Similar to TLS/SSL server authentication, the client sends a public certificate
to the server to accept or deny. The client stores its public certificate in an encrypted file known as a keystore.

The driver must be able to locate the keystore and unlock the keystore with the appropriate keystore password.
Depending on the type of keystore used, the driver also may need to unlock the keystore entry with a password
to gain access to the certificate and its private key.

The drivers can use the following types of keystores:

Java Keystore (JKS) contains a collection of certificates. Each entry is identified by an alias. The value of
each entry is a certificate and the certificate’s private key. Each keystore entry can have the same password
as the keystore password or a different password. If a keystore entry has a password different than the
keystore password, the driver must provide this password to unlock the entry and gain access to the certificate
and its private key.

PKCS #12 keystores. To gain access to the certificate and its private key, the driver must provide the
keystore password. The file extension of the keystore must be .pfx or .p12.
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You can specify this information in either of the following ways:

* Specify values for the Java system properties javax.net.ssl.keyStore and javax.net.ssl.keyStorePassword.
For example:

java -Djavax. net.ssl.keyStore=C:\Certificates\ MKeystore
- Dj avax. net . ssl . keySt or ePasswor d=MyKeyst or ePasswor d

This method sets values for all TLS/SSL sockets created in the JVM.

Note: If the keystore specified by the javax.net.ssl.keyStore Java system property is a JKS and the keystore
entry has a password different than the keystore password, the KeyPassword connection property must specify
the password of the keystore entry (for example, KeyPasswor d=MyKeyPasswor d).

* Specify values for the connection properties KeyStore and KeyStorePassword in the connection URL. For
example:

KeySt ore=C:\ Certfi cates\ MyKeySt ore
and

KeySt or ePasswor d=MyKeyst or ePasswor d

Note: If the keystore specified by the KeyStore connection property is a JKS and the keystore entry has a
password different than the keystore password, the KeyPassword connection property must specify the password
of the keystore entry (for example, KeyPasswor d=MyKeyPasswor d).

Any values specified by the KeyStore and KeyStorePassword properties override values specified by the Java
system properties. This allows you to choose which keystore file you want to use for a particular connection.

Client Information

Many databases allow applications to store client information associated with a connection. For example, the
following types of information can be useful for database administration and monitoring purposes:

* Name of the application currently using the connection.

* User ID for whom the application using the connection is performing work. The user ID may be different
than the user ID that was used to establish the connection.

* Host name of the client on which the application using the connection is running.
* Product name and version of the driver on the client.

* Additional information that may be used for accounting or troubleshooting purposes, such as an accounting
ID.

How Databases Store Client Information

Typically, databases that support storing client information do so by providing a register, a variable, or a column
in a system table in which the information is stored. If an application attempts to store information and the
database does not provide a mechanism for storing that information, the driver caches the information locally.
Similarly, if an application returns client information and the database does not provide a mechanism for storing
that information, the driver returns the locally cached value.
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For example, let's assume that the following code returns a pooled connection to a database and sets a client
application name for that connection. In this example, the application sets the application name SALES157
using the driver property ApplicationName.

/1 Get Database Connection

Connection con = DriverManager. get Connecti on(

"j dbc: datadirect:inpala://Server3: 21050; Dat abaseNanme=MyDB;
Appl i cati onNane=SALES157", " TEST", "secret");

The application name SALES157 is stored locally by the database. When the connection to the database is
closed, the client information on the connection is reset to an empty string.

Storing Client Information

Your application can store client information associated with a connection using any of the following methods:

* Using the driver connection properties listed in the following table. This table lists the connection properties
your application can use to store client information. Client information is stored locally. See "Connection
Property Descriptions" for a detailed description of each property.

* Using the following JDBC methods:
* Connection.setClientinfo(pr operti es)

* Connection.setClientinfo(pr operty_nane, val ue)

* Using the JDBC extension methods provided in the com.ddtek.jdbc.extensions package.

Table 11: Client Information Properties

Property Characteristic

Accountinglnfo on page [Defines accounting information to be stored in the database. This value is stored
72 locally and is used for database administration/monitoring purposes.

ApplicationName on page | Specifies the name of the application to be stored in the database. This value is
73 stored locally and is used for database administration/monitoring purposes.

ClientHostName on page | Specifies the host name of the client machine to be stored in the database. This
75 value is stored locally and is used for database administration/monitoring purposes.

ClientUser on page 75 Specifies the user ID to be stored in the database. This value is stored locally and
is used for database administration/monitoring purposes.

ProgramiD on page 91 Specifies the driver and version information on the client to be stored in the

database. This value is stored locally and is used for database
administration/monitoring purposes.

Refer to "JDBC support" in the Progress DataDirect for JOBC Drivers Reference for more information about
JDBC methods.

See also
Connection Property Descriptions on page 69
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Returning Client Information

Your application can return client information in the following ways:
* Using the following JDBC methods:

* Connection.getClientInfo()

* Connection.getClientinfo(pr operty_nane)

* DatabaseMetaData.getClientinfoProperties()

* Using the JDBC extension methods provided in the com.ddtek.jdbc.extensions package.

Refer to "JDBC support" in the Progress DataDirect for JOBC Drivers Reference for more information about
JDBC methods.

Returning MetaData About Client Information Locations

You may want to return metadata about the register, variable, or column in which the database stores client
information. For example, you may want to determine the maximum length allowed for a client information
value before you store that information. If your application attempts to set a client information value that exceeds
the maximum length allowed by the database, that value is truncated and the driver generates a warning.
Determining the maximum length of the value beforehand can avoid this situation.

To return metadata about client information, call the DatabaseMetaData.getClientinfoProperties() method:

/'l Get Database Connection
Connection con = DriverManager. get Connecti on(
"jdbc: datadirect:inpala://Server3:21050; Dat abaseNanme=j dbc", "test", "secret");
Dat abaseMet aDat a net aData = con. get Met aDat a() ;
Resul tSet rs = nmetaData. getd ientlnfoProperties();

The driver returns a result set that provides the following information for each client information property
supported by the database:

* Property name
*  Maximum length of the property value
* Default property value

* Property description

IP Addresses

The driver supports Internet Protocol (IP) addresses in IPv4 format.

The server name specified in a connection URL, or data source, can resolve to an IPv4 address. In the following
example, the server name Server3 can resolve to an IPv4 address:

j dbc: dat adi rect:inpal a:// Server 3: 21050;
Dat abaseNane=Test ; User =adm n; Passwor d=secr et
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Alternately, you can specify addresses using IPv4 format in the server portion of the connection URL. For
example, the following connection URL specifies the server using an IPv4 address:

jdbc: datadirect:inpal a://123.456.78. 90: 21050;
Dat abaseNane=Test ; User =adm n; Passwor d=secr et

You also can specify addresses using the ServerName data source property. The following example shows a
data source definition that specifies the server name using an IPv4 address:

| npal abDat aSour ce nmds = new | npal aDat aSour ce() ;

nds. set Descri pti on(" M | npal aDat aSour ce");
nds. set Ser ver Name( " 123. 456. 78. 90") ;

Parameter Metadata Support

The driver supports returning parameter metadata as described in this section.

Insert, Update, and Delete Statements

The driver supports returning parameter metadata for the following forms of Insert statements:
* |INSERT I NTO foo VALUES (?, ?, ?)
* INSERT INTO foo (coll, col2, col3) VALUES (?, ?, ?)

The driver allows the CAST function to be used in specified SQL. However, if a parameter marker is present
within a cast operation, the driver will be unable to obtain the parameter metadata and will throw the exception
"The requested parameter metadata is not available for the current statement.”

Returning parameter metadata for Update and Delete statements is not supported because Cloudera Impala
does not have the concept of Update and Delete statements.

Select Statements

The driver supports returning parameter metadata for Select statements that contain parameters in ANSI
SQL-92 entry-level predicates, for example, such as COMPARISON, BETWEEN, IN, LIKE, and EXISTS
predicate constructs. Refer to the ANSI SQL reference for detailed syntax.

Parameter metadata can be returned for a Select statement if the statement contains a predicate value
expression that can be targeted against the source tables in the associated FROM clause. For example:

SELECT * FROM foo WHERE bar > ?

In this case, the value expression "bar" can be targeted against the table "foo" to determine the appropriate
metadata for the parameter.

The following Select statements show further examples for which parameter metadata can be returned:

SELECT col 1, col2 FROM foo WHERE col1 = ? and col2 > ?

SELECT ... WHERE col nane LIKE ?
SELECT ... VWHERE col nane BETWEEN ? and ?
SELECT ... WHERE colname IN (?, ?, ?)

64 Progress DataDirect Connect XE for JDBC for Impala: User's Guide: Version 5.1.4



ResultSet Metadata Support

Subqueries are supported, but they can only exist in the From clause. In the following example, the second
Select statement is a subquery:

SELECT * FROM (SELECT * FROM T1 UNI ON ALL SELECT * FROM T2) sq

ANSI SQL-92 entry-level predicates in a WHERE clause containing GROUP BY, HAVING, or ORDER BY
statements are supported. For example:

SELECT * FROMt1l WHERE col = ? ORDER BY 1

Joins are supported. For example:

SELECT * FROMt1,t2 WHERE t1l.col1l = ?

Fully qualified names and aliases are supported. For example:

SELECT A.a, B.b, FROMTl1 AS A, T2 AS B WHERE A.a = ? and B.b = ?"

SQL Support

The driver provides support for standard SQL (primarily SQL-92). In addition, the product supports a set of
SQL extensions. For example, the product supports extensions that allow you to change the default schema
or set the maximum number of Web service calls the driver can make when executing a SQL statement.

See also
Supported SQL Functionality on page 103

ResultSet Metadata Support

If your application requires table name information, the driver can return table name information in ResultSet
metadata for Select statements. The Select statements for which ResultSet metadata is returned may contain
aliases, joins, and fully qualified names. The following queries are examples of Select statements for which

the ResultSetMetaData.getTableName() method returns the correct table name for columns in the Select list:

SELECT id, nane FROM Enpl oyee

SELECT E.id, E. name FROM Enpl oyee E

SELECT E.id, E. name AS Enpl oyeeNanme FROM Enpl oyee E

SELECT E.id, E. name, |.location, |.phone FROM Empl oyee E, Enpl oyeelnfo |
WHERE E.id = 1.id

SELECT id, nane, |ocation, phone FROM Enpl oyee, Enpl oyeelnfo WHERE id = enpld

SELECT Enpl oyee.id, Enmpl oyee.nane, Enployeel nfo.|ocation, Enployeel nfo.phone
FROM Enpl oyee, Enpl oyeel nfo WHERE Enpl oyee.id = Enpl oyeelnfo.id

The table name returned by the driver for generated columns is an empty string. The following query is an
example of a Select statement that returns a result set that contains a generated column (the column named

"upper").

SELECT E.id, E. nanme as Enpl oyeeNanme, {fn UCASE(E.nane)} AS upper
FROM Empl oyee E

The driver also can return catalog name information when the ResultSetMetaData.getCatalogName() method
is called if the driver can determine that information. For example, for the following statement, the driver returns
"test" for the catalog name and "foo" for the table name:

SELECT * FROM test.foo
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The additional processing required to return table name and catalog name information is only performed if the
ResultSetMetaData.getTableName() or ResultSetMetaData.getCatalogName() methods are called.

Isolation Levels

When the TransactionMode connection property is setto i gnor e, the driver supports the READ COMMITTED
isolation level. When TransactionMode is set to noTr ansact i ons, the driver supports no isolation levels.

Unicode support

Multilingual JDBC applications can be developed on any operating system using the driver to access both
Unicode and non-Unicode enabled databases. Internally, Java applications use UTF-16 Unicode encoding for
string data. When fetching data, the driver automatically performs the conversion from the character encoding
used by the database to UTF-16. Similarly, when inserting or updating data in the database, the driver
automatically converts UTF-16 encoding to the character encoding used by the database.

The JDBC API provides mechanisms for retrieving and storing character data encoded as Unicode (UTF-16)
or ASCII. Additionally, the Java String object contains methods for converting UTF-16 encoding of string data
to or from many popular character encodings.

Error Handling

SQLExceptions

The driver reports errors to the application by throwing SQLExceptions. Each SQLException contains the
following information:

* Description of the probable cause of the error, prefixed by the component that generated the error
* Native error code (if applicable)

¢ String containing the XOPEN SQLstate

Driver Errors

An error generated by the driver has the format shown in the following example:

[DatabDirect][I npala JDBC Driver] Ti meout expired.

You may need to check the last JDBC call your application made and refer to the JDBC specification for the
recommended action.

Database Errors

An error generated by the database has the format shown in the following example:

[DataDirect][I npala JDBC Driver][lnpala]lnvalid Ooject Nare.

If you need additional information, use the native error code to look up details in your database documentation.
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Large Object Support

Although Cloudera Impala does not define a Clob data type, the driver allows you to retrieve and update long
data, specifically LONGVARCHAR data, using JDBC methods designed for Clobs. To do this, the
StringDescribeType property must be set to | ongvar char .

When using these methods to update long data as Clobs, the updates are made to the local copy of the data
contained in the Clob object.

Note: The driver does not support retrieving and updating long data using JDBC methods designed for Blobs.

Retrieving and updating long data using JDBC methods designed for Clobs provides some of the same benefits
as retrieving and updating Clobs, such as:

* Provides random access to data

* Allows searching for patterns in the data, such as retrieving long data that begins with a specific character
string

To provide these benefits normally associated with Clobs, data must be cached. Because data is cached, your
application will incur a performance penalty.

Rowset Support

The driver supports any JSR 114 implementation of the RowSet interface, including:
¢ CachedRowSets

* FilteredRowSets

* WebRowSets

* JoinRowSets

¢ JDBCRowSets

Visit https://www.jcp.org/en/jsr/detail?id=114 for more information about JSR 114.

Timeouts

The driver includes the LoginTimeout connection property. This property allows you to specify the amount of
time the driver waits for a connection to be established before timing out the connection request. See "Using
Connection Properties" and "LoginTimeout" for details.

See also
Using Connection Properties on page 44
LoginTimeout on page 89
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Using Scrollable Cursors

The driver supports only scroll-insensitive, read-only result sets.

Note: When the driver cannot support the requested result set type or concurrency, it automatically downgrades
the cursor and generates one or more SQLWarnings with detailed information.

Limitations on Cloudera Impala Functionality

Please note the following Cloudera Impala functional limitations:
* No support for transactions

* No support for canceling a running query

* No support for row-level updates or deletes

* No support for stored procedures

* No support for auto-generated keys

For a more complete listing of known issues and limitations for your version of Cloudera Impala, refer to the
Cloudera Impala user documentation:

http://www.cloudera.com/content/support/en/documentation.htmi

Note: Cloudera Impala is not designed for OLTP workloads and does not offer row-level updates or deletes.
Instead, Impala is designed for batch type jobs over large data sets with high latency. This means that queries
such as "SELECT * FROM nyt abl e" return quickly. However, other SELECT statements are much slower.

68 Progress DataDirect Connect XE for JDBC for Impala: User's Guide: Version 5.1.4


http://www.cloudera.com/content/support/en/documentation.html

Connection Property Descriptions

You can use connection properties to customize the driver for your environment. This section lists the connection
properties supported by the driver and describes each property. You can use these connection properties with
either the JDBC Driver Manager or a JDBC data source. For a Driver Manager connection, a property is
expressed as a key value pair and takes the form pr oper t y=val ue. For a data source connection, a property
is expressed as a JDBC method and takes the form set pr operty(val ue).

Note: All connection property names are case-insensitive. For example, Password is the same as password.
Required properties are noted as such.

Note: The data type listed for each connection property is the Java data type used for the property value in a
JDBC data source.

The following table provides a summary of the connection properties supported by the Impala driver and their
default values.

Table 12: Impala Driver Properties

Property Data Source Method Default
Accountinglnfo on page 72 setAccountinginfo empty string
ApplicationName on page 73 setApplicationName empty string
AuthenticationMethod on page 74 setAuthenticationMethod user | dPasswor d
ClientHostName on page 75 setClientHostName empty string
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Property Data Source Method Default
ClientUser on page 75 setClientUser empty string
ConnectionRetryCount on page 76 setConnectionRetryCount 5
ConnectionRetryDelay on page 77 setConnectionRetryDelay 1 (second)
ConvertNull on page 77 setConvertNull 1

CryptoProtocolVersion on page 78

setCryptoProtocolVersion

Determined by the
JRE settings

DatabaseName on page 79 setDatabaseName The default database
DefaultOrderByLimit on page 80 setDefaultOrderByLimit -1
EncryptionMethod on page 81 setEncryptionMethod noEncrypti on

HostNamelnCertificate on page 82 setHostNamelnCertificate empty string
ImportStatementPool on page 83 setimportStatementPool empty string
InitializationString on page 83 setlnitializationString None
InsensitiveResultSetBufferSize on page |[setinsensitiveResultSetBufferSize 2048

84

JavaDoubleToString on page 85 setJavaDoubleToString fal se
KeyPassword on page 86 setKeyPassword None
KeyStore on page 86 setKeyStore None
KeyStorePassword on page 87 setKeyStorePassword None

LoginConfigName on page 88

setLoginConfigName

JDBC_DRI VER 01

LoginTimeout on page 89 setLoginTimeout 0
MaxPooledStatements on page 89 setMaxPooledStatements None
Password on page 90 setPassword None
PortNumber on page 91 setPortNumber 21050
ProgramID on page 91 setProgramID empty string
RegisterStatementPoolMonitorMBean on | setRegisterStatementPoolMonitorMBean |f al se
page 92

RemoveColumnQualifiers on page 93 setRemoveColumnQualifiers fal se
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Property Data Source Method Default

ServerName on page 94 setServerName None
ServicePrincipalName on page 94 setServicePrincipalName None
SpyAttributes on page 95 setSpyAttributes None
StringDescribeType on page 98 setStringDescribeType var char
TransactionMode on page 98 setTransactionMode noTransacti ons
TrustStore on page 99 setTrustStore None
TrustStorePassword on page 100 setTrustStorePassword None
UseCurrentSchema on page 101 setUseCurrentSchema f al se (results are

not restricted to the
tables and views in
the current schema)

User on page 101 setUser None

ValidateServerCertificate on page 102 | setValidateServerCertificate true

For details, see the following topics:

* Accountinglnfo

* ApplicationName

* AuthenticationMethod
* ClientHostName

¢ ClientUser

* ConnectionRetryCount
* ConnectionRetryDelay
e ConvertNull

*  CryptoProtocolVersion
* DatabaseName

* DefaultOrderByLimit

* EncryptionMethod

* HostNamelnCertificate
* ImportStatementPool

* InitializationString
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* InsensitiveResultSetBufferSize
e JavaDoubleToString

* KeyPassword

* KeyStore

* KeyStorePassword

* LoginConfigName

* LoginTimeout

* MaxPooledStatements

* Password

e PortNumber

*  ProgramiD

* RegisterStatementPoolMonitorMBean
* RemoveColumnQualifiers
* ServerName

* ServicePrincipalName

*  SpyAttributes

e StringDescribeType

* TransactionMode

*  TrustStore

* TrustStorePassword

* UseCurrentSchema

* User

* ValidateServerCertificate

Accountinginfo

Purpose

Defines accounting information. This value is stored locally and is used for database administration/monitoring
purposes.
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Valid Values

string

where:
string
is the accounting information.

Data Source Method

setAccountinglnfo

Default
empty string

Data Type
String

See also
* Client Information on page 61

* Client Information Properties on page 49

ApplicationName

Purpose

Specifies the name of the application to be stored in the database. This value is stored locally and is used for
database administration/monitoring purposes.

Valid Values
string

where:
string

is the name of the application.

Data Source Method

setApplicationName

Default
empty string

Data Type
String

Progress DataDirect Connect XE for JDBC for Impala: User's Guide: Version 5.1.4 73



Chapter 4: Connection Property Descriptions

See also
* Client Information on page 61

* Client Information Properties on page 49

AuthenticationMethod

Purpose

Determines which authentication method the driver uses when establishing a connection. If the specified
authentication method is not supported by the database server, the connection fails and the driver throws an
exception.

Valid Values

user | dPasswor d | ker ber os

Behavior

If set to user | dPasswor d, the driver uses user |ID/password authentication. If a user ID and password is not
specified, the driver throws an exception.

If set to ker ber o0s, the driver uses Kerberos authentication. The ServicePrincipalName property must be
specified.
Notes

* The User property provides the user ID. The Password property provides the password.

Data Source Method
setAuthenticationMethod

Default

user | dPassword

Data Type
String

See also
* Authentication on page 53

* ServicePrincipalName on page 94
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ClientHostName

Purpose

Specifies the host name of the client machine to be stored in the database. This value is stored locally and is
used for database administration/monitoring purposes.

Valid Values
string

where:
string
is the host name of the client machine.

Data Source Method

setClientHostName

Default
empty string

Data Type
String

See also
* Client Information on page 61

¢ Client Information Properties on page 49

ClientUser

Purpose

Specifies the user ID to be stored in the database. This value is stored locally and is used for database
administration/monitoring purposes.

Valid Values
string

where:
string

is a valid user ID.
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Data Source Method

setClientUser

Default
empty string

Data Type
String

See also
* Client Information on page 61

* Client Information Properties on page 49

ConnectionRetryCount

Purpose

Specifies the number of times the driver retries connection attempts to the server until a successful connection
is established.

Valid Values
0|x

where:
X

is a positive integer that represents the number of retries.

Behavior
If set to O, the driver does not try to reconnect after the initial unsuccessful attempt.

If set to x, the driver retries connection attempts the specified number of times. If a connection is not established
during the retry attempts, the driver returns an exception that is generated by the last Cloudera Impala server
to which it tried to connect.

Example

If this property is set to 2, the driver retries the server twice after the initial retry attempt.

Notes

* If an application sets a login timeout value (for example, using DataSource.loginTimeout or
DriverManager.loginTimeout) and the login timeout expires, the driver ceases connection attempts.

* The ConnectionRetryDelay property specifies the wait interval, in seconds, to occur between retry attempts.

Data Source Method

setConnectionRetryCount
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Default
5

Data Type

int

ConnectionRetryDelay

Purpose

Specifies the number of seconds the driver waits between connection retry attempts when ConnectionRetryCount
is set to a positive integer.

Valid Values
0]x

where:
X

is a number of seconds.
Behavior

If set to O, the driver does not delay between retries.

If set to x, the driver waits between connection retry attempts the specified number of seconds.

Example

If ConnectionRetryCount is set to 2 and this property is set to 3, the driver retries the server twice after the
initial retry attempt. The driver waits 3 seconds between retry attempts.

Data Source Method

setConnectionRetryDelay

Default

1 (second)

Data Type

int

ConvertNull

Purpose

Controls how data conversions are handled for null values.
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Valid Values
01

Behavior

If set to O, the driver does not perform the data type check if the value of the column is null. This allows null
values to be returned even though a conversion between the requested type and the column type is undefined.

If set to 1, the driver checks the data type being requested against the data type of the table column that stores
the data. If a conversion between the requested type and column type is not defined, the driver generates an
"unsupported data conversion" exception regardless of whether the column value is NULL.

Data Source Method

setConvertNull

Default
1

Data Type
int

See also
Data Type Handling Properties on page 48

CryptoProtocolVersion

Purpose

Specifies a cryptographic protocol or comma-separated list of cryptographic protocols that can be used when
TLS/SSL is enabled using the EncryptionMethod connection property.

Valid Values
crypt ographi c_protocol [[, cryptographic_protocol ]...]

where:
crypt ographi c_protocol

is one of the following cryptographic protocols:

TLSv1.2 | TLSv1. 1| TLSv1 | SSLv3 | SSLv2

Caution: To avoid vulnerabilities associated with SSLv3 and SSLv2, good security practices recommend
using TLSv1 or higher.
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Example

If your server supports TLSv1.1 and TLSv1.2, you can specify acceptable cryptographic protocols with the
following key-value pair:

Crypt oPr ot ocol Ver si on=TLSv1. 1, TLSv1. 2

Notes

*  When multiple protocols are specified, the driver uses the highest version supported by the server. If none
of the specified protocols are supported by the server, the connection fails and the driver returns an error.

* When no value has been specified for CryptoProtocolVersion, the driver establishes an SSL connection
using the default. If the default is not supported by the server, the connection fails and the driver returns an
error.

Data Source Method

setCryptoProtocolVersion

Default
The default is determined by the settings of the JRE.

Data Type
String

See also
* EncryptionMethod on page 81
* Data Encryption on page 59

DatabaseName

Purpose

Specifies the name of the Cloudera Impala database to which you want to connect.

Valid Values
dat abase_nane

where:
dat abase_nane

is the name of a valid Cloudera Impala database. If the driver cannot find the specified database,
the connection fails.

Data Source Method

setDatabaseName
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Default
The default database

Data Type
String

See also

UserlD/Password Authentication Properties on page 44

DefaultOrderByLimit

Purpose

Specifies the maximum number of rows returned when a SQL statement containing an ORDER BY clause is
executed. Cloudera Impala 1.3 requires statements containing the ORDER BY clause to limit the number of
rows returned. This option allows these statements to return a result set without specifying a limit in the
application.

Valid Values
-1]x

where:
X

is a positive integer that represents maximum number of rows returned.

Behavior

If set to - 1 (disabled), there is no default limit to the number of rows returned by a statement containing an
ORDER BY clause. The application must limit the number of rows returned by SQL statements that contain
an ORDER BY clause, or Cloudera Impala 1.3 databases will return an error.

If set to x, the number of rows returned by a SQL statement containing an ORDER BY clause are limited to
the specified number of rows for the session. To override this value, specify a new value in a LIMIT clause in
the statement that is being executed.

Data Source Method
setDefaultOrderByLimit

Default
- 1 (Disabled)

See also

Using Connection Properties on page 44
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EncryptionMethod

Purpose

Determines whether SSL encryption is used to encrypt and decrypt data transmitted over the network between
the driver and database server.

Valid Values
noEncryption | SSL

Behavior
If set to noEncr ypti on, data is not encrypted or decrypted.

If set to SSL, data is encrypted using SSL. If the database server does not support SSL, the connection fails
and the driver throws an exception.

Notes

* Connection hangs can occur if the driver attempts to connect to a database server that does not support
SSL. You may want to set a login timeout using the LoginTimeout property to avoid problems when connecting
to a server that does not support SSL.

* When SSL is enabled, the following properties also apply:
CryptoProtocolVersion
HostNamelnCertificate
KeyStore (for SSL client authentication)
KeyStorePassword (for SSL client authentication)
KeyPassword (for SSL client authentication)
TrustStore
TrustStorePassword

ValidateServerCertificate

Data Source Method
setEncryptionMethod

Default

noEncrypti on

Data Type
String

See also
Data Encryption on page 59

Performance Considerations on page 53
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HostNamelnCertificate

Purpose

Specifies a host name for certificate validation when SSL encryption is enabled (Encr ypt i onMet hod=SSL)
and validation is enabled (Val i dat eSer ver Certi fi cat e=true). This property is optional and provides
additional security against man-in-the-middle (MITM) attacks by ensuring that the server the driver is connecting
to is the server that was requested.

Valid Values
host _name | #SERVERNANVE#

where:
host _nane

is a valid host name.

Behavior

If host _narme is specified, the driver compares the specified host name to the DNSName value of the
SubjectAlternativeName in the certificate. If the certificate does not have a SubjectAlternativeName, the driver
compares the host name with the Common Name (CN) part of the certificate. If the values do not match, the
connection fails and the driver throws an exception.

If #SERVERNAME# is specified, the driver compares the server name that is specified in the connection URL
or data source of the connection to the DNSName value of the SubjectAlternativeName in the certificate. If the
certificate does not have a SubjectAlternativeName, the driver compares the host name to the CN part of the
certificate’s Subject name. If the values do not match, the connection fails and the driver throws an exception.
If multiple CN parts are present, the driver validates the host name against each CN part. If any one validation
succeeds, a connection is established.

Notes
¢ If SSL encryption or certificate validation is not enabled, this property is ignored.

* If SSL encryption and validation is enabled and this property is unspecified, the driver uses the server name
specified in the connection URL or data source of the connection to validate the certificate.

Data Source Method

setHostNamelnCertificate

Default
empty string

Data Type
String

See also
* EncryptionMethod on page 81
¢ Data Encryption on page 59
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ImportStatementPool

Purpose

Specifies the path and file name of the file to be used to load the contents of the statement pool. When this
property is specified, statements are imported into the statement pool from the specified file.

If the driver cannot locate the specified file when establishing the connection, the connection fails and the driver
throws an exception.

Valid Values
string

where:
string
is the path and file name of the file to be used to load the contents of the statement pool.

Data Source Method

setimportStatementPool

Default
empty string

Data Type
String

See also
¢ Statement Pooling Properties on page 49

* Referto "Statement Pool Monitor" in the Progress DataDirect for JDBC Drivers Reference for further details.

InitializationString

Purpose

Specifies one or multiple SQL commands to be executed by the driver after it has established the connection
to the database and has performed all initialization for the connection. If the execution of a SQL command fails,
the connection attempt also fails and the driver throws an exception indicating which SQL command or commands
failed.

Valid Values

comand[ [; command] ... ]

where:
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conmand

is a SQL command.

Notes

Multiple commands must be separated by semicolons. In addition, if this property is specified in a connection
URL, the entire value must be enclosed in parentheses when multiple commands are specified.

Example

j dbc: dat adi rect:inpal a://1npal aServer: 21050; User =Admi n;
Passwor d=secr et ; Dat abaseNane=ConpanyDB;
InitializationString=(conmandl; conmand?2)

Data Source Method

setlnitializationString

Default

None

Data Type
String

InsensitiveResultSetBufferSize

Purpose
Determines the amount of memory that is used by the driver to cache insensitive result set data.

Valid Values
-1]0]|x

where:
X

is a positive integer that represents the amount of memory.

Behavior

If setto - 1, the driver caches insensitive result set data in memory. If the size of the result set exceeds available
memory, an OutOfMemoryException is generated. With no need to write result set data to disk, the driver
processes the data efficiently.

If set to 0, the driver caches insensitive result set data in memory, up to a maximum of 2 MB. If the size of the
result set data exceeds available memory, then the driver pages the result set data to disk, which can have a
negative performance effect. Because result set data may be written to disk, the driver may have to reformat
the data to write it correctly to disk.
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If set to x, the driver caches insensitive result set data in memory and uses this value to set the size (in KB) of
the memory buffer for caching insensitive result set data. If the size of the result set data exceeds available
memory, then the driver pages the result set data to disk, which can have a negative performance effect.
Because the result set data may be written to disk, the driver may have to reformat the data to write it correctly
to disk. Specifying a buffer size that is a power of 2 results in efficient memory use.

Data Source Method

setinsensitiveResultSetBufferSize

Default
2048

Data Type

int

See also

Performance Considerations

JavaDoubleToString

Purpose

Determines which algorithm the driver uses when converting a double or float value to a string value. By default,
the driver uses its own internal conversion algorithm, which improves performance.

Valid Values

true|fal se

Behavior

If set to t r ue, the driver uses the JVM algorithm when converting a double or float value to a string value. If
your application cannot accept rounding differences and you are willing to sacrifice performance, set this value
tot r ue to use the JVM conversion algorithm.

If set to f al se, the driver uses its own internal algorithm when converting a double or float value to a string
value. This value improves performance, but slight rounding differences within the allowable error of the double
and float data types can occur when compared to the same conversion using the JVM algorithm.

Data Source Method

setJavaDoubleToString

Default

fal se

Data Type

Boolean
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KeyPassword

Purpose

Specifies the password that is used to access the individual keys in the keystore file when SSL is enabled
(Encrypt i onMet hod=SSL) and SSL client authentication is enabled on the database server. This property
is useful when individual keys in the keystore file have a different password than the keystore file.

Valid Values
string

where:
string

is a valid password.

Data Source Method

setKeyPassword

Default

None

Data Type
String

See also
* EncryptionMethod on page 81
* Data Encryption on page 59

KeyStore

Purpose

Specifies the directory of the keystore file to be used when SSL is enabled (Encr ypt i onMet hod=SSL) and
SSL client authentication is enabled on the database server. The keystore file contains the certificates that the
client sends to the server in response to the server’s certificate request.

This value overrides the directory of the keystore file that is specified by the javax.net.ssl.keyStore Java system
property. If this property is not specified, the keystore directory is specified by the javax.net.ssl.keyStore Java
system property.

Valid Values
string

where:
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string

is a valid directory of a keystore file.

Notes

* The keystore and truststore files can be the same file.

Data Source Method
setKeyStore

Default

None

Data Type
String

See also
* EncryptionMethod on page 81
* Data Encryption on page 59

KeyStorePassword

Purpose

Specifies the password that is used to access the keystore file when SSL is enabled (Encr ypt i onMet hod=SSL)
and SSL client authentication is enabled on the database server. The keystore file contains the certificates that
the client sends to the server in response to the server’s certificate request.

This value overrides the password of the keystore file that is specified by the javax.net.ssl.keyStorePassword
Java system property. If this property is not specified, the keystore password is specified by the
javax.net.ssl.keyStorePassword Java system property.

Notes

* The keystore and truststore files can be the same file.

Valid Values
string

where:
string
is a valid password.

Data Source Method

setKeyStorePassword
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Default

None

Data Type
String

See also
* EncryptionMethod on page 81
* Data Encryption on page 59

LoginConfigName

Purpose

Specifies the name of the entry in the JAAS login configuration file that contains the authentication technology
used by the driver to establish a Kerberos connection. The LoginModule-specific items found in the entry are
passed on to the LoginModule.

Valid Values
entry_namne

where:
entry_nane

is the name of the entry that contains the authentication technology used with the driver.

Example

In the following example, JDBC_DRI VER 01 is the entry name while the authentication technology and related
settings are found in the brackets.

JDBC_DRI VER 01 {
com sun. security. aut h. nrodul e. Kr b5Logi nMbdul e requi red useTi cket Cache=tr ue;

b

Default
JDBC DRI VER 01

Data Type
String

See also
* Authentication on page 53

* The JAAS login configuration file on page 57
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LoginTimeout

Purpose

Specifies the amount of time, in seconds, that the driver waits for a connection to be established before timing
out the connection request.

Valid Values
0|x

where:
X

is a positive integer that represents a number of seconds.

Behavior
If set to O, the driver does not time out a connection request.

If set to x, the driver waits for the specified number of seconds before returning control to the application and
throwing a timeout exception.

Data Source Method

setLoginTimeout

Default
0

Data Type

int

MaxPooledStatements

Purpose

Specifies the maximum number of pooled prepared statements for this connection. Setting MaxStatements to
an integer greater than zero (0) enables the driver’s internal prepared statement pooling, which is useful when
the driver is not running from within an application server or another application that provides its own prepared
statement pooling.

Valid Values
0|x

where
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is a positive integer that represents a number of pooled prepared statements.

Behavior
If set to O, the driver’s internal prepared statement pooling is not enabled.

If set to x, the driver enables the DataDirect Statement Pool and uses the specified value to cache a certain
number of prepared statements created by an application. If the value set for this property is greater than the
number of prepared statements that are used by the application, all prepared statements that are created by
the application are cached. Because CallableStatement is a sub-class of PreparedStatement, CallableStatements
also are cached.

Example

If the value of this property is set to 20, the driver caches the last 20 prepared statements that are created by
the application.

Data Source Method

setMaxPooledStatements

Default
0

Data Type

int

Alias

MaxStatements

See also

* Referto "Statement Pool Monitor" in the Progress DataDirect for JDBC Drivers Reference for further details.

¢ Statement Pooling Properties on page 49

Password

Purpose

Specifies a password that is used to connect to the database.

Valid Values
string

where:
string

is a valid password. The password is case-sensitive.
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Data Source Method

setPassword

Default

None

Data Type
String

PortNumber

Purpose

Specifies the TCP port of the primary database server that is listening for connections to the database. This
property is supported only for data source connections.

Valid Values
port

where:
port
is the port number.

Data Source Method

setPortNumber

Default
21050

Data Type

int

ProgramliD

Purpose

Specifies the driver and version information on the client to be stored in the database. This value is stored
locally and is used for database administration/monitoring purposes.

Valid Values
string

where:
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string

is a value that identifies the product and version of the driver on the client.

Example
DDJ04200

Data Source Method

setProgram|D

Default
empty string

Data Type
String

See also
* Client Information on page 61

* Client Information Properties on page 49

RegisterStatementPoolMonitorMBean

Purpose

Registers the Statement Pool Monitor as a JMX MBean when statement pooling has been enabled with
MaxPooledStatements. This allows you to manage statement pooling with standard JMX API calls and to use
JMX-compliant tools, such as JConsole.

Valid Values

true|fal se

Behavior

If settot r ue, the driver registers an MBean for the statement pool monitor for each statement pool. This gives
applications access to the Statement Pool Monitor through JMX when statement pooling is enabled.

If set to f al se, the driver does not register an MBean for the statement pool monitor for any statement pool.

Notes

Registering the MBean exports a reference to the Statement Pool Monitor. The exported reference can prevent
garbage collection on connections if the connections are not properly closed. When garbage collection does
not take place on these connections, out of memory errors can occur.

Data Source Method

setRegisterStatementPoolMonitorMBean
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Default

fal se

Data Type

boolean

See also

* Referto "Statement Pool Monitor" in the Progress DataDirect for JDBC Drivers Reference for further details.

¢ Statement Pooling Properties on page 49

* MaxPooledStatements on page 89

RemoveColumnQualifiers

Purpose

Specifies whether the driver removes 3-part column qualifiers and replaces them with alias.column qualifiers.

Valid Values

true|fal se

Behavior

If set to t r ue (enabled), the driver removes 3-part column qualifiers and replaces them with alias.column
qualifiers.

If set to f al se, the driver does not modify the request.

Data Source Method

setRemoveColumnQualifiers

Default
f al se (Disabled)

Data Type

boolean

See also

Performance Considerations
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ServerName

Purpose

Specifies either the IP address or the server name (if your network supports named servers) of the primary
database server. This property is supported only for data source connections.

Valid Values
string

where:
string
is a valid IP address or server name.

Example
122. 23. 15. 12 or Myl npal aSer ver

Data Source Method

setServerName

Default

None

Data Type
String

ServicePrincipalName

Purpose

Specifies the service principal name to be used for Kerberos authentication.

Valid Values
Servi cePrinci pal Name

where:
Servi cePri nci pal Name
is the three-part service principal name registered with the key distribution center (KDC).

Specify the service principal name using the following format:
Service_Nane/ Ful ly_Qual i fi ed_Domai n_Nanme@EALM COM

where:
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Servi ce_Name

is the name of the service hosting the instance. It is the same value as the kr b_svr nane configuration
parameter on the server. The defaultis i npal a.

Ful ly _Qualified Domai n_Nane

is the fully qualified domain name (FQDN) of the host machine. This value must match the FQDN
registered with the KDC. The FQDN consists of a host name and a domain name. For the example
nmyserver. exanpl e. com nyser ver is the host name and exanpl e. comis the domain name.

REALM COM

is the domain name of the host machine. This value is optional. If no value is specified, the default
domain is used. The domain must be specified in upper-case characters. For example, EXAMPLE. COM
For Windows Active Directory, the Kerberos realm name is the Windows domain name.

Example

The following is an example of a valid service principal name:

i npal a/ nyserver. exanpl e. com@XAMPLE. COM

Notes

* If AuthenticationMethod is set to user | dPasswor d, the value of the ServicePrincipalName property is
ignored.

Data Source Method

setServicePrincipalName

Default

None

See also
* Authentication on page 53
* AuthenticationMethod on page 74

* Configuring the driver for Kerberos authentication on page 54

SpyAttributes

Purpose

Enables DataDirect Spy to log detailed information about calls issued by the driver on behalf of the application.
DataDirect Spy is not enabled by default.

Valid Values
(spy_attribute[;spy_ attribute]...)
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where:
spy_attribute

is any valid DataDirect Spy attribute.

Behavior

Attribute Description

l'i neli mt=nunberofchars Sets the maximum number of characters that
DataDirect Spy logs on a single line.

The default is 0 (no maximum limit).

| oad=cl assnane Loads the driver specified by cl assnane.

| og=(file)fil ename Directs logging to the file specified by fi | enamne.

For Windows, if coding a path to the log file in a Java
string, the backslash character (\) must be preceded
by the Java escape character, a backslash. For
example:

log=(file)C\\tenp\\spy. | og; | ogl S=yes; | ogTNne=yes.

log=(filePrefix)file prefix Directs logging to a file prefixed by fi | e_prefi x.
The log file is named fi | e_prefi xXl og

where:

Xis an integer that increments by 1 for each connection
on which the prefix is specified.

For example, if the attribute
log=(filePrefix)C\\temp\\spy_is specified
on multiple connections, the following logs are created:

C\temp\spy_1.1o0g
C\temp\spy_2.1o0g
C\temp\spy_3.1o0g

If coding a path to the log file in a Java string, the
backslash character (\) must be preceded by the Java
escape character, a backslash.

For example:

log=(fileRrefix)C\\tenp\\spy_; | ogl S=yes; | ogTNane=yes.

| og=Syst em out Directs logging to the Java output standard,
System out .
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Attribute Description

| ogl S={yes | no | nosi ngl eread} Specifies whether DataDirect Spy logs activity on
I nput St r eamand Reader objects.

When | ogl S=nosi ngl er ead, logging on

| nput St r eamand Reader objects is active; however,
logging of the single-byte read | nput St r eam r ead
or single-character Reader . r ead is suppressed to
prevent generating large log files that contain
single-byte or single character read messages.

The default is no.

| ogLobs={yes |no} Specifies whether DataDirect Spy logs activity on
BLOB and CLOB objects.

| ogTNarme={yes | no} Specifies whether DataDirect Spy logs the name of
the current thread.

The default is no.

ti mestanp={yes |no} Specifies whether a timestamp is included on each
line of the DataDirect Spy log.

The defaultis yes.

Notes

If coding a path on Windows to the log file in a Java string, the backslash character (\) must be preceded by
the Java escape character, a backslash. For example: | og=(file) C:\\tenp\\spy. | og.

Example

The following value instructs the driver to log all JDBC activity to a file using a maximum of 80 characters for
each line.

(log=(file)/tnp/spy.log;!linelimt=80)

Data Source Method
setSpyAttributes

Default

None

See also

Refer to "Tracking JDBC Calls with DataDirect Spy" in the Progress DataDirect for JDBC Drivers Reference
for more information about using DataDirect Spy.
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StringDescribeType

Purpose

Specifies whether String columns are described as VARCHAR columns. This property affects ResultSetMetaData
calls; it does not affect getTypelnfo() calls.

Valid Values

var char |l ongvar char

Behavior
If set to var char, String columns are described as VARCHAR.

If set to | ongvar char, String columns are described as LONGVARCHAR.

Notes

To obtain data from String columns with the getClob() method, the StringDescribeType connection property
must be set to | ongvar char . Otherwise, calling getClob() results in an "unsupported data conversion"
exception.

Data Source Method
setStringDescribeType

Default

var char

Data Type
String

See also

Performance Considerations

TransactionMode

Purpose

Specifies how the driver handles manual transactions.

Valid Values

i gnore | noTransacti ons
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Behavior

If setto i gnor e, the data source does not support transactions and the driver always operates in auto-commit
mode. Calls to set the driver to manual commit mode and to commit transactions are ignored. Calls to rollback
a transaction cause the driver to throw an exception indicating that no transaction is started. Metadata indicates
that the driver supports transactions and the READ UNCOMMITTED transaction isolation level.

If setto noTr ansact i ons, the data source and the driver do not support transactions. Metadata indicates
that the driver does not support transactions.

Notes

Impala does not support transactions, and by default, the Impala driver reports that transactions are not
supported. However, some applications will not operate with a driver that reports transactions are not supported.
The TransactionMode connection property allows you to configure the driver to report that it supports transactions.
In this mode, the driver ignores requests to enter manual commit mode, start a transaction, or commit a
transaction. Requests to rollback a transaction return an error regardless of the transaction mode specified.

Data Source Method

setTransactionMode

Default

noTr ansacti ons

Data Type
String

TrustStore

Purpose

Specifies the directory of the truststore file to be used when SSL is enabled (Encr ypt i onMet hod=SSL) and
server authentication is used. The truststore file contains a list of the Certificate Authorities (CAs) that the client
trusts.

This value overrides the directory of the truststore file that is specified by the javax.net.ssl.trustStore Java
system property. If this property is not specified, the truststore directory is specified by the javax.net.ssl.trustStore
Java system property.

This property is ignored if Val i dat eServer Certi fi cat e=fal se.

Valid Values
string

where:
string

is the directory of the truststore file.

Data Source Method

setTrustStore
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Default

None

Data Type
String

See also
* EncryptionMethod on page 81
* Data Encryption on page 59

TrustStorePassword

Purpose

Specifies the password that is used
and server authentication is used.
client trusts.

This value overrides the password

to access the truststore file when SSL is enabled (Encr ypt i onMet hod=SSL)
The truststore file contains a list of the Certificate Authorities (CAs) that the

of the truststore file that is specified by the javax.net.ssl.trustStorePassword

Java system property. If this property is not specified, the truststore password is specified by the
javax.net.ssl.trustStorePassword Java system property.

This property is ignored if Val i dat eServer Certi fi cat e=fal se.

Valid Values
string

where:

string

is a valid password for the truststore file.

Data Source Method

setTrustStorePassword

Default

None

Data Type
String

See also
* EncryptionMethod on page 81
* Data Encryption on page 59
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UseCurrentSchema

Purpose

Specifies whether results are restricted to the tables and views in the current schema if a call is made without
specifying a schema or if the schema is specified as the wildcard character %. Restricting results to the tables
and views in the current schema improves performance of calls that do not specify a schema.

Valid Values

true|fal se

Behavior

If set to t r ue, the results that are returned from getTables() and getColumns() methods are restricted to the
tables and views in the current schema.

If set to f al se, the results that are returned from getTables() and getColumns() methods are not restricted.

Default

fal se

Data Type

Boolean

See also

Performance Considerations

User

Purpose

Specifies the user name that is used to connect to the database.

Valid Values
string

where:
string

is a valid user name. The user name is case-insensitive.

Default

None
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Data Type
String

ValidateServerCertificate

Purpose

Determines whether the driver validates the certificate that is sent by the database server when SSL encryption
is enabled (Encr ypt i onMet hod=SSL). When using SSL server authentication, any certificate that is sent by
the server must be issued by a trusted Certificate Authority (CA). Allowing the driver to trust any certificate that
is returned from the server even if the issuer is not a trusted CA is useful in test environments because it
eliminates the need to specify truststore information on each client in the test environment.

Valid Values

true|fal se

Behavior

If set to t r ue, the driver validates the certificate that is sent by the database server. Any certificate from the
server must be issued by a trusted CA in the truststore file. If the HostNamelnCertificate property is specified,
the driver also validates the certificate using a host name. The HostNamelnCertificate property is optional and
provides additional security against man-in-the-middle (MITM) attacks by ensuring that the server the driver is
connecting to is the server that was requested.

Ifsettof al se, the driver does not validate the certificate that is sent by the database server. The driver ignores
any truststore information that is specified by the TrustStore and TrustStorePassword properties or Java system
properties.

Notes

* Truststore information is specified using the TrustStore and TrustStorePassword properties or by using
Java system properties.

Data Source Method

setValidateServerCertificate

Default

true

Data Type

boolean

See also
* EncryptionMethod on page 81
* Data Encryption on page 59
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Supported SQL Functionality

The Progress DataDirect Connect XE for JDBC for Impala driver supports an extended set of SQL-92, in addition
to the syntax for Impala SQL, which is a subset of SQL-92 and HiveQL.

Refer to the Impala SQL Language Reference documentation for information about using Impala SQL.

For details, see the following topics:

¢ Data Definition Language

*  Column Name Qualification
* From Clause

* Group By Clause

* Having Clause

* Order By Clause

* For Update Clause

* Set Operators

*  Subqueries

* SQL Expressions

* Restrictions
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Data Definition Language

The Impala driver supports a broad set of DDL, including (but not limited to) the following:
* CREATE Database and DROP Database

* CREATE Table and DROP Table

* ALTER Table and ALTER Partition statements

* CREATE View and DROP View

¢ CREATE Function and DROP Function

Refer to the Impala Language Reference documentation for information about using Impala SQL.

Column Name Qualification

A column can only be qualified with a single name. Furthermore, a table can be qualified with a database (JDBC
schema) name in the FROM clause, and in some cases, must also be aliased. Aliasing may not be necessary
if the database qualifier is not the current database.

The driver can work around these limitations using the Remove Column Qualifiers connection option.

* If setto 1, the driver removes three-part column qualifiers and replaces them with alias.column qualifiers.
* If setto 0, the driver does not do anything with the request.

Suppose you have the following ANSI SQL query:

SELECT schena. t abl el. col 1, schema. t abl e2. col 2 FROM schena. t abl el, schenn. t abl e2
VWHERE schenm. t abl el. col 3=schena. t abl e2. col 3

If the Remove Column Qualifiers connection option is enabled, the driver replaces the three-part column
qualifiers:

SELECT tablel.coll,
tabl e2. col 2 FROM schenn. tabl el tablel JON schena.table2 table2
WHERE tablel.col3 = table2. col3

From Clause

LEFT, RIGHT, and FULL OUTER JOINs are supported, as are LEFT SEMI JOINs and CROSS JOINs using
the equal comparison operator, as shown in the following examples:

SELECT a.* FROMa JON b ON (a.id = b.id AND a. departnment = b. departnent)

SELECT a.val, b.val, c.val FROMa JON b ON (a. key = b.keyl) JONc ON
(c. key = b. key2)

SELECT a.val, b.val FROM a LEFT OQUTER JO N b ON (a. key=b. key)
WHERE a. ds='2009-07-07' AND b. ds='2009-07-07'

However, the following syntax fails because of the use of non-equal comparison operators.
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Group By Clause

SELECT a.* FROMa JON b ON (a.id <> b.id)

Impala SQL does not support join syntax in the form of a comma-separated list of tables. The driver, however,
overcomes this limitation by translating the SQL into Impala SQL, as shown in the following examples.

ANSI SQL 92 Query Impala SQL Translation

SELECT * FROMt1l, t2 WHERE a = SELECT * FROMt1 t1 JON1t2 t2 WHERE a = b

b

SELECT * FROMt1l vy, t2 x WHERE SELECT * FROMt1l y JONt2 x WHERE a = b

a=m~nb

SELECT * FROM t2, (SELECT * SELECT * FROMt2 t2 JON (SELECT * FROMt1 t1) X
FROM t1) X

Group By Clause

The Group By clause is supported, with the following Entry SQL level restrictions:
* The COLLATE clause is not supported.
e SELECT DISTINCT is not supported.

* The grouping column reference cannot be an alias. The following queries fail because f ¢ is an alias for the
i ntcol column:

SELECT intcol AS fc, COUNT (*) FROM p_gtable GROUP BY fc

SELECT f(col) as fc, COUNT (*) FROMtabl e name GROUP BY fc

Having Clause

The Having Clause is supported, with the following Entry SQL level restriction: a GROUP BY clause is required.

Order By Clause

The Order By clause is supported, with the following Entry SQL level restrictions:
* An integer sort key is not allowed.

* The COLLATE clause is not supported.

* ALIMIT clause or a default ORDER BY limit for result sets is required.

Default ORDER BY Limit

Impala will not return result sets for statements containing an order by clause unless a limit clause is included
or a default limit is specified for result sets. A default limit can be set in the server; however, this limits the result
sets for all queries, not just statements containing the ORDER BY clause.

The driver can work around these limitations by using the DefaultOrderByLimit connection property.
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where:
X
is a positive integer that represents maximum number of rows returned.

If set to x, the number of rows returned by a SQL statement containing an ORDER BY clause are limited to
the specified number of rows for the session. To override this value, specify a new value in a LIMIT clause in
the statement that is being executed.

If setto - 1(disabled), there is no default limit the number of rows returned by a statement containing an ORDER
BY clause. The application must limit the number of rows returned by SQL statements that contain an ORDER
BY clause, or Impala will return an error.

For Update Clause

Not supported in this release. If present, the driver strips the For Update clause from the query.

Set Operators

Supported, with the following Entry SQL level restrictions:
* UNION is not supported.

Therefore, the following query fails:

SELECT * FROM t1 UNI ON SELECT * FROM t 2

* UNION ALL is supported.
Therefore, the following query works:

SELECT * FROMt1l UNION ALL SELECT * FROM t 2

In addition, INTERSECT or EXCEPT are not supported.

Subqueries

A query is an operation that retrieves data from one or more tables or views. In this reference, a top-level query
is called a Select statement, and a query nested within a Select statement is called a subquery.

Subqueries are supported, with the following Entry SQL level restriction: subqueries can only exist in the FROM
and WHERE clauses, that is, in a derived table. In the following example, the second Select statement is a
subquery:

SELECT * FROM (SELECT * FROMt1 UNI ON ALL SELECT * FROMt2) sq

Although Impala currently does not support IN or EXISTS subqueries, you can efficiently implement the
semantics by rewriting queries to use LEFT SEMI JOIN.
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SQL Expressions

An expression is a combination of one or more values, operators, and SQL functions that evaluate to a value.
You can use expressions in the Where and Having clauses of Select statements.

Expressions enable you to use mathematical operations as well as character string manipulation operators to
form complex queries.

Valid expression elements are:

Constants on page 107

Numeric Operators on page 107
Character Operator on page 108
Relational Operators on page 108
Logical Operators on page 108

Functions on page 109

Constants

Impala uses binary literals for internal functions. Although the driver supports binary literals, no useful information
is returned.

Numeric Operators

You can use a numeric operator in an expression to negate, add, subtract, multiply, and divide numeric values.
The result of this operation is also a numeric value. The + and - operators are also supported in date/time fields
to allow date arithmetic.

The following table lists the supported arithmetic operators.

Table 13: Numeric Operators

Entry SQL Level Operator Impala SQL Operator
* Supported
+ Supported
- Supported
/ Supported
" (XOR) N/A
% (Mod) N/A
& (bitwise AND) N/A
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Character Operator

The concatenation operator (||) is not supported; however, the CONCAT function is supported by Impala SQL.
SELECT CONCAT(' Nane is', '(enane FROM enp)’)

Relational Operators

Relational operators compare one expression to another. The following table lists the supported relational
operators.

Table 14: Relational Operators Supported with Impala

Entry SQL Level Operator Support in Impala SQL
<> Supported
< Supported
<= Supported
= Supported
<=> Supported
> Supported
>= Supported
IS [NOT] NULL Supported
[NOT] BETWEEN x AND y Supported
[NOT] IN Supported
EXISTS Supported
[NOT] LIKE Supported, except that no collate clause is allowed
RLIKE Supported
REGEXP Supported

Logical Operators

A logical operator combines the results of two component conditions to produce a single result or to invert the
result of a single condition. The following table lists the supported logical operators.
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Table 15: Logical Operators

Operator Support in Impala HQL
NOT ! Supported
AND && Supported
OR || Supported
Functions

The following tables show how SQL-92 functions are supported in the Impala Query Language. Additional

methods may be supported with JDBC Escapes.

Table 16: Set Functions Supported

Set Function Support in Impala SQL
Count Supported
AVG Supported
MIN Supported
MAX Supported
SUM Supported
DISTINCT Supported
ALL Supported

Table 17: Numeric Functions Supported

Numeric Function

Support in Impala SQL

CHAR_LENGTH CHARACTER_LENGTH

Not supported. Use LENGTH(string) instead.

Position...In Not supported
BIT_LENGTH(s) Not supported
OCTET_LENGTH(str) Not supported
EXTRACT...FROM Not supported
Table 18: String Functions Supported
String Function Support in Impala SQL
Substring Supported
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String Function Support in Impala SQL
Convert ... using Not supported
TRIM Supported.
Leading Not supported. Use LTRIM.
Trailing Not supported. Use RTRIM.
Both Not supported (default behavior of TRIM)

Table 19: Date/Time Functions Supported

Date/Time Function Support in Impala SQL
CURRENT_DATE() Not supported’
CURRENT_TIME( ) Not supported’
CURRENT_TIMESTAMP Not supported. Use UNIX_TIMESTAMP()".

Table 20: System Functions Supported

System Function Support in Impala SQL
CASE ... END Supported.
COALESCE Supported.
NULLIF Not supported.™
CAST Supported.

Refer to "Scalar functions" in the Progress DataDirect for JDBC Drivers Reference for more information.

" Supported by JDBC Escapes
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Restrictions

Cloudera Impala has the following SQL restrictions:

* Column values and parameters are always nullable.
* No support for row-level updates or deletes

* No support for stored procedures

* No ROWID support

* No support for materialized views

* No support for synonyms

* Primary and foreign keys are not supported.

* Support for indexes is incomplete.

* A single quote within a string literal must be escaped using a \ instead of using a single quote. Because
string literals can be expressed with either single or double quotation marks, Impala's would be written as
'Impala\'s' or "Impala\'s”.
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