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Welcome to the Progress DataDirect for
JDBC for Google BigQuery Driver

The Progress® DataDirect® for JDBC™ for Google BigQuery” driver supports both standard and legacy SQL dialects
of Google BigQuery. It allows create, read, update, and delete operations in internal tables (stored inside Google
BigQuery) and read operations in external tables (stored in data sources outside Google BigQuery). It leverages
the SQL engine functionality of Google BigQuery to execute SQL queries.

The documentation for the driver also includes the Progress DataDirect for JDBC Drivers Reference. The
reference provides general reference information for all DataDirect drivers for JDBC, including content on
troubleshooting, supported SQL escapes, and DataDirect tools.

For the complete documentation set, visit the Progress DataDirect Connectors Documentation Hub:
https://docs.progress.com/category/datadirect-google-bigquery.

For details, see the following topics:

* What's new in this release?

* Requirements

* Installing and setting up the driver
* Driver and DataSource classes

¢ Connection URL

* Connection properties

* Standard and legacy SQL support
¢ Data types
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* SQL escape sequences
* DataDirect tools

* Troubleshooting

* Additional information

* Contacting Technical Support

What's new in this release?

Support and certification

Visit the following web pages for the latest support and certification information.
* Release Notes: https://www.progress.com/datadirect-connectors/whats-new#jdbc

* DataDirect Product Compatibility Guide:
https://docs.progress.com/bundle/datadirect-product-compatibility/resource/datadirect-product-compatibility.pdf

Changes Since 6.0.0
* Enhancements

* The driver has been enhanced to comply with FIPS standards for data encryption. As part of this
enhancement, the driver was tested with FIPS 140-3 enabled using a Red Hat OpenJDK 21 on a Red
Hat Universal Base Image 9 instance. See FIPS (Federal Information Processing Standard) on page 45
for details.

* The driver has been enhanced to retry API call executions when an HTTP failure or driver exception
occurs. You can configure this behavior with the new RetryExceptions connection property. When this
property is set to 1, the driver uses the retry value specified by the WSRetryCount connection property.
See RetryExceptions on page 90 for details.

* The driver has been enhanced to support fetching access and refresh tokens at connection when
OAuth2.0 is enabled. When using the new dynamic authorization code grant, you can initiate an
authorization code grant flow by specifying login credentials using the login prompt for your service,
thereby providing a method to authenticate without fetching access and refresh tokens via the
Configuration Manager or a third-party application. In addition, the new EnableLoginPrompt and
RedirectURI properties have been added to enable this functionality. See Dynamic authorization code
grant on page 40, EnableLoginPrompt on page 70, RedirectURI on page 87 and for details.

* The driver has been enhanced to support the JSON and Interval data types.

* The driver has been enhanced to allow users to specify values for the following connection properties:
* AuthURI on page 58 and TokenURI on page 102 for OAuth 2.0 authentication
* JWTAudience on page 75 and TokenURI on page 102 for Service Account authentication

Earlier, these properties were hidden and their default values were used for authenticating to Google
BigQuery. See Configuring OAuth 2.0 authentication on page 39 and Configuring service account
authentication on page 41 for details.

* The driver has been enhanced to support the Google BigQuery Streaming APl when executing batch
inserts. This behavior can be configured using the UseStreaminglnsert connection property. See Google
BigQuery Streaming API for details.

10
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What's new in this release?

* The driver has been enhanced with the new PrimaryKeyPattern connection property, which allows you
to determine which column in a table is designated as the primary key. Google BigQuery does not have
the concept of primary keys, or even uniqueness. However, some applications do not function properly
without at least one column in a table designated as the primary key. This property allows your applications
that require a primary key to function correctly when connecting to Google BigQuery data sources.

* The driver has been enhanced to support the BIGNUMERIC data type. See Data types on page 16 for
more information.

* The ServiceAccountKeyContent connection property has been added to the driver. This property allows
you to specify the private key required for service account authentication without having to persist the
. j son or. pl12 file that contains the private key. See Configuring service account authentication on
page 41 and ServiceAccountKeyContent on page 95 for details.

* The EnableCatalogSupport connection property has been added to the driver. It determines whether
the driver supports specifying values for catalog parameters in metadata calls.

* The driver has been enhanced to support the Google BigQuery Storage APl when fetching large result
sets. See Google BigQuery Storage API and Storage API properties for details.

Note: Currently, the Storage API is supported only on Windows 64-bit, Linux 64-bit, and JVM 64-bit. If
an application attempts to use the Storage API on an unsupported platform, the driver falls back to the
Standard API.

* Thedriver has been enhanced to include timestamp in the Spy and JDBC packet logs by default. If required,
you can disable the timestamp logging by specifying the following at connection. For Spy logs, set
spyAttri butes=(1og=(file)Spy.!|og;timestanp=no) and for JDBC packet logs, set
ddt dbg. Pr ot ocol Tr aceShowTi ne=f al se.

* Interactive SQL for JDBC (JDBCISQL) is now installed with the product. JDBCISQL is a command-line
interface that supports connecting your driver to a data source, executing SQL statements and retrieving
results in a terminal. This tool provides a method to quickly test your drivers in an environment that does
not support GUls.

* Changed Behavior

* The connection property SpyAt t ri but es has been updated to exclude the attribute | oad=cl assnane,
which was previously used to load the driver specified by the given class name. See SpyAttributes on
page 97 for details.

* The default value of the WSRetryCount connection option has been changed to 5.

* The default value of the SchemaSet configuration option has been changed to the project and dataset
specified at connection. For details, see SchemaSet (Configuration Option) on page 64

Highlights of 6.0.0 Release

* The driver supports both standard and legacy Google BigQuery SQL dialects. See Standard and legacy
SQL support on page 15 for more information.

* The driver supports JDBC core functions. For details, refer to "JDBC support" in the Progress DataDirect
for JDBC Drivers Reference.

* Thedriver serves as a complete pass-through driver. It leverages Google BigQuery SQL engine to execute
queries.

* The driver supports create, read, update, and delete (CRUD) operations.
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The driver returns data for complex data types, such as Array and Struct, as JSON strings, which are easy
to comprehend for the JDBC applications. See JsonFormat on page 74 for more information.

The driver provides proxy support. See ProxyHost on page 84, ProxyPassword on page 85, ProxyPort on
page 86, and ProxyUser on page 86 for more information.

The driver supports the handling of large result sets with configurable paging and the FetchSize on page
71 and WSFetchSize on page 104 connection properties.

Requirements

The driver is compatible with JDBC 2.0, 3.0, and 4.0.

The driver requires a Java Virtual Machine (JVM) that is Java SE 8 or higher, including Oracle JDK, OpenJDK,
and IBM SDK (Java) distributions.

Installing and setting up the driver

This section provides you with an overview of the steps required to install and set-up the driver. After completing
this procedure, you will be able to begin accessing data with your application.

To begin accessing data with the driver:

1.

Install the driver:
a) After downloading the product, unzip the installer files to a temporary directory.
b) From the installer directory, run the appropriate installer file to start the installer.

* Windows: PROGRESS_DATADI RECT_JDBC | NSTALL. exe
*+ Non-Windows: PROGRESS_DATADI RECT_JDBC_ | NSTALL. j ar

c) Follow the prompts to complete installation.

The installer program supports multiple installation methods, including command-line and silent installations.
For detailed instructions, refer to the Progress DataDirect for JDBC Drivers Installation Guide.

. Set your system CLASSPATH to include the driver . j ar file. The CLASSPATH is the search string your

Java Virtual Machine (JVM) uses to locate JDBC drivers on your computer. The following examples
demonstrate setting the CLASSPATH from a command line using the default installation directory.

* Windows Example

CLASSPATH=. ; C:\ Program Fi | es\ Progress\ Dat abi rect\ JDBC\ | i b\ 60\ googl ebi gquery. j ar

* UNIX/LINUX Example

CLASSPATH=. : / opt / Progr ess/ Dat aDi rect /JDBC/ | i b/ 60/ googl ebi gquery. j ar

3. Configure your driver using one of the following methods:

12
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¢ Connection URL: You can begin using the driver immediately by passing a connection URL with your
application or tool. For example:

j dbc: dat adi rect : googl ebi gquery: Proj ect =nmypr oj ect ; Dat aset =nydat aset ;
AccessToken=abcdef ghi 12345678; Ref r eshToken=wxyz123456789;
Clientl D=123abc. apps. googl eusercont ent. com O i ent Secr et =ab123xy;

Note: See Authentication on page 39 to know more about user ID/password authentication and other
authentication methods you can use to connect to the server.

* Data sources: The driver also supports connecting using JDBC data sources. A JDBC data source is
a Java object, specifically a DataSource object, that defines connection information required for a JDBC
driver to connect to the database. See Connecting using data sources for more information.

Note: For most connections, specifying the minimum required connection properties is sufficient to begin
accessing data; however, you can provide values for optional properties to use additional supported features
and improve performance.

4. Set the values for any optional properties that you want to configure. For additional information on optional
features and functionality, see the following resources:

* Connection property descriptions provides a complete list of supported properties by functionality.

* Performance considerations describes connection properties that affect performance, along with
recommended settings.

5. Connect to your service and begin accessing data with your applications, Bl tools, database tools, and
more. To help you get started, the following resources guide you through the processes for testing
Dr i ver Manager and data source connections, and the SQL statements supported by the driver.

* Testing a DriverManager connection: This section discusses how to establish and testa Dr i ver Manager
connection using DataDirect Test.

* Testing a data source connection: This section discusses how to establish and test a data source
connection using DataDirect Test.

This completes the deployment of the driver.

Driver and DataSource classes

The Dri ver class for the driver is:
com ddt ek. j dbc. googl ebi gquery. Googl eBi gQueryDri ver
The Dat aSour ce class for the driver is:

com ddt ek. j dbcx. googl ebi gquery. Googl eBi gQuer yDat aSour ce

Progress DataDirect for JDBC for Google BigQuery Driver: User's Guide: Version 6.0.0 13
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Connection URL

After setting the CLASSPATH, the required connection information needs to be passed in the form of a
connection URL.

j dbc: dat adi r ect : googl ebi gquery: Proj ect =pr oj ect ; Dat aset =dat aset ;
AccessToken=accesst oken; Ref reshToken=r ef r esht oken; dientlD=clientid;
CientSecret=clientsecret[;property=value[;...]]

Note:
* Connection property names are case-insensitive. For example, Pr oj ect is the same as pr oj ect .

* For connection properties that support string values, use the following escape sequence to specify values
containing leading or trailing spaces and curly brackets: { val ue} . For example: Pr oj ect ={ nmypr oj ect
} orProject={{myproject}}.

where:
Pr oj ect

specifies the name of the project that you want the driver to connect to. The projects in Google
BigQuery are equivalent to catalogs in JDBC.

Dat aset

specifies the name of the dataset that you want the driver to connect to. The datasets in Google
BigQuery are equivalent to schemas in JDBC.

AccessToken
specifies the access token required to authenticate to a Google BigQuery instance.
Ref reshToken

specifies the refresh token used to either request a new access token or renew an expired access
token.

CientlD

specifies the consumer key for your application.
Client Secret

specifies the consumer secret for your application.

The following example shows how to establish a connection to a Google BigQuery instance.

Connecti on conn = Driver Manager . get Connecti on

("j dbc: dat adi rect : googl ebi gquery: Proj ect =mypr oj ect ; Dat aset =nydat aset ;
AccessToken=abcdef ghi 12345678; Ref reshToken=wxyz123456789;

Clientl D=123abc. apps. googl euser cont ent. com C i ent Secr et =ab123xy");

14 Progress DataDirect for JDBC for Google BigQuery Driver: User's Guide: Version 6.0.0



Connection properties

See also
Connection property descriptions on page 51

Connection properties

The driver includes over 40 connection properties. You can use connection properties to customize the driver
for your environment. Connection properties can be used to accomplish different tasks, such as implementing
driver functionality and optimizing performance. You can specify connection properties in a connection URL
or within a JDBC data source object.

See Connection property descriptions on page 51 for more information.

See also
Connection property descriptions on page 51

Standard and legacy SQL support

The driver supports both standard and legacy SQL dialects of Google BigQuery. By default, the driver uses
standard SQL to execute queries. However, you can change the dialect to legacy SQL either by adding the
prefix #| egacy SQ. to a query or by setting the Syntax connection property to | egacy (Synt ax=Il egacy).

The following example demonstrates how to use the prefix #l egacySQL in a query:

#| egacySQL
SELECT | D, nane FROM [ bi gquery- publ i c- dat a: sanpl es. EMP]
VWHERE name CONTAI NS "RA";

Note: In both standard and legacy SQL dialects, some of the identifiers, the names associated with SQL
objects, are case-sensitive. For more information about identifiers and the complete list of case-sensitive
identifiers, refer to the Google BigQuery documentation.

See also
Syntax on page 101

Using identifiers

Identifiers are used to refer to objects exposed by the driver, such as tables, columns, or caches. Certain
identifiers are case-sensitive, as defined by Google BigQuery. The driver supports both unquoted and quoted
identifiers for naming objects.

An unquoted identifier must start with an ASCII alpha character and can be followed by zero or more ASCII
alpha or numeric characters. Quoted identifiers must be enclosed in double quotation marks (""). A quoted
identifier can contain any Unicode character, including the space character. The Google BigQuery driver
recognizes the Unicode escape sequence \uxxxx as a Unicode character.

The maximum length of both quoted and unquoted identifiers is 1024 characters.
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Note: For more information about identifiers and the complete list of case-sensitive identifiers, refer to the

Google BigQuery documentation.

Data types

The following table lists the data types supported by the driver and the JDBC data types they are mapped to.

Table 1: Google BigQuery Data Types

Google BigQuery Data Type JDBC Data Type
ARRAY VARCHAR
BIGNUMERIC DECIMAL
BOOL BOOLEAN
BYTES VARBINARY
DATE DATE
DATETIME TIMESTAMP
FLOAT64 DOUBLE
GEOGRAPHY VARCHAR
INTERVAL VARCHAR
INT64 BIGINT
JSON LONGVARCHAR
NUMERIC DECIMAL
RECORD VARCHAR
STRING VARCHAR
TIME TIME
TIMESTAMP TIMESTAMP
getTypelnfo()

The DatabaseMetaData.getTypelnfo() method returns information about data types. The following table provides
getTypelnfo() results for supported Google BigQuery data types.

16 Progress DataDirect for JDBC for Google BigQuery Driver: User's Guide: Version 6.0.0
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Table 2: getTypelnfo() Results

TYPE_NAME = ARRAY

AUTO_INCREMENT = false
CASE_SENSITIVE = true
CREATE_PARAMS = NULL
DATA_TYPE = 12 (VARCHAR)
FIXED_PREC_SCALE = false
LITERAL_PREFIX ="
LITERAL_SUFFIX ="
LOCAL_TYPE_NAME = ARRAY
MAXIMUM_SCALE = NULL

MINIMUM_SCALE = NULL
NULLABLE =1
NUM_PREC_RADIX = NULL
PRECISION = 255
SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = NULL

TYPE_NAME = BIGNUMERIC

AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = 3 (DECIMAL)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = NULL
LITERAL_SUFFIX = NULL
LOCAL_TYPE_NAME = BIGNUMERIC
MAXIMUM_SCALE = 77

MINIMUM_SCALE =0
NULLABLE =1
NUM_PREC_RADIX =10
PRECISION =77
SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = false

TYPE_NAME = BOOL

AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = 16 (BOOLEAN)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = NULL
LITERAL_SUFFIX = NULL
LOCAL_TYPE_NAME = BOOL
MAXIMUM_SCALE = NULL

MINIMUM_SCALE = NULL
NULLABLE =1
NUM_PREC_RADIX = NULL
PRECISION =1

SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = NULL

Progress DataDirect for JDBC for Google BigQuery Driver: User's Guide: Version 6.0.0
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TYPE_NAME = BYTES

AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = -3 (VARBINARY)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = NULL
LITERAL_SUFFIX = NULL
LOCAL_TYPE_NAME = BYTES
MAXIMUM_SCALE = NULL

MINIMUM_SCALE = NULL
NULLABLE =1
NUM_PREC_RADIX = NULL
PRECISION = 65535
SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = NULL

TYPE_NAME = DATE

AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = 91 (DATE)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = DATE'
LITERAL_SUFFIX ="
LOCAL_TYPE_NAME = DATE
MAXIMUM_SCALE = NULL

MINIMUM_SCALE =0
NULLABLE =1
NUM_PREC_RADIX = NULL
PRECISION =10

SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = NULL

TYPE_NAME = DATETIME

AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = 93 (TIMESTAMP)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = DATETIME'
LITERAL_SUFFIX ="
LOCAL_TYPE_NAME = DATETIME
MAXIMUM_SCALE = NULL

MINIMUM_SCALE =0
NULLABLE =1
NUM_PREC_RADIX = NULL
PRECISION = 26

SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = NULL

18

Progress DataDirect for JDBC for Google BigQuery Driver: User's Guide: Version 6.0.0




Data types

TYPE_NAME = FLOAT64

AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = 8 (DOUBLE)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = NULL
LITERAL_SUFFIX = NULL
LOCAL_TYPE_NAME = FLOAT64
MAXIMUM_SCALE = NULL

MINIMUM_SCALE = -324
NULLABLE = 1
NUM_PREC_RADIX = 2
PRECISION = 15
SEARCHABLE = 3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = false

TYPE_NAME = GEOGRAPHY

AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = 12 (VARCHAR)
FIXED_PREC_SCALE = false
LITERAL_PREFIX ="
LITERAL_SUFFIX ="
LOCAL_TYPE_NAME = GEOGRAPHY
MAXIMUM_SCALE = NULL

MINIMUM_SCALE = NULL
NULLABLE =1
NUM_PREC_RADIX = NULL
PRECISION = 65535
SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = NULL

TYPE_NAME = INTERVAL

AUTO_INCREMENT = false
CASE_SENSITIVE = true
CREATE_PARAMS = NULL
DATA_TYPE =12 (VARCHAR)
FIXED_PREC_SCALE = false
LITERAL_PREFIX ="
LITERAL_SUFFIX ="
LOCAL_TYPE_NAME = INTERVAL
MAXIMUM_SCALE = NULL

MINIMUM_SCALE = NULL
NULLABLE =1
NUM_PREC_RADIX = NULL
PRECISION = 128
SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = NULL
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TYPE_NAME = INT64

AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = -5 (BIGINT)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = NULL
LITERAL_SUFFIX = NULL
LOCAL_TYPE_NAME = INT64
MAXIMUM_SCALE = NULL

MINIMUM_SCALE =0
NULLABLE =1
NUM_PREC_RADIX =10
PRECISION =19
SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = false

TYPE_NAME = JSON

AUTO_INCREMENT = false
CASE_SENSITIVE = true
CREATE_PARAMS = NULL
DATA_TYPE = -1 (LONGVARCHAR)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = JSON '
LITERAL_SUFFIX ="
LOCAL_TYPE_NAME = JSON
MAXIMUM_SCALE = NULL

MINIMUM_SCALE = NULL
NULLABLE =1
NUM_PREC_RADIX = NULL
PRECISION = 16777216
SEARCHABLE =0
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = NULL

TYPE_NAME = NUMERIC

AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = 3 (DECIMAL)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = NULL
LITERAL_SUFFIX = NULL
LOCAL_TYPE_NAME = NUMERIC
MAXIMUM_SCALE = 32767

MINIMUM_SCALE =0
NULLABLE =1
NUM_PREC_RADIX =10
PRECISION = 38
SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = false
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TYPE_NAME = RECORD
MINIMUM_SCALE = NULL

NULLABLE =1
NUM_PREC_RADIX = NULL
PRECISION = 65535
SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = NULL

AUTO_INCREMENT = false
CASE_SENSITIVE = true
CREATE_PARAMS = NULL
DATA_TYPE = 12 (VARCHAR)
FIXED_PREC_SCALE = false
LITERAL_PREFIX ="
LITERAL_SUFFIX ="
LOCAL_TYPE_NAME = RECORD
MAXIMUM_SCALE = NULL

TYPE_NAME = STRING
MINIMUM_SCALE = NULL

NULLABLE =1
NUM_PREC_RADIX = NULL
PRECISION = 65535
SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = NULL

AUTO_INCREMENT = false
CASE_SENSITIVE = true
CREATE_PARAMS = NULL
DATA_TYPE = 12 (VARCHAR)
FIXED_PREC_SCALE = false
LITERAL_PREFIX ="
LITERAL_SUFFIX ="
LOCAL_TYPE_NAME = STRING
MAXIMUM_SCALE = NULL
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TYPE_NAME = TIME

AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = 92 (TIME)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = TIME'
LITERAL_SUFFIX ="
LOCAL_TYPE_NAME = TIME
MAXIMUM_SCALE = NULL

MINIMUM_SCALE =0
NULLABLE =1
NUM_PREC_RADIX = NULL
PRECISION =15

SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = NULL

TYPE_NAME = TIMESTAMP

AUTO_INCREMENT = false
CASE_SENSITIVE = false
CREATE_PARAMS = NULL
DATA_TYPE = 93 (TIMESTAMP)
FIXED_PREC_SCALE = false
LITERAL_PREFIX = DATETIME'
LITERAL_SUFFIX ="
LOCAL_TYPE_NAME = TIMESTAMP
MAXIMUM_SCALE = NULL

MINIMUM_SCALE =0
NULLABLE =1
NUM_PREC_RADIX = NULL
PRECISION = 26

SEARCHABLE =3
SQL_DATA_TYPE = NULL
SQL_DATETIME_SUB = NULL
UNSIGNED_ATTRIBUTE = NULL

SQL escape sequences

The driver supports the following SQL escape sequences.

* Date, Time, and Timestamp Escape Sequences
¢ Scalar Functions

* Outer Join Escape Sequences

* LIKE Escape Character Sequence for Wildcards

Refer to "SQL escape sequences" in the Progress DataDirect for JDBC Drivers Reference for information about
SQL escape sequences.
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Supported scalar functions

The driver supports the scalar functions in the following table. Note that your database system may not support
all these functions. Refer to the documentation for your database system to find out which functions are

supported by your database.

In addition, you can also determine the supported scalar functions by using DatabaseMetaData methods.

You can use scalar functions in SQL statements with the following syntax:

{fn scal ar-function}

where:

scal ar-function

is a scalar function supported by the drivers, as listed in the following table.

Example:

SELECT id, name FROM enp WHERE nane LIKE {fn UCASE(' Smith')}

Refer to "Scalar functions" in the Progress DataDirect for JDBC Drivers Reference for more information.

Table 3: Supported Scalar Functions

String Functions Numeric Timedate Functions System Functions
Functions
ASCI | ABS CURDATE CURSESSI ONI D
Bl T_LENGTH ACCS CURRENT_DATE DATABASE
CHAR ASI N CURRENT_TI ME | DENTI TY
CHAR_LENGTH ATAN CURRENT_TI MESTAMP USER
CHARACTER_LENGTH ATAN2 CURTI ME
CONCAT Bl TAND DATEDI FF
DI FFERENCE Bl TOR DATE_ADD
HEXTORAW Bl TXCR DATE_SUB
| NSERT CEl LI NG DAY
LCASE CCs DAYNANME
LEFT cor DAYOFMONTH
LENGTH DEGREES DAYOFWEEK
LOCATE EXP DAYOFYEAR
LOCATE_2 FLOCR EXTRACT
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String Functions Numeric Timedate Functions System Functions
Functions
LONER LOG HOUR
LTRIM LOGL0 M NUTE
OCTET_LENGTH MOD MONTH
RAWI OHEX Pl MONTHNANE
REPEAT PONER NOW
REPLACE RADI ANS QUARTER
Rl GHT RAND SECOND
RTRI M ROUND SECONDS_SI NCE_M DNI GHT
SOUNDEX ROUNDVAG C TI MESTAMPADD
SPACE SI GN TI MESTAMPDI FF
SUBSTR SI'N TO_CHAR
SUBSTRI NG SQRT WEEK
UCASE TAN YEAR
UPPER TRUNCATE

DataDirect tools

Progress DataDirect for JDBC drivers install the set of tools described in this section. For detailed instructions
on using these tools, refer to the corresponding topics in the Progress DataDirect for JOBC Drivers Reference.

¢ DataDirect Test allows you to test your JDBC driver and learn the JDBC API.

¢ DataDirect Connection Pool Manager allows you to pool connections when accessing databases. When
your applications use connection pooling, connections are reused rather than created each time a connection
is requested. Because establishing a connection is among the most costly operations an application may
perform, using Connection Pool Manager to implement connection pooling can significantly improve

performance.

* Statement Pool Monitor loads statements into and remove statements from the statement pool as well as

generate information to help you troubleshoot statement pooling performance.

* DataDirect Spy logs detailed information about calls your driver makes that can be used for troubleshooting.
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Troubleshooting

The Progress DataDirect for JDBC Drivers Reference provides information on troubleshooting problems should
they occur. Refer to the "Troubleshooting" section in the Reference for details.

Additional information

In addition to the content provided in this guide, the documentation set also contains detailed conceptual and
reference information that applies to all the drivers. For more information in these topics, refer the Progress
DataDirect for JDBC Drivers Reference or use the links below to view some common topics:

* "JDBC support" describes support for JDBC interfaces and methods for the Progress DataDirect for JDBC
drivers.

* "JDBC extensions" describes the JDBC extensions provided by the com.ddtek.jdbc.extensions package.

* "SQL escape sequences for JDBC" provides an overview of SQL escape sequences for JDBC. In addition,
it documents the scalar functions that you use in SQL statements.

* "Security best practices for JDBC applications" describes the security best practices you should employ
when developing and deploying your application with the driver.

Contacting Technical Support

Progress DataDirect offers a variety of options to meet your support needs. Please visit our Web site for more
details and for contact information:

https://www.progress.com/support

The Progress DataDirect Web site provides the latest support information through our global service network.
The SupportLink program provides access to support contact details, tools, patches, and valuable information,
including a list of FAQs for each product. In addition, you can search our Knowledgebase for technical bulletins
and other information.

When you contact us for assistance, please provide the following information:

* Your number or the serial number that corresponds to the product for which you are seeking support, or a
case number if you have been provided one for your issue. If you do not have a SupportLink contract, the
SupportLink representative assisting you will connect you with our Sales team.

* Your name, phone number, email address, and organization. For a first-time call, you may be asked for full
information, including location.

* The Progress DataDirect product and the version that you are using.
* The type and version of the operating system where you have installed your product.

* Any database, database version, third-party software, or other environment information required to understand
the problem.

* A brief description of the problem, including, but not limited to, any error messages you have received, what
steps you followed prior to the initial occurrence of the problem, any trace logs capturing the issue, and so
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on. Depending on the complexity of the problem, you may be asked to submit an example or reproducible
application so that the issue can be re-created.

* A description of what you have attempted to resolve the issue. If you have researched your issue on Web
search engines, our Knowledgebase, or have tested additional configurations, applications, or other vendor
products, you will want to carefully note everything you have already attempted.

* A simple assessment of how the severity of the issue is impacting your organization.

26 Progress DataDirect for JDBC for Google BigQuery Driver: User's Guide: Version 6.0.0



Using the driver

This section provides information on how to connect to your data store using either the JDBC Driver Manager
or DataDirect JDBC data sources, as well as information on how to implement and use functionality supported
by the driver.

For details, see the following topics:

* Required permissions for Java SE with the standard Security Manager enabled
* Connecting from an application

* Connecting through a proxy server
* Performance considerations

* Authentication

* Data encryption

* Internal and external tables support
* Google BigQuery Storage API

* Google BigQuery Streaming API

* Failover support

¢ Timeouts

* Isolation levels

* Scrollable cursors

* Unicode support
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* Error handling
* Parameter metadata support

* ResultSet metadata support

Required permissions for Java SE with the standard
Security Manager enabled

Using the driver on a Java platform with the standard Security Manager enabled requires certain permissions
to be set in the Java SE security policy file j ava. pol i cy. The default location of this file is
java_install _dir/jre/lib/security.

Note: Security manager may be enabled by default in certain scenarios, such as running on an application
server or in a Web browser applet.

To run an application on a Java platform with the standard Security Manager, use the following command:

"java -Djava.security.manager application_cl ass_nane"

where appl i cati on_cl ass_nane is the class name of the application.

Refer to your Java documentation for more information about setting permissions in the security policy file.

Permissions for establishing connections

To establish a connection to the database server, the driver must be granted the permissions as shown in the
following example:

grant codeBase "file:/install _dir/lib/60/-" {

perm ssion java. net. Socket Perm ssion "*", "connect";
where:
install _dir

is the product installation directory.

Granting access to Java properties

To allow the driver to read the value of various Java properties to perform certain operations, permissions must
be granted as shown in the following example:

grant codeBase "file:/install _dir/lib/60/-" {
perm ssion java.util.PropertyPerm ssion "*", "read, wite";

where:
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install _dir

is the product installation directory.

Granting access to temporary files

Access to the temporary directory specified by the JVM configuration must be granted in the Java SE security
policy file to use insensitive scrollable cursors or to perform client-side sorting of DatabaseMetaData result
sets. The following example shows permissions that have been granted for the C. \ TEMP directory:

grant codeBase "file:/install _dir/lib/60/-" {
/!l Permssion to create and del ete tenporary files.
/1 Adjust the tenporary directory for your environnent.

perni ssion java.io.FilePermssion "C\\TEMP\\-", "read,wite,delete";
}s
where:
install _dir

is the product installation directory.

Connecting from an application

After the driver has been installed and defined on your class path, you can connect from your application to
your data in either of the following ways.

* Using the JDBC Dr i ver Manager by specifying the connection URL in the
Dri ver Manager . get Connecti on() method.

* Creating a JDBC data source that can be accessed through the Java Naming Directory Interface (JNDI).

Setting the classpath

Before you can connect, the driver must be defined in your CLASSPATH variable. The CLASSPATH is the
search string your Java Virtual Machine (JVM) uses to locate JDBC drivers on your computer. If the driver is
not defined on your CLASSPATH, you will receive a cl ass not found exception when trying to load the
driver. Set your system CLASSPATH to include the googl ebi gquery. j ar file as shown,wherei nstal | _dir
is the path to your product installation directory:

install _dir/lib/60/googl ebi gquery.jar

Windows Example
CLASSPATH=. ; C:\ Program Fi | es\ Progress\ Dat aDi rect\ JDBC\ | i b\ 60\ googl ebi gquery.j ar

UNIX Example
CLASSPATH=. : / opt / Progr ess/ Dat aDi rect/ JDBC/ | i b/ 60/ googl ebi gquery. jar
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Connecting using the JDBC Driver Manager

One way to connect to a Google BigQuery instance is through the JDBC Driver Manager using the
Dri ver Manager . get Connecti on() method. This method specifies a string containing a connection URL.
This example shows how to establish a connection to a data source:

Connection conn = DriverManager. get Connecti on

("j dbc: dat adi rect : googl ebi gquery: Proj ect =mypr oj ect ; Dat aset =nydat aset ;
AccessToken=abcdef ghi 12345678; Ref reshToken=wxyz123456789;

Clientl D=123abc. apps. googl euser cont ent. com C i ent Secr et =ab123xy");

Passing the connection URL

After setting the CLASSPATH, the required connection information needs to be passed in the form of a
connection URL. The connection URL takes the form:

Connection URL Syntax

j dbc: dat adi r ect : googl ebi gquery: Proj ect =pr oj ect ; Dat aset =dat aset ;
AccessToken=accesst oken; Ref reshToken=r ef r esht oken; ClientID=clienti d;
CientSecret=clientsecret[;property=value[;...]]

where:
Pr oj ect

specifies the name of the project that you want the driver to connect to. The projects in Google
BigQuery are equivalent to catalogs in JDBC.

Dat aset

specifies the name of the dataset that you want the driver to connect to. The datasets in Google
BigQuery are equivalent to schemas in JDBC.

AccessToken
specifies the access token required to authenticate to a Google BigQuery instance.
Ref reshToken

specifies the refresh token used to either request a new access token or renew an expired access
token.

CientlD

specifies the consumer key for your application.
Client Secr et

specifies the consumer secret for your application.

Connection URL Example

Connecti on conn = Driver Manager . get Connecti on
("] dbc: dat adi rect : googl ebi gquery: Proj ect =mypr oj ect ; Dat aset =nydat aset ;
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AccessToken=abcdef ghi 12345678; Ref r eshToken=wxyz123456789;
Client| D=123abc. apps. googl euser cont ent. com C i ent Secr et =ab123xy");

See also
Connection property descriptions on page 51

Testing the connection

You can use DataDirect Test™ to verify your connection. The screen shots in this section were taken on a
Windows system.

To test the connection from the driver to your data source, follow these steps:
1. Navigate to the installation directory. The default location is:

*  Windows systems: Program Fi | es\ Progr ess\ Dat abi rect\ JDBC\t est f orj dbc
* UNIX and Linux systems: / opt / Progr ess/ Dat abi r ect/ JDBC/ t est f orj dbc

Note: For UNIX/Linux, if you do not have access to / opt , your home directory will be used in its place.

2. From the t est f or j dbc folder, run the platform-specific tool:

* testforjdbc. bat (on Windows systems)
* testforjdbc. sh (on UNIX and Linux systems)

The Test for JDBC Tool window appears:
(2] Test for JDBC Tool [ESTEER=)

File Driver Connection Window Help

Prugresa‘ DataDirect.

SOFTWARE

DATADIRECT TEST

FOR JDBC

3. Click Press Here to Continue.

The main dialog appears:
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|| Test for JDBC Tool =N R <"

File Driver Connection Window Help

Connection List

JDBC/Database Output

| | | | | v Concatenate

Java Code

| | | | | v Concatenate

4. From the menu bar, select Connection > Connect to DB.

The Select A Database dialog appears:

| | Select A Database E\@

Defined Databases

jdbc:datadirect:googlebigguery:project=;dataset=
jdbc:datadirect:greenplum://servername: 5432 ;databaseName=
jdbc:datadirect:hive://servername:10010;DatabaseName=
jdbc:datadirect:impala://servername:21050;DatabaseName=
jdbc:datadirect:informix://servername:2003;informixserver=informixservername;databaseName:
jdbc:datadirect:mongodb: //servername:27017; schemaDefinition=
jdbc:datadirect:mysgl://servername: 3306

jdbc:datadirect:openedge://servername: 2808 ;databaseName= il

GAhnsAdztsdirantsarsnlas { foarrarnamas 1571« STN—

4 (1L} 4

m

Database: |j:ibc‘.: datadirect:googlebigguery:project=;dataset=

User Name: |

Password: |

Connect | Cancel

5. Select the appropriate database template from the Defined Databases field.
In the Database field, specify all required connection properties.

For example:

j dbc: dat adi r ect: googl ebi gquery: Proj ect =nypr oj ect ; Dat aset =nydat aset ;
AccessToken=abcdef ghi 12345678; Ref reshToken=wxyz123456789;
Clientl D=123abc. apps. googl eusercont ent. com O i ent Secr et =ab123xy

7. Click Connect.

If the connection information is entered correctly, the JDBC/Database Output window reports that a connection
has been established. (If a connection is not established, the window reports an error.)
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|= | Connection 1: Datasource E\@

File Connection Statement Results MetaData
Window
JDBC/Database Output

Connection Established

| | | | Reset | ¥ Concatenate

Java Code

| | | | | v Concatenate

Refer to "DataDirect Test" in the Progress DataDirect for JDBC Drivers Reference for more information about
using DataDirect Test.

Connecting using data sources

A JDBC data source is a Java object, specifically a Dat aSour ce object, that defines connection information

required for a JDBC driver to connect to the database. Each JDBC driver vendor provides their own data source
implementation for this purpose. A Progress DataDirect data source is Progress DataDirect’s implementation
of a Dat aSour ce object that provides the connection information needed for the driver to connect to a database.

Because data sources work with the Java Naming Directory Interface (JNDI) naming service, data sources
can be created and managed separately from the applications that use them. Because the connection information
is defined outside of the application, the effort to reconfigure your infrastructure when a change is made is
minimized. For example, if the database is moved to another database server, the administrator need only
change the relevant properties of the Dat aSour ce object. The applications using the database do not need
to change because they only refer to the name of the data source.

How data sources are implemented

Data sources are implemented through a data source class. A data source class implements the following
interfaces.

* javax.sql.DataSource
* javax. sql . Connecti onPool Dat aSour ce (allows applications to use connection pooling)

Refer to "Connection Pool Manager" in the Progress DataDirect for JOBC Drivers Reference for more information.

See also
Driver and DataSource classes on page 13
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Creating data sources

The following example files provide details on creating and using Progress DataDirect data sources with the
Java Naming Directory Interface (JNDI), where i nst al | _di r is the product installation directory.

* install _dir/Exanpl es/ JNDI/JNDI _LDAP_Exanpl e. j ava can be used to create a JDBC data source
and save it in your LDAP directory using the JNDI Provider for LDAP.

* install _dir/Exanpl es/ JNDI/JNDI _FI LESYSTEM Exanpl e. j ava can be used to create a JDBC
data source and save it in your local file system using the File System JNDI Provider.

See "Example data source" for an example data source definition for the example files.

To connect using a JNDI data source, the driver needs to access a JNDI data store to persist the data source
information. For a JNDI file system implementation, you must download the File System Service Provider from
the Oracle Technology Network Java SE Support downloads page, unzip the files to an appropriate location,
and add the f scont ext . j ar and provi derutil.jar files to your CLASSPATH. These steps are not
required for LDAP implementations because the LDAP Service Provider is included with supported versions
of Java SE.

Example data source

To configure a data source using the example files, you will need to create a data source definition. The content
required to create a data source definition is divided into three sections.

First, you will need the data source class for the driver:
i mport com ddt ek. j dbcx. googl ebi gquery. Googl eBi gQuer yDat aSour ce;

Next, you will need to set the values and define the data source. For example, the following definition contains
the minimum properties required to establish connection:

Note: Setting the confidential values using a data source is generally not recommended. The data source
persists all properties, including properties with confidential values, in clear text.

Note: In a JDBC data source, string values must be enclosed in double quotation marks, for example,
set Proj ect ("nyproject").

Googl eBi gQuer yDat aSour ce nds = new Googl eBi gQuer yDat aSour ce() ;
nds. set Descripti on("My Googl e Bi gQuery Dat asource");

nds. set Proj ect ("myproject");

nds. set Dat aset (" nmydat aset ™) ;

nds. set AccessToken("abcdef ghi 12345678") ;

nds. set Ref reshToken("wxyz123456789") ;

nds. setCientl D("123abc. apps. googl eusercont ent. cont');

nds. set C i ent Secret ("ab123xy");

Finally, you will need to configure the example application to print out the data source attributes. Note that this
code is specific to the driver and should only be used in the example application. For example, you would add
the following section for the minimum properties required to establish a connection:

if (ds instanceof Googl eBi gQueryDat aSource)

{

Googl eBi gQuer yDat aSour ce jnds = (CGoogl eBi gQuer yDat aSour ce) ds;
Systemout. println("description=" + jnds. getDescription());
Systemout. println("project=" + jnds.getProject());
Systemout. println("dataset=" + jnds.getDataset());

System out . println("accessToken=" + jnds. get AccessToken());
Systemout. println("refreshToken=" + jnds. get RefreshToken());
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System out . printl n(
System out. println(
System out . printl n(

}

"clientID=" + jnds.getCientlD());
"clientSecret=" + jnds.getdientSecret());
)

Calling a data source in an application

Applications can call a Progress DataDirect data source using a logical name to retrieve the
j avax. sql . Dat aSour ce object. This object loads the specified driver and can be used to establish a
connection to the database.

Once the data source has been registered with JNDI, it can be used by your JDBC application as shown in the
following code example.

Context ctx = new Initial Context();
Dat aSource ds = (DataSource)ctx. | ookup("Enpl oyeeDB");
Connecti on con = ds. get Connection();

In this example, the JNDI environment is first initialized. Next, the initial naming context is used to find the
logical name of the data source (Enpl oyeeDB). The Cont ext . | ookup() method returns a reference to a
Java object, which is narrowed to a j avax. sql . Dat aSour ce object. Then, the

Dat aSour ce. get Connecti on() method is called to establish a connection.

Testing a data source connection

You can use DataDirect Test" to establish and test a data source connection. The screen shots in this section
were taken on a Windows system.

Take the following steps to establish a connection.
1. Navigate to the installation directory. The default location is:

*  Windows systems: Program Fi | es\ Progr ess\ Dat abi rect\ JDBC\t est f orj dbc
* UNIX and Linux systems: / opt / Progr ess/ Dat abi rect/ JDBC/ t est f orj dbc

Note: For UNIX/Linux, if you do not have access to / opt , your home directory will be used in its place.

2. From the t est f orj dbc folder, run the platform-specific tool:

* testforjdbc. bat (on Windows systems)
* testforjdbc.sh(on UNIX and Linux systems)

The Test for JDBC Tool window appears:
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i
Test for JDBC Tool [E=EES)

File Driver Connection Window Help

Progress.‘ DataDirect.

SOFTWARE

DATADIRECT TEST

Copyright & 1989 - 2010 Prograss Softwara Carporation. All rights resarved. Java.
and JOBE sra trademarks of of Sun Microsystams, inc.

3. Click Press Here to Continue.

The main dialog appears:

First | Prev | Next | Last | Reset

4. From the menu bar, select Connection > Connect to DB via Data Source.

The Select A Database dialog appears:
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5. Select a datasource template from the Defined Datasources field.

6. Provide the following information:

a) In the Initial Context Factory, specify the location of the initial context provider for your application.

b) In the Context Provider URL, specify the location of the context provider for your application.

c) Inthe Datasource field, specify the name of your datasource.

7. Click Connect.

If the connection information is entered correctly, the JDBC/Database Output window reports that a connection

has been established. If a connection is not established, the window reports an error.

(Connection Established

First | Prev | Next

Last | Reset

First | Prev | Next

Last | Reset
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Connecting through a proxy server

In some environments, your application may need to connect through a proxy server, for example, if your
application accesses an external resource such as a Web service. At a minimum, your application needs to
provide the following connection information when you invoke the JVM if the application connects through a
proxy server:

* Server name or IP address of the proxy server
* Port number on which the proxy server is listening for HTTP/HTTPS requests

In addition, if authentication is required, your application may need to provide a valid user ID and password for
the proxy server. Consult with your system administrator for the required information.

For example, the following command invokes the JVM while specifying a proxy server named pser ver , a port
of 808, and provides a user ID and password for authentication:

java -Dhttp. proxyHost =pserver -Dhttp.proxyPort=808 -Dhttp.proxyUser=smnith
-Dht t p. proxyPasswor d=secret -cp googl ebi gquery.jar com acne. nyapp. Mai n

Alternatively, you can use the ProxyHost, ProxyPort, ProxyUser, and ProxyPassword connection properties.
See "Connection Property Descriptions" for details about these properties.

See also
Connection property descriptions on page 51

Performance considerations

FetchSize/WSFetchSize: The connection properties FetchSize and WSFetchSize can be used to adjust the
trade-off between throughput and response time. In general, setting larger values for WSFetchSize and FetchSize
will improve throughput, but can reduce response time.

UseStorageAPI: The UseStorageAPI connection property can be used to improve performance by enabling
the driver to use the Google BigQuery Storage APl when fetching large result sets. When UseStorageAPI is
settot r ue, the driver uses the Storage API for selects when the number of rows in the result set exceeds the
value of the StorageAPIThreshold property, and the number of pages in the result set exceeds the value of
the StorageAPIMinPageCount property.

UseStreaminglnsert: The UseStreaminglnsert connection property can be used to improve performance by
enabling the driver to use the Google BigQuery Streaming API for executing batch inserts. When
UseStreaminglnserts is set to t r ue, the driver uses the Streaming API for insert operations with the

t abl edat a. i nsert Al | method.

WSPoolSize: WSPoolSize determines the maximum number of sessions the driver uses when there are
multiple active connections to Google BigQuery. By increasing this number, you increase the number of sessions
the driver uses to distribute calls to Google BigQuery, thereby improving throughput and performance. For
example, if WSPoolSize is set to 1, and you have two open connections, the session must complete a call from
one connection before it can begin processing a call from the other connection. However, if WSPoolSize is
equal to 2, a second session is opened that allows calls from both connections to be processed simultaneously.

Note: The number specified for WSPoolSize should not exceed the amount of sessions permitted by your
Google BigQuery account.
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Authentication

Authentication ensures that only the authorized users are allowed to connect to a Google BigQuery instance.

The Google BigQuery driver supports the following methods of authentication:

* OAuth 2.0 authentication. It allows the users to authenticate to a Google BigQuery instance without specifying
user ID and password. The driver supports the following OAuth 2.0 flow and grant types for accessing
Google BigQuery instances.

* Access token flow
* Refresh token grant

¢ Dynamic authorization code grant

* Service account authentication. It allows the users to authenticate to a Google BigQuery instance using a
service account, which is a type of Google account that represents an application instead of an individual
end user.

See also

Configuring OAuth 2.0 authentication on page 39
Configuring service account authentication on page 41
Connection property descriptions on page 51

Configuring OAuth 2.0 authentication

The driver supports OAuth 2.0, which is an open protocol for token-based authentication. OAuth 2.0 allows
you to authenticate without specifying a user ID or password, eliminating the risk of exposing them to
unauthorized access. It uses an access token, accompanied by the values discussed below, to authenticate
to a Google BigQuery instance. See "Generating access token and refresh token" to know how to obtain an
access token.

To configure the driver to use OAuth 2.0 authentication, set the following connection properties:

* Set the AuthenticationMethod property to oaut h2.

* Set at least one of the following properties:
* AccessToken: Set this to specify the access token you have obtained to authenticate to Google BigQuery.
* RefreshToken: Set this to specify the refresh token you have obtained to authenticate to Google BigQuery.

If a value for the AccessToken property is not specified, the driver uses the value of the RefreshToken
property to make a connection. If both values are not specified, the driver cannot make a successful
connection. If both are specified, the driver uses the AccessToken value; however, if the AccessToken value
expires, it uses the RefreshToken value to generate a new AccessToken value.

* Set the ClientID property to specify the consumer key for your application.
* Set the ClientSecret property to specify the consumer secret for your application.

* Optionally, set the AuthURI property to specify the endpoint for obtaining an authorization code from a
private endpoint. The default value is ht t ps: / / account s. googl e. com o/ oaut h2/ aut h.
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* Optionally, set the TokenURI property to specify the endpoint for retrieving access tokens. The default value
ishttps://accounts. googl e. com o/ oaut h2/t oken.

* Optionally, set the Scope property to specify the OAuth scope. It limits the permissions granted by an access
token.

The following example shows how to connect to a Google BigQuery instance using OAuth 2.0
authentication.

Connection conn = DriverManager. get Connection

("j dbc: dat adi rect : googl ebi gquery: Aut henti cat i onMet hod=oaut h2;

Pr oj ect =mypr oj ect ; Dat aset =nmydat aset ; AccessToken=abcdef ghi 12345678;

Ref r eshToken=wxyz123456789; Cl i ent | D=123abc. apps. googl euser cont ent. com
Cl i ent Secret =abh123xy");

See also

AccessToken on page 59

RefreshToken on page 89

ClientID on page 62

ClientSecret on page 62

AuthURI on page 58

TokenURI on page 102

Scope on page 93

Dynamic authorization code grant on page 40

Dynamic authorization code grant

Dynamic authorization code grant allows you to initiate an authorization code grant flow by specifying login
credentials using the login prompt for your service, thereby providing a method to authenticate without fetching
access and refresh tokens via the Configuration Manager or third-party application. Similar to authorization
code grant, dynamic authorization code grant is typically used for web and native applications. It also provides
secure connections by requiring multiple points of authentication before permitting access to data.

When connecting with dynamic authorization code grant flow, the driver launches the login prompt for your
service in a separate browser window. After you submit your user and password credentials via the prompt,
the driver exchanges your login credentials and client credentials for the Authorization Code from the location
specified by the Authorization URI option. The driver then navigates to the endpoint specified by the Token
URI option to exchange the authorization code for the access and refresh tokens. Finally, the application is
redirected to the location provided in the Redirect URI option to begin the session.

After the grant flow is complete, the driver continues to use the access and refresh tokens to access data
resources for the lifetime of the JDBC connection or until both the access and refresh tokens expire, whichever
occurs first. If both tokens expire while the connection is still active, the driver launches the login prompt to
reinitiate the flow.

Note: The dynamic authorization grant requires the manual submission of login credentials via the login prompt
for your service; therefore, the driver does not support dynamic authorization grant in headless environments.
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To use dynamic authorization code grant, set the following connection properties:

Set the AuthenticationMethod property to oaut h2.

Set the EnableLoginPrompt property to t r ue (enabled). When EnableLoginPrompt is enabled, the driver
launches the login prompt for your service in a separate browser window to initiate the OAuth grant flow.

Set the ClientID property to specify the client ID key for your application.

Set the ClientSecret property to specify the client secret for your application.

Important: The client secret is a confidential value used to authenticate the application to the server. To
prevent unauthorized access, this value must be securely maintained.

Set the AuthorizationURI property to specify the endpoint for obtaining an authorization code.

Set the TokenURI property to specify the endpoint used to exchange authentication credentials for access
tokens.

Set the Scope property to specify a space-separated list of OAuth scopes to limit the permissions granted
by the access token.

Set the RedirectURI property to specify the endpoint that the client is returned to after authenticating with
a third-party service. Note that the value of the RedirectURI property must include the port number. For
example, Redi rect URI =htt p: // | ocal host : 80 or Redi rect URI =htt p: / /| ocal host : 8080.

Optionally, specify values for any additional properties you want to configure. See "Connection property
descriptions" for a complete list of properties.

The following example demonstrates a basic session using the dynamic authorization code grant:

Connecti on conn = Driver Manager . get Connecti on

("j dbc: dat adi rect : googl ebi gquery: Aut henti cati onMet hod=oaut h2;

Enabl eLogi nPronpt =t rue; d i ent | D=123abc. apps. googl euser cont ent. com

Cl i ent Secret =ab123xy; Aut hURI =ht t ps: // account s. googl e. com o/ oaut h2/ aut h;
TokenURI =ht t ps: // account s. googl e. conf o/ oaut h2/t oken;

Scope=htt ps: //ww. googl eapi s. coni aut h/ bi gquery;

Redi rect URI =htt p:// 1 ocal host:80;");

See also
Connection property descriptions on page 51

Configuring service account authentication

The driver supports service account authentication. A service account is a type of Google account that represents
an application instead of an individual end user. Unlike a user account, a service account allows your application
to authenticate and communicate to Google APIs without direct human intervention. This is useful for applications
that need to access their own data, not the user's data. For a successful service account authentication, you
need:

Private key file or Private key

* The private key fileisa . j son or. p12 file that contains the key required to authenticate API calls. You
can download it from the Google Cloud Platform (GCP) Console.

* The private key is contained in the private key file downloaded from the GCP Console.

Service account email address: A unique email address that is provisioned while creating a service
account.
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To know more about service account authentication, refer to the Google documentation.

To configure the driver to use service account authentication, set the following connection properties:
* Set the AuthenticationMethod property to ser vi ceaccount .

* Set the ServiceAccountEmail property to specify your service account's email address.

* Set either the ServiceAccountKeyContent property or the ServiceAccountPrivateKey property

¢ ServiceAccountKeyContent specifies the private key required to authenticate to Google BigQuery. Use
this property if you do not want to persist the private key file in your environment.

¢ ServiceAccountPrivateKey specifies the full path to the . j son or. p12 file that contains the private key.
The driver extracts the private key value from the specified file and uses it to authenticate the user to
the database. Use this property if it is preferable to persist the private key file.

* Optionally, set the JWTAudience property to specify the JWT audience claim associated with your service
account. The default value is ht t ps: // account s. googl e. com o/ oaut h2/ t oken.

* Optionally, set the TokenURI property to specify the endpoint for retrieving access tokens. The default value
ishttps://accounts. googl e. com o/ oaut h2/ t oken.

The following examples show how to connect to a Google BigQuery instance using service account
authentication.

ServiceAccountKeyContent

Connecti on conn = Driver Manager . get Connecti on

("] dbc: dat adi rect : googl ebi gquery: Aut henti cati onMet hod=ser vi ceaccount ;

Pr oj ect =nypr oj ect ; Dat aset =nydat aset ; Ser vi ceAccount Enai | =abc123@ am gser vi ceaccount . com

Ser vi ceAccount KeyCont ent =NJJXZex| HIFGYBgkghki GwOBAWRW HANpf 3MC1pVRght TESt SpxZel GG
4zp087E dn4qc66udg8KAHknyqFdj 7b\ n+Myx M-PAvJ59cy| HFaHApQred Vgz Yub6LEs9aN 751) nZqcuAYp
5nXRF1LEvIPN nsDuJ@A.vuubDBZV0i ux0l i EHhtQvBBKW x8t +EQxePGTi LsBoCdzOsi AUV nASgf dP/ KSX+N ) ;

ServiceAccountPrivateKey

Connecti on conn = Driver Manager . get Connecti on

("] dbc: dat adi rect : googl ebi gquery: Aut henti cat i onMet hod=ser vi ceaccount;

Pr oj ect =nypr oj ect ; Dat aset =nydat aset ; Ser vi ceAccount Enai | =abc123@ am gser vi ceaccount . com
Servi ceAccount Pri vat eKey=abc123.j son")

See also

AuthenticationMethod on page 60
ServiceAccountEmail on page 94
ServiceAccountKeyContent on page 95
ServiceAccountPrivateKey on page 96
JWTAudience on page 75

Connection property descriptions on page 51

Generating access tokens and refresh tokens

This section guides you through the process of generating access tokens and refresh tokens that are used to
authenticate to Google BigQuery when OAuth 2.0 is set as the authentication method
(Aut hent i cat i onMet hod=oaut h2).

To generate an access token and a refresh token from Google Console:
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1. Click the following link to navigate to Google Developer Console: https://console.developers.google.com/.
2. Enter your login credentials; then, click Next.

On the left pane, click OAuth consent screen.

API APIs & Services OAuth consent screen

<*  Dashboard
Before your users authenticate, this consent screen will allow them to choose
W Library whether they want 1o grant access 1o their private data, as well as give them a link
10 your terms of service and privacy policy. This page configures the consent
. screen for all applications in this project.
O Credentials
Verification status
OAuth consent screen Not published

Application name

& Domain verification The name of the app asking for consent

& Page usage agreements

Application logo
An image on the consent screen that will help users recognize your app

Localfile for upload Browse

4. On the OAuth consent screen, enter the following details; then, click Save:

* Application name

* Support email

* Scopes for Google APIs

* Authorized domains

* Application Homepage link

* Application Privacy Policy link

5. On the left pane, click Credentials. Next, from the Create credentials drop-down list, select OAuth client
ID.

API APIs & Services Credentials

s

il Library API key
Identifies your project using a simple API ke 1o check quota and access
o Credentials OAuth client ID

Requests user consent so your app can access the user's data

OAuth consent screen -
Service account key

Enables server-to-server, app-level authentication using robot accounts
c2] Domain verification

Help me choose

Su Pageusage agreements Asks a few questions to help you decide which type of credential to use

6. The Create OAuth client ID screen appears. Select Other as your Application type, enter your application's
name, and then click Create.

&  Create OAuth client ID

Application type
Web application
Android Learn more
Chrome App Learn more
I0S Learn more

@ Other

Name

o [
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7. OAuth client window appears. Copy and save your client ID and client secret from the corresponding fields.
You will need them later in this procedure. Note that they can also be accessed from the Credentials screen,
if necessary.

OAuth client

The client ID and secret can always be accessed from Credentials in APIs &
Services

OAuth is limited to 100 sensitive scope logins until the OAuth consent
screen is published. This may require a verification process that can take
several days.

Here is your client ID
[u]
Here is your client secret

]

8. Click the following link to navigate to OAuth 2.0 Playground: https://developers.google.com/oauthplayground/.

9. Select the required scopes; then, click Authorize APls.

OAuth 2.0 Playground X

v Step 1 Select & authorize APls

Select the scope for the APIs you would like to access or input your own
OAuth scopes below. Then click the "Authorize APIs" button.

-

-‘] Abusive Experience Report APl v1

-

-‘] Access Approval APl vibeta1

-

-‘] Access Context Manager APl v1

-

*3 Ad Exchange Buyer API Il v2beta
' @ Ad Exchange Buyer APl v1.4

4 -‘] Ad Experience Report APl v1 ~

Input your own scopes Authorize APls

Login screen appears.

10. Click your username. The following message appears: "Google OAuth 2.0 Playground wants to access
your Google Account."

11. Scroll down and click Allow.
You are redirected to the OAuth 2.0 Playground. It contains the newly generated authorization code for your
application.

12. Click Exchange authorization code for tokens.

The refresh token and access token are generated in the corresponding fields.
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Data encryption

» Step 1 Select & authorize APIs

v Step 2 Exchange authorization code for tokens

Once you got the Authorization Code from Step 1 click the Exchange
authorization code for tokens button, you will get a refresh and an
access token which is required to access OAuth protected resources.

Authorization code:

Refresh token:

Access token: Refresh access token

See also
AccessToken on page 59
RefreshToken on page 89

Data encryption

All communication between the driver and Google BigQuery, including OAuth 2.0 authentication, is encrypted
using TLS/SSL.

Important: The driver complies with FIPS when FIPS mode is enabled with the client JVM. See "FIPS (Federal
Information Processing Standard)" for more information.

FIPS (Federal Information Processing Standard)

The Federal Information Processing Standard (or FIPS) is a cryptography standard created by the U.S.
government. FIPS specifications require certain secure algorithms, cryptographic modules, and random number
generation. The driver is FIPS compliant for data encryption when FIPS is enabled for the JVM on the client
machine.

The following applies when the driver is running in a FIPS environment:
* The driver complies with 140-3 and 140-2 standards.
* The driver uses PKCS #11 providers to access keystores.

The driver was tested with FIPS 140-3 enabled using Red Hat OpenJDK 21 on a Red Hat Universal Base
Image 9 instance.
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Internal and external tables support

The driver supports create, read, update, and delete operations in internal tables, which are stored inside
Google BigQuery, and read operations in external tables, which are stored in data sources outside Google
BigQuery.

Note that Google BigQuery has some rules on how Data Definition Language (DDL) and Data Manipulation
Language (DML) statements can be used. Refer to the Google BigQuery documentation to learn more about
these rules.

Google BigQuery Storage API

The driver supports the Google BigQuery Storage API for fetching large result sets. Compared to the standard
BigQuery API, the BigQuery Storage API provides increased throughput and allows the driver to more efficiently
manage large result sets.

Note: Currently, the Storage API is supported only on Windows 64-bit, Linux 64-bit, and JVM 64-bit. If an
application attempts to use the Storage API on an unsupported platform, the driver falls back to the Standard
API.

You can enable the driver to use the Storage AP with the UseStorageAPI| connection property. You can further
configure how the driver uses the Storage API with the StorageAPIThreshold and StorageAPIMinPageCount
connection properties.

Before enabling the driver to use the Storage API, prerequisites described in the Google Cloud BigQuery
Storage API reference must be met: https://cloud.google.com/bigquery/docs/reference/storage/.

Important: The BigQuery Storage API has a separate pricing model. Refer to "BigQuery Storage pricing" for
details: https://cloud.google.com/bigquery/pricing#storage-api.

See also

Storage API Properties on page 53
UseStorageAPI on page 103
StorageAPIMinPageCount on page 100
StorageAPIThreshold on page 100

Google BigQuery Streaming API

The driver supports the Google BigQuery Streaming API for executing batch inserts. The BigQuery Streaming
API provides increased throughput and allows the driver to manage insert operations efficiently.
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Failover support

You can enable the driver to use the Streaming API with the UseSt r eani ngl nsert connection property.
When this connection property is setto t r ue, the driver uses the t abl edat a. i nsert Al | method for streaming
batched inserts. The request payload sent to the API is in a JSSON format.

Note: When using the Streaming API for insert operations, the rows are queued and appear in the table after
a delay. The duration of the delay varies and can go up to 30 minutes. You must not modify the table or run
other operations on the table while there are rows in the streaming queue. Changing the table's metadata or
running DML operations can cause uncommitted streaming rows to be lost.

Before enabling the driver to use the Streaming API, prerequisites described in the Google Cloud BigQuery
Streaming API reference must be met.

See also
UseStreaminglnsert on page 104

Failover support

The driver provides connection failover support to ensure continuous, uninterrupted access to data. Connection
failover provides failover protection for new connections. In more traditional scenarios, the driver fails over new
connections to an alternate, or backup, database server if the primary database server is unavailable. However,
Google BigQuery currently supports only the notion of a single leader node. Therefore, to ensure a continuous
connection, you only need to set the ConnectionRetryCount and ConnectionRetryDelay connection properties.

See also

Connection property descriptions on page 51
ConnectionRetryCount on page 65
ConnectionRetryDelay on page 66

Timeouts

The driver supports the LoginTimeout, WSTimeout, and WSRetryCount connection properties. The LoginTimeout
property specifies the amount of time, in seconds, that the driver waits for a connection to be established before
timing out the connection request. In contrast, the WSTimeout property specifies the time, in seconds, that the
driver waits for a response to a Web service request. The WSTimeout property can be used in conjunction with
the WSRetryCount property. The WSRetryCount connection property can be used to retry select queries that
have timed out.

Session Timeouts

Most remote data sources impose a limit on the duration of active sessions, meaning a session can fail with a
session timeout error if the session extends past the limit. This is particularly true when connection pooling is
used. The driver automatically attempts to re-establish a new session if the driver receives a session timeout
error from a data source. The driver uses the initial server name, remote user ID, and remote password to
re-establish the session. If the attempt fails, the driver returns an error indicating that the session timed out
and the attempt to re-establish the session failed.
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Web Service Request Timeouts

You can configure the driver to never time out while waiting for a response to a Web service request or to wait
for a specified interval before timing out by setting the WSTimeout connection property. For fetch requests,
you can configure the driver to retry the request a specified number of times by setting the WSRetryCount
connection property. If subsequent attempts to retry a request fail, the driver returns an error indicating that
the service request timed out and the subsequent requests failed.

See also
Connection property descriptions on page 51

Isolation levels

The driver supports the TRANSACTION_NONE isolation level because Google BigQuery does not support
transactions.

Scrollable cursors

The driver supports scroll-insensitive result sets.

Note: When the driver cannot support the requested result set type or concurrency, it automatically downgrades
the cursor and generates one or more SQLWarnings with detailed information.

Unicode support

Multilingual JDBC applications can be developed on any operating system using the driver to access both
Unicode and non-Unicode enabled databases. Internally, Java applications use UTF-16 Unicode encoding for
string data. When fetching data, the driver automatically performs the conversion from the character encoding
used by the database to UTF-16. Similarly, when inserting or updating data in the database, the driver
automatically converts UTF-16 encoding to the character encoding used by the database.

The JDBC API provides mechanisms for retrieving and storing character data encoded as Unicode (UTF-16)
or ASCII. Additionally, the Java String object contains methods for converting UTF-16 encoding of string data
to or from many popular character encodings.

Error handling

SQLExceptions

The driver reports errors to the application by throwing SQLExceptions. Each SQLException contains the
following information:

* Description of the probable cause of the error, prefixed by the component that generated the error

* Native error code (if applicable)
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e String containing the XOPEN SQLstate

Driver Errors

An error generated by the driver has the format shown in the following example:

[ Dat abDi rect] [ Googl eBi gQuery JDBC Driver] Ti neout expired.

You may need to check the last JDBC call your application made and refer to the JDBC specification for the
recommended action.

Database Errors

An error generated by the database has the format shown in the following example:

[ Dat abi rect] [ Googl eBi gQuery JDBC Dri ver] [ Googl eBi gQuery] I nval i d Obj ect Name.

If you need additional information, use the native error code to look up details in your database documentation.

Parameter metadata support

The driver supports returning parameter metadata as described in "Insert and Update Statements" and "Select
Statements."

Insert and update statements

The driver supports returning parameter metadata for the following forms of Insert and Update statements:
* | NSERT | NTO departnment (coll1, col2, col3) VALUES(?, ?, ?)

* UPDATE enpl oyee SET col 1=?, col 2=?, col 3=? WHERE col 1 operator ? [{AND | OR}
col 2 operator 7]

where:
oper at or

is any of the following SQL operators:

=, <, >, <=, >= and <>.

Select statements

The driver supports returning parameter metadata for Select statements that contain parameters in ANSI
SQL-92 entry-level predicates, for example, such as COMPARISON, BETWEEN, IN, LIKE, and EXISTS
predicate constructs. Refer to the ANSI SQL reference for detailed syntax.

Parameter metadata can be returned for a Select statement if one of the following conditions is true:

* The statement contains a predicate value expression that can be targeted against the source tables in the
associated FROM clause. For example:

SELECT * FROM foo WHERE bar > ?
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In this case, the value expression "bar" can be targeted against the table "foo" to determine the appropriate
metadata for the parameter.

* The statement contains a predicate value expression part that is a nested query. The nested query's metadata
must describe a single column. For example:

SELECT * FROM f oo WHERE ( SELECT x FROMy WHERE z = 1) < ?

The following Select statements show further examples for which parameter metadata can be returned:

SELECT col 1, col2 FROM foo WHERE coll = ? AND col 2 > ?

SELECT . WHERE col nane = (SELECT col 2 FROMt2 WHERE col 3 = ?)
SELECT ... VWHERE col nane LIKE ?

SELECT ... WHERE col nanre BETWEEN ? and ?

SELECT ... WHERE colnanme IN (?, ?, ?)

SELECT ... WHERE EXI STS(SELECT ... FROM T2 WHERE col 1 < ?)

ANSI SQL-92 entry-level predicates in a WHERE clause containing GROUP BY, HAVING, or ORDER BY
statements are supported. For example:

SELECT * FROMt1 WHERE col = ? ORDER BY 1

Joins are supported. For example:

SELECT * FROMt1,t2 WHERE t1.col1 = ?

Fully qualified names and aliases are supported. For example:

SELECT a, b, ¢, d FROMT1 AS A, T2 AS B WHERE Aa = ? ANDB.b = ?

ResultSet metadata support

If your application requires table name information, the Google BigQuery driver can return table name information
in ResultSet metadata for Select statements. The Select statements for which ResultSet metadata is returned
may contain aliases, joins, and fully qualified names. The following queries are examples of Select statements
for which the ResultSetMetaData.getColumnName() method returns the correct table name for columns in the
Select list:

SELECT id, nane FROM Enpl oyee

SELECT E.id, E. name FROM Enpl oyee E

SELECT E.id, E. name AS Enpl oyeeNanme FROM Enpl oyee E

SELECT E.id, E name, |.location, |.phone FROM Enpl oyee E, Enployeelnfo |
WHERE E.id = 1.id

SELECT id, nane, |ocation, phone FROM Enpl oyee, Enpl oyeelnfo WHERE id = enpld

SELECT Enpl oyee.id, Enpl oyee.nane, Enployeel nfo.location, Enployeel nfo.phone
FROM Enpl oyee, Enpl oyeel nfo WHERE Enpl oyee.id = Enpl oyeelnfo.id
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You can use connection properties to customize the driver for your environment. This section lists the connection
properties supported by the driver and describes each property. You can use these connection properties with
either the JDBC Dr i ver Manager or a JDBC Dat aSour ce. For a Dri ver Manager connection, a property is
expressed as a key value pair and takes the form pr oper t y=val ue. For a data source connection, a property
is expressed as a JDBC method and takes the form set pr operty(val ue).

Note:

* In a JDBC data source, string values must be enclosed in double quotation marks, for example,
set Aut hent i cati onMet hod(" oaut h2") .

* The data type listed for each connection property is the Java data type used for the property value in a
JDBC data source.

* Connection property names are case-insensitive. For example, Aut hent i cat i onMet hod is the same as
aut henti cati onnet hod.

* For connection properties that support string values, use the following escape sequence to specify values
containing leading or trailing spaces and curly brackets: { val ue}. For example: Pr oj ect ={ nypr oj ect
} orProject={{myproject}}.

The following tables provide a summary of the connection properties supported by the driver, their corresponding
data source methods, and their default values.

Required properties

The following table summarizes connection properties that are required to connect to a Google BigQuery
instance when the default authentication method, OAuth 2.0, is used for authentication.
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Table 4: Required properties

Property Data Source Method Default
AccessToken on page 59 set AccessToken None
AuthenticationMethod on page 60 [ set Aut hent i cati onMet hod oaut h2
ClientID on page 62 setClientlD None
ClientSecret on page 62 set d i ent Secr et None
Dataset on page 69 set Dat aset None
Project on page 84 set Proj ect None
RefreshToken on page 89 set Ref reshToken None

Mapping properties

The following table summarizes connection properties involved in mapping the remote Google BigQuery data
model to a local schema map used to support SQL queries against Google BigQuery.

Table 5: Mapping properties

Property Data Source Method Default
ConfigOptions on page 63 set Confi gOpti ons Var char Lengt h=65535;
SchemaSet =;
CreateMap on page 68 set Cr eat eMap not Exi st
SchemaMap on page 91 set SchemaMap Default value depends on
environment

OAuth 2.0 properties

The following table summarizes connection properties that are used for OAuth 2.0 authentication.

Table 6: OAuth 2.0 properties

Property Data Source Method Default
AccessToken on page 59 set AccessToken None
AuthenticationMethod on page 60 [ set Aut hent i cat i onMet hod oaut h2
AuthURI on page 58 set Aut hUr i htt ps://account s. googl e. com|

/ o/ oaut h2/ aut h

ClientID on page 62 setClientlD None

ClientSecret on page 62 set d i ent Secr et None
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Property Data Source Method Default
EnableLoginPrompt on page 70 [set Enabl eLogi nPr onpt fal se
RedirectURI on page 87 set RedirUri None
RefreshToken on page 89 set Ref reshToken None

Scope on page 93

set Scope

htt ps: //ww. googl eapi s. cond
aut h/ bi gquery

TokenURI on page 102

set TokenUr i

https://account s. googl e. com|
/ o/ oaut h2/t oken

Service account properties

The following table summarizes connection properties that are used for service account authentication.

Table 7: Service account properties

Property

Data Source Method

Default

AuthenticationMethod on page 60

set Aut henti cati onMet hod

oaut h2

JWTAudience on page 75

set Jwt Audi ence

https://account s. googl e. com|
/ o/ oaut h2/t oken

page 96

ServiceAccountEmail on page 94 | set Ser vi ceAccount Emai | None
ServiceAccountKeyContenton [set Ser vi ceAccount KeyCont ent None
page 95

ServiceAccountPrivateKey on set Servi ceAccount Pri vat eKey None

TokenURI on page 102

set TokenUr i

https://account s. googl e. com|
/ o/ oaut h2/t oken

Storage API properties

The following table summarizes connection properties that are used to leverage the Google BigQuery Storage
API when fetching large result sets.

Property Data Source Method Default
StorageAPIMinPageCount on set St or ageAPI M nPageCount 3
page 100
StorageAPIThreshold on page 100 | set St or ageAPI Thr eshol d 10000
UseStorageAPIl on page 103 set UseSt or ageAPI fal se
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Legacy SQL properties
The following table summarizes connection properties that can be used to execute queries using legacy SQL.

Table 8: Legacy SQL properties

Property Data Source Method Default
AllowLargeResults on page 60 |[set Al | owLar geResul ts fal se
LegacyDataset on page 77 set LegacyDat aset _queries_
LegacyTable on page 78 set Legacyt abl e _sql _*

Syntax on page 101 set Synt ax standard

Failover properties
The following table summarizes connection properties that can be used to implement failover.

Table 9: Failover properties

Property Data Source Method Default
ConnectionRetryCount on page |set Connecti onRetryCount 5
65
ConnectionRetryDelay on page |[set Connecti onRetryDel ay 1 (second)
66

Proxy server properties
The following table summarizes proxy server connection properties.

Table 10: Proxy Server properties

Property Data Source Method Default
ProxyHost on page 84 set Pr oxyHost None
ProxyPassword on page 85 set Pr oxyPasswor d None
ProxyPort on page 86 set ProxyPort 0
ProxyUser on page 86 set ProxyUser None

Web Service properties
The following table summarizes Web service connection properties, including those related to timeouts.

Table 11: Web Service properties

Property Data Source Method Default

WSFetchSize on page 104 set W5Fet chSi ze 10000
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Property Data Source Method Default
WSPoolSize on page 105 set WsPool Si ze 1
WSRetryCount on page 106 set W5Ret r yCount 5

WSTimeout on page 107

set WBTi neout

120 (seconds)

Timeout properties

The following table summarizes timeout connection properties.

Table 12: Timeout properties

Property

Data Source Method

Default

JobTimeout on page 73

set JobTi nmeout

0 (no timeout)

LoginTimeout on page 80

set Logi nTi neout

0

WSRetryCount on page 106

set W5Ret r yCount

5

WSTimeout on page 107

set WBTi neout

120 (seconds)

Statement pooling properties

The following table summarizes statement pooling connection properties.

Table 13: Statement pooling properties

Property Data Source Method Default
ImportStatementPool on page 72 set | nport St at enent Pool None
MaxPooledStatements on page 82 set MaxPool edSt at enent s 0
RegisterStatementPoolMonitorMBean on | set Regi st er St at enent Pool Moni t or MBean |f al se
page 90
Additional properties
The following table summarizes additional connection properties.

Table 14: Additional properties

Property Data Source Method Default
BinaryLength on page 61 set Bi naryLength 65535
ConvertNull on page 67 set Convert Nul | 1
EnableCatalogSupport on page |[set Enabl eCat al ogSupport fal se
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Property Data Source Method Default
FetchSize on page 71 set Fet chSi ze 100 (rows)
JavaDoubleToString on page 73 |set JavaDoubl eToStri ng fal se
JsonFormat on page 74 set JsonFor mat raw
Location on page 78 set Locati on None

LogConfigFile on page 79

set LogConfigFil e

ddl oggi ng. properties

MaximumBytesBilled on page 81 [set Maxi munByt esBi | | ed 0 (no limit)
MaximumBillingTier on page 80 [set Maxi nunBi | |i ngTi er 0
PrimaryKeyPattern on page 83 [set Pri maryKeyPattern *
RefreshSchema on page 87 set Ref reshSchena true
RefreshSchemaForDDL on page | set Ref r eshSchenaFor DDL true

88

RetryExceptions on page 90 set RetryExcepti ons fal se

ServerName on page 94

set Server Name

www. googl eapi s. com

SpyAttributes on page 97 set SpyAttri butes None
UseStreaminglnsert on page 104 [useSt r eami ngl nsert true
UseQueryCache on page 102 set UseQuer yCache 1

For details, see the following topics:

* AuthURI

* AccessToken

* AllowLargeResults

* AuthenticationMethod
* BinaryLength

¢ ClientlD

* ClientSecret

* ConfigOptions

* ConnectionRetryCount
* ConnectionRetryDelay

¢ ConvertNull
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CreateMap

Dataset
EnableCatalogSupport
EnableLoginPrompt
FetchSize
ImportStatementPool
JavaDoubleToString
JobTimeout
JsonFormat
JWTAudience
KMSKeyName
LegacyDataset
LegacyTable

Location
LogConfigFile
LoginTimeout
MaximumBillingTier
MaximumBytesBilled
MaxPooledStatements
PrimaryKeyPattern
Project

ProxyHost
ProxyPassword
ProxyPort

ProxyUser
RedirectURI
RefreshSchema
RefreshSchemaForDDL
RefreshToken
RegisterStatementPoolMonitorMBean
RetryExceptions
SchemaMap

Scope
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* ServerName

* ServiceAccountEmail

* ServiceAccountKeyContent
* ServiceAccountPrivateKey
* SpyAttributes

¢ StorageAPIMinPageCount
e StorageAPIThreshold

¢ Syntax

¢ TokenURI

* UseQueryCache

* UseStorageAPI

* UseStreaminglinsert

* WSFetchSize

* WSPoolSize

¢ WSRetryCount

*  WSTimeout

AuthURI

Purpose

Specifies the endpoint for obtaining an authorization code from a private endpoint for OAuth 2.0 implementations.

Valid Values
String
where:
String

is the endpoint for retrieving the OAuth 2.0 authorization code from a private endpoint.

Notes

* When this endpoint is queried, the authorization service presents an interface prompting the user to approve
or deny access to backend data.

¢ See "Configuring OAuth 2.0 authentication" for examples and more information.

Data Source Method
set Aut hUri
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AccessToken

Default

htt ps://accounts. googl e. conf o/ oaut h2/ aut h

Data Type
String

See also
Configuring OAuth 2.0 authentication on page 39

AccessToken

Purpose

Specifies the access token required to authenticate to a Google BigQuery instance when OAuth 2.0 is enabled
(Aut hent i cat i onMet hod=oaut h2).

The access token acts as a session ID for the connection. See "Generating access token and refresh token"
to know how to obtain an access token.

Valid Values
string

where:
string

is the access token you have obtained from Google BigQuery.

Notes

¢ If a value for the AccessToken property is not specified, the driver uses the value of the RefreshToken
property to generate an access token to make a connection.

* |If both AccessToken and RefreshToken values are not specified, the driver cannot make a successful
connection.

* If both AccessToken and RefreshToken values are specified, the driver uses the AccessToken value.
However, if the AccessToken value expires, it uses the RefreshToken value to generate a new AccessToken
value.

Data Source Method

set AccessToken

Default

None

Data Type
String
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See also

Configuring OAuth 2.0 authentication on page 39
Generating access tokens and refresh tokens on page 42
RefreshToken on page 89

Required properties

AllowLargeResults

Purpose

Determines whether the driver returns results larger than 128 MB for legacy SQL queries.

Note: When AllowLargeResults is set to t r ue, the results are stored in the dataset and table specified using
LegacyDataset and LegacyTable properties.

Valid Values

false|true

Behavior
If set to f al se, the driver does not support query results larger than 128 MB.

If set to t r ue, the driver supports query results larger than 128 MB.

Data Source Method
set Al |l owLar geResul ts

Default

fal se

Data Type

Boolean

See also

LegacyDataset on page 77
LegacyTable on page 78
Legacy SQL properties

AuthenticationMethod

Purpose

Determines which authentication method the driver uses when establishing a connection.
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BinaryLength

Valid values

oaut h2 | servi ceaccount

Behavior
If set to oaut h2, the driver uses OAuth 2.0 authentication when establishing a connection.

If set to ser vi ceaccount , the driver uses service account authentication when establishing a connection.

Data Source Method
set Aut henti cati onMet hod

Default
oaut h2

Data Type
String

See Also
Configuring OAuth 2.0 authentication on page 39

Configuring service account authentication on page 41

BinaryLength

Purpose
Specifies the maximum length of characters that the driver supports for BINARY data type columns.

Valid Values
X

where:
X
is a positive integer between 1 and 2147483647.

Behavior

If set to x, the driver restricts the characters in the column to the specified value.

Data Source Method
set Bi naryLengt h

Default
65535
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Data Type
Int

See also
Additional properties

ClientID

Purpose

Specifies the consumer key for your application. The driver uses this value when authenticating to a Google
BigQuery instance using OAuth 2.0 (Aut hent i cat i onMet hod=oaut h2).

See "Generating access token and refresh token" to know how to obtain the client ID for your application.

Valid Values
string
where:

string

is the consumer key for your application.

Data Source Method
setClientlD

Default

None

Data Type
String

See also
Configuring OAuth 2.0 authentication on page 39
Generating access tokens and refresh tokens on page 42

Required properties

ClientSecret

Purpose

Specifies the consumer secret for your application. The driver uses this value when authenticating to a Google
BigQuery instance using OAuth 2.0 (Aut hent i cat i onMet hod=oaut h2).

62 Progress DataDirect for JDBC for Google BigQuery Driver: User's Guide: Version 6.0.0



ConfigOptions

See "Generating access token and refresh token" to know how to obtain the client secret for your application.

Valid Values
string

where:
string

is the consumer secret for your aplication.

Data Source Method

set i ent Secr et

Default

None

Data Type
String

See also
Configuring OAuth 2.0 authentication on page 39
Generating access tokens and refresh tokens on page 42

Required properties

ConfigOptions

Purpose

Determines how the mapping of the remote Google BigQuery data model to a local schema map can be
configured, customized, and updated.

Notes

This property is primarily used for initial configuration of the driver for a particular user. It is not intended for
use with every connection. By default, the driver configures itself and this option is normally not needed. If
ConfigOptions is specified on a connection after the initial configuration, the values specified for ConfigOptions
must match the values specified for the initial configuration.

Valid Values
(key =val ue ;[ key =val ue;])
where:
key
is one of the following configuration options:

* VarcharLength
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* SchemaSet
val ue
specifies a setting for the configuration option.

When specifying configuration options in a connection string, key value pairs must be enclosed in parentheses
and separated by a semicolon. For example:

Confi gOpti ons=(Var char Lengt h=65535; SchemaSet =;)

Data Source Method
set Confi gOpti ons

Default

Var char Lengt h=65535;
SchenmaSet =;

Data Type
String

See also

Mapping properties

SchemaSet (Configuration Option) on page 64
VarcharLength (Configuration Option) on page 65

SchemasSet (Configuration Option)

Purpose

Specifies the project-dataset pairs that you want the driver to fetch metadata for.

Valid Values
String|*

where:
String

is a comma-separated list of project and dataset pairs (pr 0j ect :dat aset ).

Behavior

If set to St ri ng, the driver fetches metadata for the specified project and dataset pairs. For example, if you
set SchenaSet =pr o0j ect 1: dat aset 1, pr oj ect 1: dat aset 2, the driver fetches metadata for only dataset1
and dataset?2 of project1. If you want the driver to fetch metadata for all the datasets of a project, put an asterisk
(*) after the colon. For example, SchenaSet =pr oj ect 1: *.

If set to *, the driver fetches metadata for all the projects and datasets your account has access to.

64 Progress DataDirect for JDBC for Google BigQuery Driver: User's Guide: Version 6.0.0



ConnectionRetryCount

Notes

* If you do not specify a value for SchemaSet, the driver fetches metadata for the project and dataset specified
at the time of connection.

* The driver does not fetch metadata for public projects by default. To fetch metadata for public projects,
specify them using the SchemaSet configuration option.

Default

The project and dataset specified at connection.

See also
VarcharLength (Configuration Option) on page 65

VarcharLength (Configuration Option)

Purpose

Specifies the maximum length the driver supports for String type columns.

Valid Values
X

where:
X

is a positive integer between 1 and 2147483647 indicating the maximum length.

Default
65535

See also
SchemaSet (Configuration Option) on page 64

ConnectionRetryCount

Purpose

The number of times the driver retries connection attempts to a Google BigQuery instance until a successful
connection is established.

Valid Values
0|x

where X is a positive integer that represents the number of retries.
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Behavior
If set to O, the driver does not try to reconnect after the initial unsuccessful attempt.

If set to x, the driver retries connection attempts the specified number of times. If a connection is not established
during the retry attempts, the driver returns an exception that is generated by the last database server to which
it tried to connect.

Example

If this property is set to 2, the driver retries the server twice after the initial retry attempt.

Notes

* If an application sets a login timeout value (for example, using DataSource.loginTimeout or
DriverManager.loginTimeout), and the login timeout expires, the driver ceases connection attempts.

* The ConnectionRetryDelay property specifies the wait interval, in seconds, to occur between retry attempts.

Data Source Method
set Connect i onRet r yCount

Default
5

Data Type
int

See also

Failover properties

ConnectionRetryDelay

Purpose

The number of seconds the driver waits between connection retry attempts when ConnectionRetryCount is set
to a positive integer.

Valid Values
0| x

where:
X

is a number of seconds.
Behavior

If set to O, the driver does not delay between retries.

If set to x, the driver waits between connection retry attempts the specified number of seconds.
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Example

If ConnectionRetryCount is set to 2 and this property is set to 3, the driver retries the server twice after the
initial retry attempt. The driver waits 3 seconds between retry attempts.

Data Source Method
set Connecti onRet ryDel ay

Default

1 (second)

Data Type

int

See also

Failover properties

ConvertNull

Purpose

Controls how data conversions are handled for null values.

Valid Values
01

Behavior

If set to 0, the driver does not perform the data type check if the value of the column is null. This allows null
values to be returned even though a conversion between the requested type and the column type is undefined.

If setto 1, the driver checks the data type being requested against the data type of the table column that stores
the data. If a conversion between the requested type and column type is not defined, the driver generates an
"unsupported data conversion" exception regardless of whether the column value is NULL.

Data Source Method
set Convert Nul |

Default
1

Data Type

int

See also
Additional properties
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CreateMap

Purpose

Specifies whether the driver creates a new map of the Google BigQuery data model when establishing the
connection.

Valid Values

f orceNew| not Exi st | no | sessi on

Behavior

If set to f or ceNew, the driver deletes the current schema map specified by the SchemaMap property and
creates a new one at the same location.

Warning: This causes all views, data caches, and map customizations defined in the current schema map to
be lost.

If setto not Exi st , the driver uses the current schema map specified by the SchemaMap property. If one does
not exist, the driver creates one.

If set to no, the driver uses the current schema map specified by the SchemaMap property. If one does not
exist, the connection fails.

If set to sessi on, the driver does not create or use schema map. It stores metadata in the memory.

Data Source Method
set Cr eat eMap

Default
not Exi st

Data Type
String

See Also
* SchemaMap on page 91
* Mapping properties

68 Progress DataDirect for JDBC for Google BigQuery Driver: User's Guide: Version 6.0.0



Dataset

Dataset

Purpose

Specifies the name of the dataset that you want the driver to connect to. The datasets in Google BigQuery are
equivalent to schemas in JDBC.

Note: If you want to query data in a dataset different from the one you specified at the time of connection,
specify it in the following format:

proj ect.dataset.tabl e

Valid Values
string

where:
string
is the name of your Google BigQuery dataset.

Data Source Method
set Dat aset

Default

None

Data Type
String

See also
Configuring OAuth 2.0 authentication on page 39
Project on page 84

Required properties

EnableCatalogSupport

Purpose

Determines whether the driver supports specifying values for catalog parameters in metadata calls. Note that
catalogs and schemas are equivalent to projects and datasets in Google BigQuery.

Valid values

true|fal se

Progress DataDirect for JDBC for Google BigQuery Driver: User's Guide: Version 6.0.0 69



Chapter 3: Connection property descriptions

Behavior

If setto t r ue, a value can be specified for the catalog parameter in metadata calls. For example:
get Tabl es("MyProj ect”, "Dat aset 1", " Enpl oyee", Nul | ) , where MyPr oj ect is a catalog, Dat aset 1
is a schema, and Enpl oyee is a table.

If set to f al se, no value can be specified for the catalog parameter in metadata calls. The values for catalog
and schema must be specified within the schema parameter, seperated by a period. For example:

get Tabl es(Nul I, " MyProj ect. Dat aset 1", "Enpl oyee", Nul | ), where MyPr oj ect is a catalog,

Dat aset 1 is a schema, and Enpl oyee is a table.

Notes
* The driver can fetch metadata only for:

* The project and dataset the application is connected to.

* The project and dataset specified using the SchemaSet config option.

*  When the value for the EnableCatalogSupport property is changed, the SchemaMap file must be refreshed.

Data Source Method
set Enabl eCat al ogSupport

Default

fal se

Data Type
String

See Also
SchemaSet (Configuration Option) on page 64

EnableLoginPrompt

Purpose

Specifies whether the driver fetches access and refresh tokens at connection when OAuth2.0 is enabled

(Aut hent i cati onMet hod=QAut h2). When this property is enabled, the driver launches the login prompt for
your service at connection, which allows you to specify your login credentials and initiate the dynamic
authorization code grant flow. Enabling this property provides a method of fetching access and refresh tokens
without using the Configuration Manager or a third-party tool.

Valid values

true|fal se

Behavior

If settot r ue, the driver opens the login prompt for your service when attempting to connect. Submitting user
and password credentials via the prompt initiates the dynamic authorization code grant to fetch access and
refresh tokens.
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FetchSize

If set to f al se, the driver does not launch the login prompt for your service. If access and refresh tokens are
needed for your authentication flow, you will need to fetch them using the Configuration Manager or another
tool.

Notes

* This property is used only for the dynamic authorization code grant flow. See "Dynamic authorization code
grant” for a full list of requirements.

Data Source Method
set Enabl eLogi nPr onpt

Default

fal se

Data Type
String

FetchSize

Purpose

Specifies the maximum number of rows that the driver processes before returning data to the application when
executing a Select. This value provides a suggestion to the driver as to the number of rows it should internally
process before returning control to the application. The driver may fetch fewer rows to conserve memory when
processing exceptionally wide rows.

Valid Values
0]x

where:
X

is a positive integer indicating the number of rows that should be processed.

Behavior

If set to O, the driver processes all the rows of the result before returning control to the application. When large
data sets are being processed, setting FetchSize to 0 can diminish performance and increase the likelihood
of out-of-memory errors.

If set to x, the driver limits the number of rows that may be processed for each fetch request before returning
control to the application.

Notes

* To optimize throughput and conserve memory, the driver uses an internal algorithm to determine how many
rows should be processed based on the width of rows in the result set. Therefore, the driver may process
fewer rows than specified by FetchSize when the result set contains exceptionally wide rows. Alternatively,
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the driver processes the number of rows specified by FetchSize when the result set contains rows of
unexceptional width.

* FetchSize and WSFetchSize can be used to adjust the trade-off between throughput and response time.
Smaller fetch sizes can improve the initial response time of the query. Larger fetch sizes can improve overall
response times at the cost of additional memory.

* You can use FetchSize to reduce demands on memory and decrease the likelihood of out-of-memory errors.
Simply, decrease FetchSize to reduce the number of rows the driver is required to process before returning
data to the application.

Data Source Method

set Fet chSi ze

Default
100 (rows)

Data Type
Int

See also
Additional properties

ImportStatementPool

Purpose

Specifies the path and file name of the file to be used to load the contents of the statement pool. When this
property is specified, statements are imported into the statement pool from the specified file.

Valid Values
string

where:
string

is the path and file name of the file to be used to load the contents of the statement pool.

Notes

* If the driver cannot locate the specified file when establishing the connection, the connection fails and the
driver throws an exception.

* For more information, refer to "Statement Pool Monitor" in the Progress DataDirect for JDBC Drivers

Reference.

Data Source Method

set | nport St at enent Pool
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JavaDoubleToString

Default
empty string

Data Type
String

JavaDoubleToString

Purpose

Determines which algorithm the driver uses when converting a double or float value to a string value. By default,
the driver uses its own internal conversion algorithm, which improves performance.

Valid Values

true|fal se

Behavior

If set to t r ue, the driver uses the JVM algorithm when converting a double or float value to a string value. If
your application cannot accept rounding differences and you are willing to sacrifice performance, set this value
to t r ue to use the JVM conversion algorithm.

If set to f al se, the driver uses its own internal algorithm when converting a double or float value to a string
value. This value improves performance, but slight rounding differences within the allowable error of the double
and float data types can occur when compared to the same conversion using the JVM algorithm.

Data Source Method
set JavaDoubl eToStri ng

Default

fal se

Data Type

boolean

See also
Additional properties

JobTimeout

Purpose

Specifies the time, in seconds, that the driver waits for a job to run before timing it out.
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Valid Values
0|x

where:
X

is a positive integer that defines the number of seconds the driver waits for a job to run.

Behavior
If set to O, the driver waits indefinitely for a job to run; there is no timeout.

If set to x, the driver uses the value as the default timeout for any job run against a Google BigQuery instance.

Data Source Method

set JobTi neout

Default

0 (no timeout)

Data Type
Int

See also

Timeout properties

JsonFormat

Purpose

Determines the JSON string format in which the driver returns values for complex data types, such as Array
and Struct.

Valid Values

raw| keyval ue |pretty |unsafe

Behavior
If set to r aw, the values are returned in their native Google BigQuery format.

If set to keyval ue, the values are returned in key value pairs. Also, if there is a closing curly bracket (} ) or a
back slash (\ ) in a value, the driver escapes it by adding a back slash (\ ) in front of it. For example, if the value
is"8}", the driver returnsitas "8\ }".

If set to pr et t y, only the values are returned (unaccompanied by keys).

If set to unsaf e, the values are returned in key value pairs. However, if there are any special characters in
them, they are not escaped.
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Examples

If the data type is Simple Array and values are [121,122,123], the driver returns the values in one of the following
formats based on the valid value you set for the JsonFormat property:

Valid Value Data Format
keyval ue [{v=121}, {v=122}, {v=123}]
pretty [121, 122, 123]
raw [{"v":"121"}, {"v":"122"}, {"v":"123"}]
unsaf e [{v=121}, {v=122}, {v=123}]

Data Source Method

set JsonFor mat

Default

raw

Data Type
String

See also

Additional properties

JWTAudience

Purpose

Specifies the JWT audience claim associated with your service account. It is required to authenticate to Google
BigQuery when the Service Account authentication is enabled (Aut hent i cat i onMet hod=ser vi ceaccount ).

To learn more about service accounts and JWT audience claims, refer to the Google documentation.

Valid Values
String
where:

String

is the JWT audience claim associated with your service account.

Data Source Methods
set IJwt Audi ence

Default Value

htt ps://accounts. googl e. conf o/ oaut h2/t oken
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Data Type

String

See also

Configuring service account authentication on page 41

KMSKeyName

Purpose

Specifies the customer-managed encryption key (CMEK) that the driver uses for executing queries. If it is not
specified, the driver uses the default key encryption key from Google.

To learn more about CMEK, refer to the Google documentation.

Valid Values

proj ects/ project/locations/location/KeyRi ngs/keyring/cryptoKeys/ key

where:

pr oj ect

specifies the name of the project that you want the driver to connect to.

| ocation

specifies the geographical location where your dataset is stored.

keyring

specifies the key ring value, which is a prerequisite for creating CMEK. To learn how to create a key
ring, refer to the Google documentation.

key

specifies the CMEK value. To learn how to create a key, refer to the Google documentation.

Notes

Passing KMSKeyName as part of job configuration is not supported for DDL statements. Therefore, for
Create statements, CMEK must be provided using the Options clause, in the following format:

CREATE TABLE <dat aset _name>. <t abl e_nane>(<col uimm_nane> <col umm_t ype>)
CPTI ONS( kns_key_name=' proj ect s/ pr oj ect /| ocati ons/| ocat i on/ KeyR ngs/ keyri ng/ crypt okeys/ key')

If a table is encrypted using CMEK, you can perform insert and select operations on it with or without
specifying CMEK. However, you must not specify an incorrect CMEK, as it leads to query failure.

If you specify a CMEK to query a table that is not encrypted with CMEK, the query will fail.

CMEKS specified at connection are used to execute queries for the life of the connection.
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Data Source Method
set KMSKeyNane

Default

None

Data Type
String

LegacyDataset

Purpose

Specifies the dataset where results for legacy SQL queries are stored when AllowLargeResults is enabled
(Al l owLar geResul t s=true).

Valid Values
string

where:
string

is the name of the dataset where results for legacy SQL queries are stored when AllowLargeResults
is enabled (Al | owlLar geResul t s=t r ue).

Data Source Method
set LegacyDat aset

Default

_queries_

Data Type
String

See also
AllowLargeResults on page 60
LegacyTable on page 78
Legacy SQL properties
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LegacyTable

Purpose

Specifies the table where results for legacy SQL queries are stored when AllowLargeResults is enabled
(Al'l onLar geResul t s=true).

Valid Values
string

where:
string

is the name of the table where results for legacy SQL queries are stored when AllowLargeResults
is enabled (Al | owlLar geResul t s=t r ue).

Data Source Method

set Legacyt abl e

Default
_sql _*

Data Type
String

See also
AllowLargeResults on page 60
LegacyDataset on page 77
Legacy SQL properties

Location

Purpose

Specifies the geographical location where your dataset is stored. Google BigQuery allows storing datasets in
either one single geographical place, such as Tokyo, or a large geographical area, such as Europe.

For more information on dataset locations, refer to the Google BigQuery documentation.

Valid Values
string

where:
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string

is the geographical location where your dataset is stored.

Data Source Method

set Locati on

Default

None

Data Type
String

See also
Dataset on page 69

Additional properties

LogConfigFile

Purpose

Specifies the file name, and optionally, the path of the properties file used to initialize driver logging.

Valid Values
string

where:
string

is the relative or fully qualified path of the properties file to load to initialize driver logging. If you do
not specify a path, the driver looks for this file in the current working directory. If the specified file
does not exist, the driver continues searching for an appropriate properties file as described in "Using
Java Logging" in the Progress DataDirect for JDBC Drivers Reference.

Data Source Method
set LogConfigFil e

Default
ddl oggi ng. properties

Data Type
String
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LoginTimeout

Purpose

The amount of time, in seconds, that the driver waits for a connection to be established before timing out the
connection request.

Valid Values
0|x

where:
X

is a positive integer that represents a number of seconds.

Behavior
If set to O, the driver does not time out a connection request.

If set to x, the driver waits for the specified number of seconds before returning control to the application and
throwing a timeout exception.

Data Source Method

set Logi nTi neout

Default
0

Data Type
int

See also

Timeout properties

MaximumBillingTier

Purpose

Specifies the billing tier that you have access to and is allowed for the query. If you query a resource beyond
the limit set for your tier, the query fails without incurring any cost.

Valid Values
X

where:
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is a positive integer that identifies the tier.

Data Source Method
set Maxi munBi | i ngTi er

Default
0

Data Type
Int

See also

Additional properties

MaximumBytesBilled

Purpose

Specifies the maximum number of bytes a query can read. As per the on-demand pricing model of Google
BigQuery, charges are billed based on the number of bytes a query reads. To control the cost a query may
incur, you can set a limit. Once the limit is exceeded, the query fails without incurring any cost.

Valid Values
0|x

where:
X

is a positive integer that defines the maximum number of bytes a query can read.
Behavior

If set to O, the driver allows queries to read indefinite amount of data; there is no limit.

If set to x, the driver uses the value as the limit beyond which queries fail without incurring any cost.

Data Source Method
set Maxi munByt esBi | | ed

Default
0 (no limit)

Data Type
Int
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See also
Additional properties

MaxPooledStatements

Purpose

The maximum number of pooled prepared statements for this connection. Setting MaxStatements to an integer
greater than zero (0) enables the driver’s internal prepared statement pooling, which is useful when the driver
is not running from within an application server or another application that provides its own prepared statement
pooling.

Valid Values

0|x

where
X

is a positive integer that represents a number of pooled prepared statements.

Behavior
If set to O, the driver’s internal prepared statement pooling is not enabled.

If set to x, the driver enables the DataDirect Statement Pool and uses the specified value to cache a certain
number of prepared statements created by an application. If the value set for this property is greater than the
number of prepared statements that are used by the application, all prepared statements that are created by
the application are cached. Because CallableStatement is a sub-class of PreparedStatement, CallableStatements
also are cached.

Example

If the value of this property is set to 20, the driver caches the last 20 prepared statements that are created by
the application.

Data Source Method

set MaxPool edSt at enent s

Default
0

Data Type

int

See also

Statement pooling properties
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PrimaryKeyPattern

Purpose

Determines which column in a table is designated as the primary key in the metadata returned by the driver.
Google BigQuery does not have the concept of primary keys, or even uniqueness. However, some applications
will not function properly without at least one column in a table designated as the primary key. This property
allows your applications that require a primary key to function correctly when connecting to Google BigQuery
data sources.

Valid Values
* | col um_nane

where
col um_nane

is the name of the column, specified as a regular expression, that you want designated as the primary
key in each table.

Behavior

If set to *, the driver designates the first column in each table that is not of the BOOL, RECORD, ARRAY or
GEOGRAPHY data types as the primary key.

If set to col umm_nane, the driver designates the primary key as the first column in each table whose name
matches the specified regular expression. The driver will not designate any column that is of the BOOL,
RECORD, ARRAY, or GEOGRAPHY data types as the primary key.

Data Source Method

set Pri maryKeyPattern

Default

*

Data Type
String

See also
Mapping properties
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Project

Purpose

Specifies the name of the project that you want the driver to connect to. The projects in Google BigQuery are
equivalent to catalogs in JDBC.

Note: If you want to query data in a project different from the one you specified at the time of connection,
specify it in the following format:

proj ect.dataset.tabl e

Valid Values
string
where:

string

is the name of your Google BigQuery project.

Data Source Method

set Proj ect

Default

None

Data Type
String

See also
Configuring OAuth 2.0 authentication on page 39
Dataset on page 69

Required properties

ProxyHost

Description

Identifies a proxy server to use for the first connection.

Valid Values

server_nane || P_address
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where:
server_nane
is the name of the proxy server, which may be qualified with the domain name.
| P_address
is an IP address, specified in either IPv4 or IPv6 format, or a combination of the two.

Data Source Method
set Pr oxyHost

Default
empty string

See also
* Connecting through a proxy server on page 38

* Proxy server properties

ProxyPassword

Purpose

Specifies the password needed to connect to a proxy server for the first connection.

Valid Values
passwor d

where:
password
is a valid password for that server. Contact your system administrator to obtain a valid password.

Data Source Method

set ProxyPassword

Default

empty string

See also
Connecting through a proxy server on page 38

Proxy server properties
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ProxyPort

Purpose

Specifies the port number where the proxy server is listening for HTTP or HTTPS requests for the first connection.

Valid Values
port

where:
por t

is the port number on which the proxy server is listening. Contact your system administrator to obtain
the correct port.

Data Source Method

set Pr oxyPor t

Default
0

See also
Connecting through a proxy server on page 38

Proxy server properties

ProxyUser

Purpose
Specifies the specifies the user name needed to connect to a proxy server for the first connection.

Valid Values
user _nane

where:
user _nane

is a valid user ID for the proxy server.

Data Source Method
set ProxyUser

Default
empty string
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See also
Connecting through a proxy server on page 38

Proxy server properties

RedirectURI

Purpose

Specifies the endpoint to which the client is returned after third-party authorization for OAuth 2.0 implementations.

Valid Values
String
where:
String

is the endpoint to which the client is returned after third-party authorization. For example, htt p: / /| ocal host .

Notes

* Theredirect URI is often registered with the authentication service to provide improved security. Registering
the endpoint prevents your valid authentication credentials being redirected to a malicious site; therefore,
reducing the risk of sharing your access token and other sensitive information with unauthorized parties.

* See "OAuth 2.0 authentication" for examples and more information.

Data Source Methods
public String getRedirUri ()
public void setRedirUri(String)

Default Value

None

Data Type
String

RefreshSchema

Purpose

Specifies whether the driver automatically refreshes the map of the data model when a user connects to a
REST service.

Valid Values

true|fal se
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Behavior

If set to t r ue, the driver automatically refreshes the map of the data model when a user connects to a REST
service. Changes to objects since the last time the map was generated will be shown in the metadata.

If setto f al se, the driver does not refresh the map of the data model when a user connects to a REST service.

Notes

* This property should not be enabled (Ref r eshSchema=t r ue) when Cr eat eMap=sessi on.

Data Source Method

set Ref reshSchenma

Default

true

See also
Additional properties

RefreshSchemaForDDL

Purpose

Determines whether the driver automatically refreshes the map of the data model when a user performs a DDL
operation (Create or Drop).

Valid Values

true|fal se

Behavior

If set to t r ue, the driver automatically refreshes the map of the data model when a user performs a DDL
operation. As a result, the DDL operations take longer than usual to complete. Also, changes to objects since
the last time the map was generated will be shown in the metadata.

If setto f al se, the driver does not refresh the map of the data model when a user performs a DDL operation.
As aresult, the DDL operations take less time to complete. However, the metadata calls may return inaccurate
results because changes to objects since the last time the map was generated will not be shown in the metadata.
Notes

* This property should not be enabled (Ref r eshSchenma=t r ue) when Cr eat eMap=sessi on.

Data Source Method
set Ref reshSchenmaFor DDL

Default

true
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See also
Additional properties

RefreshToken

Purpose

Specifies the refresh token used to either request a new access token or renew an expired access token. If an
access token is not provided or expires at the time of connection, the access token generated using refresh
token is used to authenticate to a Google BigQuery instance when OAuth 2.0 is enabled

(Aut hent i cat i onMet hod=oaut h2).

See "Generating access token and refresh token" to know how to obtain a refresh token.

Valid Values
string

where:
string

is the refresh token you have obtained from Google BigQuery.

Notes

* If a value for the AccessToken property is not specified, the driver uses the value of the RefreshToken
property to generate an access token to make a connection.

* If both AccessToken and RefreshToken values are not specified, the driver cannot make a successful
connection.

* If both AccessToken and RefreshToken values are specified, the driver uses the AccessToken value.
However, if the AccessToken value has expired, it uses the RefreshToken value to generate a new
AccessToken value.

Data Source Method

set Ref reshToken

Default

None

Data Type
String

See also

Configuring OAuth 2.0 authentication on page 39
Generating access tokens and refresh tokens on page 42
AccessToken on page 59

Required properties
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RegisterStatementPoolMonitorMBean

Purpose

Registers the Statement Pool Monitor as a JMX MBean when statement pooling has been enabled with
MaxPooledStatements. This allows you to manage statement pooling with standard JMX API calls and to use
JMX-compliant tools, such as JConsole.

Valid Values

true|fal se

Behavior

If settot r ue, the driver registers an MBean for the statement pool monitor for each statement pool. This gives
applications access to the Statement Pool Monitor through JMX when statement pooling is enabled.

If set to f al se, the driver does not register an MBean for the Statement Pool Monitor for any statement pool.

Notes

Registering the MBean exports a reference to the Statement Pool Monitor. The exported reference can prevent
garbage collection on connections if the connections are not properly closed. When garbage collection does
not take place on these connections, out of memory errors can occur.

Data Source Method

setRegisterStatementPoolMonitorMBean

Default

fal se

Data Type

Boolean

See also
* Referto "Statement Pool Monitor" in the Progress DataDirect for JDBC Drivers Reference for further details.

* MaxPooledStatements on page 82

¢ Statement pooling properties

RetryExceptions

Purpose

Determines whether the driver retries an API call execution when an HTTP failure or driver exception occurs.
The number of retry attempts is specified by the WSRetryCount property. By default, exceptions caused during
a call execution cannot be retried.
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Valid Values

true|fal se

Behavior

If set to t r ue, the driver uses the value specified by the connection property WSRetryCount to retry the API
call when an exception occurs.

If set to f al se, the driver does not retry the API call when an exception occurs.

Data Source Method
set Ret r yExcepti ons

Default

fal se

See also
Additional properties

SchemaMap

Purpose

Specifies either the name or the absolute path and name of the configuration file where the map of the Google
BigQuery data model is written. The driver looks for this file when connecting to a Google BigQuery instance.
If the file does not exist, the driver creates one.

Valid Values
string

where:
string

is either the name or the absolute path and name (including the . conf i g extension) of the
configuration file. For example, if SchemaMap is set to a value of:

* ABC, the driver either creates or looks for the configuration file ABC in the working directory of
your application.

* C\\Users\\Defaul t\\ AppDat a\\ Local \\ Progress\\ Dat abi rect\\
Googl eBi gQuery_Schema\ \ abc@lef cor p. com confi g, the driver either creates or looks
for the configuration file abc @ef cor p. com confi g in the directory
C:.\ User s\ Def aul t\ AppDat a\ Local \ Progr ess\ Dat aDi r ect\ Googl eBi gQuery_Schena.
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Notes

*  When connecting to a Google BigQuery instance, the driver looks for the schema map configuration file. If
the configuration file does not exist, the driver creates the schema map configuration file using the name
and location you have provided. If you do not provide a name and location for the configuration file, the
driver creates it using default values.

* The driver uses the path specified in this connection property to store additional internal files.

Example

As the following examples show, escapes are needed when specifying SchemaMap for a data source but are
not used when specifying SchemaMap in a Dri ver Manager connection URL.

Driver Manager Example

j dbc: dat adi r ect : googl ebi gquery: Proj ect =nypr oj ect ; Dat aset =nmydat aset ;
AccessToken=abcdef ghi 12345678; Ref r eshToken=wxyz123456789;

Client| D=123abc. apps. googl eusercontent. com C i ent Secr et =ab123xy;
SchemaMap=C: \ User s\ Def aul t\ AppDat a\ Local \ Progr ess\ Dat abi r ect \

Googl eBi gQuery_Schema\ abc@lef cor p. com confi g

Data Source Example
Googl eBi gQuer yDat aSour ce ds = new Googl eBi gQuer yDat aSour ce() ;
ds. set Description("My CGoogl e Bi gQuery Dat asource");
ds. set Proj ect ("myproject");
ds. set Dat aset (" mydat aset ") ;
ds. set AccessToken("abcdef ghi 12345678") ;
ds. set Ref reshToken("wxyz123456789") ;
ds.setdientl D("123abc. apps. googl euser content. cont');
ds.setClientSecret("abl123xy");
ds. set SchemaMap(" C: \\ User s\ \ Def aul t\\ AppDat a\\ Local \\ Progr ess
\'\ Dat abi r ect\\ Googl eBi gQuery_Schena\ \ abc@ef corp. com confi g")

Data Source Method
set SchenaMap

Default

The default is determined by the environment. The driver attempts to create the files in a subdirectory of the
first available directory in the following order:

¢ Windows
e DD_HOME environment variable
* dd.home system property
¢ LOCALAPPDATA environment variable
* APPDATA environment variable
* user.home system property
For Windows, the file path takes the following format:

avai | abl e_I ocati on\ Progress\ Dat abi r ect\ Googl eBi gQuery_Schema\ user _nane. confi g

* UNIX/Linux
e DD_HOME environment variable

* dd.home system property
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Scope

* user.home system property

For UNIX/Linux, the file path takes the following format:

avai |l abl e_| ocati on/ progress/ dat adi rect/ Googl eBi gQuery_schena/ user _nane. config

Data Type
String

See also
Configuring OAuth 2.0 authentication on page 39
Mapping properties

Scope

Purpose

Specifies a space-separated list of OAuth scopes that limit the permissions granted by an access token at the
time of connection.

Valid Values
string

where:
string
is a space-separated list of security scopes.

Examples

The following example demonstrates a configuration that allows the user to view and manage tables created
from Google drive.

Scope=htt ps: // ww. googl eapi s. conf aut h/ dri ve

Data Source Method

set Scope

Default
htt ps://ww. googl eapi s. conl aut h/ bi gquery

Data Type
String

See Also

* AccessToken on page 59
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* Configuring OAuth 2.0 authentication on page 39
*  OAuth 2.0 properties

ServerName

Purpose
Specifies the host name portion of the Google BigQuery API endpoint to which you send requests.

Valid Values
url

where:

url

is the host name portion of the Google BigQuery API endpoint to which you send requests. For example:
www. googl eapi s. com
Notes

* The HostName property is an alias for the ServerName property.

Data Source Method

set Ser ver Nanme

Default

www, googl eapi s. com

Data Type
String

ServiceAccountEmail

Purpose

Specifies the email address associated with your service account that is required to authenticate to a Google
BigQuery instance when service account authentication is enabled
(Aut hent i cat i onMet hod=ser vi ceaccount ).

To learn more about service accounts and service account emails, refer to Google documentation.

Valid Values
string

where:
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string

is your service account's email address.

Data Source Method

set Servi ceAccount Emai |

Default

None

Data Type
String

See also
Configuring service account authentication on page 41
ServiceAccountPrivateKey on page 96

Service account properties

ServiceAccountKeyContent

Purpose

Specifies the private key required to authenticate to a Google BigQuery instance when service account
authentication is enabled (Aut hent i cati onMet hod=ser vi ceaccount ). The private key is obtained from
the private key file. The private key file can be downloaded from Google Cloud Platform (GCP) Console.

To learn more about service accounts and service account private keys, refer to Google documentation.

Valid Values
string

where:
string

is the value of the pri vat e_key property in the private key file downloaded from the Google Cloud
Platform (GCP) Console. Surrounding quotation marks should be omitted when specifying the value.

Notes

* Either ServiceAccountKeyContent or ServiceAccountPrivateKey may be used to configure service account
authentication. ServiceAccountKeyContent specifies the private key itself, whereas ServiceAccountPrivateKey
specifies the full path to the . j son or. p12 file that contains the private key. When
ServiceAccountKeyContent is used, the specified private key is used to authenticate the user with the
database. When ServiceAccountPrivateKey is used, the driver extracts the private key value from the
specified file and uses it to authenticate the user to the database. If you do not want to persist the private
key file in your environment, you should use the ServiceAccountKeyContent property. If
ServiceAccountKeyContent and ServiceAccountPrivateKey are both specified, the ServiceAccountKeyContent
property will be used to connect to Google BigQuery.
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Example

As shown in this example, surrounding quotation marks should be omitted when specifying the value.
Ser vi ceAccount KeyCont ent =NJJXZex| HIFGYBgkghki GOwWOBAQhWRwW HANpf 3MC1pVRght TES5t SpxZenl CG

4zp087Ei dn4qc66udg8KAHknyqFdj 7b\ n+MgxMFPAvJ59cyl HFaHAApGre Vaz Yub6LEsS9aN 751j nZqcuAYp
5nXRF1EVJIPN\ nsDuJGLvuuDBZW)i uxO0l i EHntc QvBBKwW x 8t +EQxePGTi LsBoCdz OUsi 4UWW\ nASqf dP/ kSX+N

Data Source Method

set Ser vi ceAccount KeyCont ent

Default

None

Data Type
String

See also

Configuring service account authentication on page 41
ServiceAccountEmail on page 94
ServiceAccountPrivateKey on page 96

Service account properties

ServiceAccountPrivateKey

Purpose

Specifies the full path to the . j son or . p12 private key file that contains the key required to authenticate to a
Google BigQuery instance when service account authentication is enabled

(Aut hent i cati onMet hod=ser vi ceaccount ). You can dowload the private key file from Google Cloud
Platform (GCP) Console.

To learn more about service accounts and service account private keys, refer to Google documentation.

Valid Values
string

where:
string

is the full path to the . j son or. p12 private key file.
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Notes

* Either ServiceAccountKeyContent or ServiceAccountPrivateKey may be used to configure service account
authentication. ServiceAccountKeyContent specifies the private key itself, whereas ServiceAccountPrivateKey
specifies the full path to the . j son or . p12 file that contains the private key. When
ServiceAccountKeyContent is used, the specified private key is used to authenticate the user with the
database. When ServiceAccountPrivateKey is used, the driver extracts the private key value from the
specified file and uses it to authenticate the user to the database. If you do not want to persist the private
key file in your environment, you should use the ServiceAccountKeyContent property. If
ServiceAccountKeyContent and ServiceAccountPrivateKey are both specified, the ServiceAccountKeyContent
property will be used to connect to Google BigQuery.

Data Source Method

set Servi ceAccount Pri vat eKey

Default

None

Data Type
String

See also

Configuring service account authentication on page 41
ServiceAccountEmail on page 94
ServiceAccountKeyContent on page 95

Service account properties

SpyAttributes

Purpose

Enables DataDirect Spy to log detailed information about calls that are issued by the driver on behalf of the
application. DataDirect Spy is not enabled by default.

Valid Values
( spy_attribute[; spy_attribute]...)

where:
spy_attribute

is any valid DataDirect Spy attribute.
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Behavior
Attribute Description
I'inelimt=nunberofchars Sets the maximum number of characters that
DataDirect Spy logs on a single line.
The default is 0 (no maximum limit).
log=(file)fil ename Directs logging to the file specified by fi | enane.
For Windows, if coding a path to the log file in a Java
string, the backslash character (\) must be preceded
by the Java escape character, a backslash. For
example:
log=(file)C\\tenp\\spy. | og; | ogl S=yes; | ogThane=yes.
log=(filePrefix)file_prefix Directs logging to a file prefixed by fi | e_prefi x.
The log file is named fi | e_prefi xXl og
where:
Xis an integer that increments by 1 for each connection
on which the prefix is specified.
For example, if the attribute
log=(filePrefix)C\\tenmp\\spy_ is specified
on multiple connections, the following logs are created:
C\temp\spy_1.1o0g
C\temp\spy_2.1o0g
C\temp\spy_3.1o0g
If coding a path to the log file in a Java string, the
backslash character (\) must be preceded by the Java
escape character, a backslash.
For example:
log=(fileRrefix)C\\tenp\\spy ;| ogl S=yes; | ogTNane=yes.
| og=Syst em out Directs logging to the Java output standard,
System out .
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SpyAttributes

Attribute Description

| ogl S={yes | no | nosi ngl eread} Specifies whether DataDirect Spy logs activity on
I nput St r eamand Reader objects.

When | ogl S=nosi ngl er ead, logging on

| nput St r eamand Reader objects is active; however,
logging of the single-byte read | nput St r eam r ead
or single-character Reader . r ead is suppressed to
prevent generating large log files that contain
single-byte or single character read messages.

The default is no.

| ogLobs={yes |no} Specifies whether DataDirect Spy logs activity on
BLOB and CLOB objects.

| ogTNarme={yes | no} Specifies whether DataDirect Spy logs the name of
the current thread.

The default is no.

ti mestanp={yes |no} Specifies whether a timestamp is included on each
line of the DataDirect Spy log.

The default is no.

Notes

* If coding a path on Windows to the log file in a Java string, the backslash character (\) must be preceded
by the Java escape character, a backslash. For example: | og=(fil e)C: \\tenp\\spy. | og.

* Ifalog file name does not include the . | og extension, the driver automatically appends it. For example, a
file named spy. j sp is renamed to spy. j sp. | og by the driver.

* For more information, refer to "Tracking JDBC calls with DataDirect Spy" in the Progress DataDirect for
JDBC Drivers Reference.

Example

The following value instructs the driver to log all JDBC activity to a file using a maximum of 80 characters for
each line.

(log=(file)/tnp/spy.log;!linelimt=80)

Data Source Method
set SpyAttri butes

Default
Empty string
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Data Type
String

StorageAPIMinPageCount

Purpose

Specifies a number of pages that, if exceeded, signals the driver to use the Google BigQuery Storage API for
select operations. For this behavior to take effect, the UseStorageAPI property must be setto t r ue (enabled),
and the value of the StorageAPIThreshold property must be exceeded.

Valid Values
X

where:
X

is a positive integer that indicates a number of pages in a result set.

Data Source Method
set St or ageAPI M nPageCount

Default
3 (pages)

Data Type
Int

See also

* Storage API properties

* UseStorageAPI on page 103

* StorageAPIThreshold on page 100

StorageAPIThreshold

Purpose

Specifies a number of rows that, if exceeded, signals the driver to use the Google BigQuery Storage API for
select operations. For this behavior to take effect, the UseStorageAPI property must be setto t r ue (enabled),
and the value of the StorageAPIMinPageCount property must be exceeded.

Valid Values

X
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Syntax

where:

is a positive integer that indicates a number of rows in a result set.

Data Source Method
set St or ageAPI Thr eshol d

Default
10000 (rows)

Data Type
Int

See also

¢ Storage API properties

* UseStorageAPI on page 103

* StorageAPIMinPageCount on page 100

Syntax

Purpose
Specifies the Google BigQuery SQL dialect to be used for querying data.

Valid Values

standard || egacy

Behavior
If set to st andar d, the driver uses the standard SQL dialect for querying data.

If set to | egacy, the driver uses the legacy SQL dialect for querying data.

Data Source Method

set Synt ax

Default

st andard

Data Type
String

See also
Standard and legacy SQL support on page 15
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Legacy SQL properties

TokenURI

Purpose

Specifies the endpoint for retrieving access tokens when either OAuth 2.0 or service account authentication is

enabled.

Valid Values
String
where:

String

is the endpoint used to retrieve access tokens.

Notes

See "Configuring OAuth 2.0 authentication" and "Configuring service account authentication" for more information.

Data Source Method

set TokenUr i

Default Value

htt ps://accounts. googl e. contf o/ oaut h2/t oken

Data Type
String

See also

Configuring OAuth 2.0 authentication on page 39

Configuring service account authentication on page 41

UseQueryCache

Purpose

Determines whether the driver uses Google BigQuery's query cache to save results.

Valid Values

true|fal se

Behavior

If setto t r ue, the driver uses query cache to save results.
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UseStorageAPI

If setto f al se, the driver does not use query cache.

Data Source Method
set UseQuer yCache

Default

true

Data Type

Boolean

See also
Additional properties

UseStorageAPI

Purpose

Specifies whether the driver uses the Google BigQuery Storage APl when fetching large result sets based on
the values of the StorageAPIThreshold and StorageAPIMinPageCount connection properties.

Valid Values

true|fal se

Behavior

If set to t r ue, the driver uses the Storage API for selects when the number of rows in the result set exceeds
the value of the StorageAPIThreshold property, and the number of pages in the result set exceeds the value
of the StorageAPIMinPageCount property.

If setto f al se, the driver does not use the Storage API, and the StorageAPIThreshold and
StorageAPIMinPageCount properties are ignored.

Data Source Method
set UseSt or ageAPI

Default

fal se

Data Type

Boolean

See also

* Storage API properties

* StorageAPIMinPageCount on page 100
* StorageAPIThreshold on page 100
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UseStreaminginsert

Purpose

Determines whether the driver uses Google BigQuery's streaming API (InsertAll) to execute batch inserts. This
improves performance for INSERT operations.

Valid Values

true|fal se

Behavior
If set to t r ue, the driver uses the streaming API for batch inserts.

If set to f al se, the driver executes row by row inserts.

Notes
* The driver stops subsequent batch insertion if an invalid row is encountered .

* The Google BigQuery streaming API can be used for INSERT operations only.

Data Source Method

set UseSt r eam ngl nsert

Default

true

Data Type

Boolean

See also
Google BigQuery Streaming API on page 46

Performance considerations on page 38

WSFetchSize

Purpose

Specifies the number of rows of data the driver attempts to fetch for each JDBC call.

Valid Values
0|x

where:
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WSPoolSize

is a positive integer from 1 to 2147483647 that defines a number of rows.

Behavior

If set to 0, the driver attempts to fetch up to a maximum of 2147483647 rows. This value typically provides the
maximum throughput.

If set to x, the driver attempts to fetch up to a maximum of the specified number of rows. Setting the value
lower than 1000000 can reduce the response time for returning the initial data. Consider using a smaller
WSFetch size for interactive applications only.

Notes

WSFetchSize and FetchSize can be used to adjust the trade-off between throughput and response time. Smaller
fetch sizes can improve the initial response time of the query. Larger fetch sizes can improve overall response
times at the cost of additional memory.

Data Source Method
set WBFet chSi ze

Default
1000000

Data Type
Int

See also

Web Service properties

WSPoolSize

Purpose

Specifies the maximum number of Google BigQuery sessions the driver uses. This allows the driver to have
multiple web service requests active when multiple JDBC connections are open, thereby improving throughput
and performance.

Valid Values
X

where:
X

is the number of Google BigQuery sessions the driver uses to distribute calls. This value should not
exceed the number of sessions permitted by your Google BigQuery account.
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Notes

* You can improve performance by increasing the number of sessions specified by this property. By increasing
the number of sessions the driver uses, you can improve throughput by distributing calls across multiple
sessions when multiple connections are active.

* The maximum number of sessions is determined by the setting of WSPoolSize for the connection that
initiates the session. For subsequent connections to an active session, the setting is ignored and a warning
is returned. To change the maximum number of sessions, close all connections using the Google BigQuery
driver; then, open a new Google BigQuery connection with desired limit specified for this property.

Data Source Method
set W5Pool Si ze

Default
1

Data Type
Int

See also

Web Service properties

WSRetryCount

Description

The number of times the driver retries a timed-out Select, Insert, Update, or Delete request. The timeout period
is specified by the WSTimeout connection property.

Valid Values
0|x

where:
X

is a positive integer.
Behavior

If set to O, the driver does not retry timed-out requests after the initial unsuccessful attempt.

If set to x, the driver retries the timed-out request the specified number of times.

Data Source Method
set WBRet r yCount

Default
5
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WSTimeout

Data Type
Int

See also

Web Service properties

WSTimeout

Purpose

Specifies the time, in seconds, that the driver waits for a response to a Web service request.

Valid Values
0]x

where:
X

is a positive integer that defines the number of seconds the driver waits for a response to a Web
service request.

Behavior
If set to O, the driver waits indefinitely for a response; there is no timeout.
If set to x, the driver uses the value as the default timeout for any statement created by the connection.

If a Select request times out and WSRetryCount is set to retry timed-out requests, the driver retries the request
the specified number of times.

Data Source Method

set W5Ti neout

Default
120 (seconds)

Data Type
Int

See also

Web Service properties
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